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C O N T E N T

CLOUD COMPUTING: 
A SOFT TARGET?
May-Ann Lim of the Asia Cloud Computing Association discusses the ideal 
and the reality of developing ‘soft’ infrastructure in the region

T 
he benefits of cloud computing can be 
harnessed only if information can be accessed 
and manipulated freely with security and 
confidentiality assured to the extent that the 

integrity of the data and the rights of the consumer 
of cloud services are maintained. It’s an objective 
that the Asia Cloud Computing Association (ACCA) 
has been looking into from various angles, delving 
deeper into the issues surrounding access to 
information, data integrity and the inherent 
business and social concerns. We have observed in 
our annual research report, the Cloud Readiness 
Index (CRI),1 that unrestricted access to data is a key 
parameter in creating an even playing field for 
cloud deployment. 

Across Asia, where the emphasis has long been on 
access rather than information, and on the hard 
infrastructure, rather than the soft infrastructure, 
we are finding that it is often regulatory regimes 
that are promoting access to information in a 
‘consistent and predictable manner’, rather than  
an open and transparent manner, that are taking 
the lead. 

But we believe that the power of cloud computing 
can only be harnessed if information can be freely 
accessed. Data is fast becoming the new currency of 
the 21st century, and information is playing an 
increasingly critical role in the supply chain for 
businesses and governments. Limiting access to 

information will only hamper development. 
So where exactly are the tripwires when 

navigating these issues? In our research we observe 
three main areas likely to increasingly impose 
constraints on the shift towards an information 
economy and the prospects for cloud computing. 

CENSORSHIP, FREEDOM OF SPEECH AND THE PRESS
First is government censorship of content. While 
advocates for free speech protest, governments 
retain a sovereign, functional right to determine 
national information policy, no matter how 
restrictive. This includes controls on censorship and 
limits on free and responsible speech. 

In many religious states, such as the Vatican, or 
Islamic states such as Malaysia and Indonesia, this 
can be cast in terms of a ‘moral duty’, reflecting the 
depth and cultural sensitivity the issue takes on at 
times. Many governments have exercised this 
prerogative, and we see that enacted to varying 
degrees of severity: 
�l Vietnam has banned bloggers and social media 
users from sharing news stories online. The country 
also recently jailed three prominent bloggers for 
violating ‘national security laws’ through their 
citizen journalism critiquing government 
corruption and other social commentary. 
�l The ‘Great Firewall of China’ continues to ban 
many international websites such as the New 



York Times, Twitter, Facebook, YouTube, the Wall 
Street Journal etc. China observes very strict 
information control through a dizzying array of 
party and government bodies, comprising the 
Central Publicity (or Propaganda) Department,  
the Internet Affairs bureau of the State Council 
Information Office, the General Administration  
of Press, Publication, Radio, Film and Television  
and other ancillary ministries involved with 
propaganda controls. 
�l In 2013, Singapore passed legislation which 
required that news websites be individually 
licensed, with the requirement to put up a 
‘performance bond’ of SGD$50,000 which could be 
forfeited if they run afoul of Singapore content laws. 
�l Indonesia routinely blocks or shuts down 
pornographic websites, particularly around the 
Muslim fasting month of Ramadan.
l In a similar vein, Malaysia jailed two infamous 
local bloggers for inciting religious enmity by 
posting a photograph of them eating pork.  

FUZZY INTERMEDIARY LIABILITY
A second issue of rising concern is the question of 
content liability in the separation between content 
and carriage. Can, and indeed should, vendors and 
carriers be responsible for the content they carry? 
�l In a highly public spat, Indonesia required 
Research In Motion (now Blackberry) to filter 
pornographic content on information and websites 
accessed on its devices. 
l In Singapore, current law allows rights holders to 
issue a ‘take-down’ notice to a network or ISPs, 
requesting that they disable or remove copyright-
infringing material. As this regulation has not been 
effective, a public consultation was conducted in 
2013 by the Ministry of Law to simplify the process.

While content providers, ISPs and other content 
pipelines often strive to carry all content equally, 
many have to abide by local jurisdictions and, in 
many cases, local cultures and sensitivities. This 
places an undue burden on carriers and other 
access providers to manage user content, which is 
intrusive – and, in many cases illegal – and is nearly 
impossible to implement.

What about the more clear-cut situations where 
ISPs are hosting websites which enable or promote 
child exploitation, human trafficking or other 
human rights abuses which place lives in danger?  
In the first instance, the law goes after the offender 
(the website owner), but in the absence of other 
clear laws, are ISPs then liable for monitoring and 
taking down the content? And when is legal 
intercept by governments and their agencies 
allowed or acceptable?

These questions have grown increasingly 
important because the principles behind 
intermediary liability are now being looked at as 
the foundation for regulating user-generated 
content hosted virtually or on cloud platforms, such 
as Facebook, YouTube, Blogger, Twitter and Skype. 
No longer simply being applied to ISPs and telecoms 
operators, intermediary liability has begun to hit 
home, as illustrated in a number of recent cases: 
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�l In Thailand in 2011, Surapak Puchaisaeng created 
a Facebook profile with defamatory links and 
images about the Thai King, and was arrested, 
including for violation of lèse-majesté. In this case, 
does Facebook have any liability for carrying 
content that violates local laws? 
l At the request of the German government, Twitter 
censored its first user account in 2012 (a neo-Nazi 
user) under a reworded policy that gives it “the 
ability to reactively withhold content from users in 
a specific country – while keeping it available in the 
rest of the world”. 
l Craigslist in the US tried valiantly to take down  
a man’s ad to sell a two-month old baby on its 
classified ad platform – only to have the ad put up 
again a day later. Should it have reported this to the 
authorities, instead of relying on its users to report 
the offender to the police? 

It must be noted that in many cases, content 
platforms such as eBay, Facebook, YouTube, Blogger, 
Twitter and others often have a NTD (notice and 
take down) procedure whereby they or the relevant 
authorities can request content to be taken down, 
and a reasonable amount of time given to the 
offending party to remove the egregious content.

So where is the line for liability drawn? Policy on 
this matter has been piecemeal at best, with some 
countries drawing up ‘safe harbour’ provisions for 
quarantining the responsibility for questionable 
data transfers, particularly those that are cross-
border. Yet in recent years, we have seen how 
web-locker and file hosting/sharing services such  
as Megaupload have been made liable for the 

content stored and shared 
through their services. If 
Megaupload can be shut 
down for enabling illegal 
file sharing, aren’t other 
cloud services such as 
Amazon Web Services, 
Dropbox, Box.com, and 
SkyDrive at risk of 
prosecution as well, with 

the only difference being a matter of scale and a 
patchwork of IPR regulations and enforcement? 

LOADED QUESTIONS
Much of how the internet is navigated these days is 
dependent on search engines, and how well each 
engine performs is determined by its search 
algorithms. Technically this should level the playing 
field to whomever has the best technology – the best 
search algorithm wins. But that’s not how things 
are panning out: 
�l In 2011, AT&T accused Google of using 
“algorithms that highlight some information, 
favour certain websites, and even omit some sites 
altogether”. 
l�In 2012, travel review sites such as Expedia  
and TripAdvisor accused Google of abusing its  
dominant position to disadvantage competitors in 
the hotel and restaurant review business. Google 
operates Google Places, which can be considered  
a rival. 

Intermediary 
liability is now 
being looked at  
for regulating user-
generated content.
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This issue can be somewhat alleviated by choosing other search 
engines, but the issue remains, as there will continue to be a  
limited number of search engines available. To muddy the waters 
further, some access providers have begun offering free or  
preferential data access to certain websites or web applications, 
ostensibly in a bid to gain a competitive advantage; their chorus of  
“we don’t want to become a dumb pipe” driving many to deliver more 
value-added services. 
�l In 2014, Chua Sock Koong, CEO of Singapore’s incumbent telco 
Singtel, “urged regulators to give carriers like Optus the right to charge 
rivals such as WhatsApp and Skype for use of their networks or risk a 
major decline in network investment”. 
l South Korean regulators have allowed three local mobile operators  
to charge extra or block VoIP applications — effectively destroying a 
level playing field for local mVoIP app Kakao Talk’s competitors such  
as Skype, Lync, Fring, Viber, Line and other similar services. 
l Indonesia’s Telkomsel launched ‘Facebook by Fonetwish’ in 2012, 
which allows subscribers to access their Facebook profiles without the 
need to subscribe to a data plan. 
l Malaysia’s Digi had a deal with Opera in 2011 which allowed  
Digi users to download the Opera browser free-of-charge over the 
carrier’s network. 

Many applications and cloud content carriers have also started to 
turn this model topsy-turvy by building their own networks or inking 
deals with private ISPs, creating pockets of the internet which deliver 
preferential content. This of course turns the content control and 
intermediate liability issue – which can often appear comparatively 
clear-cut – into the increasingly thorny issue of network neutrality.  
The rationale is: “It’s our network, we built (or leased) it and are now 
offering it to our customers, so therefore we can deliver what we want 
on it.” Other recent examples: 
�l Skype has offered free WiFi in US airports.
l�Google teamed up with Boingo in 2012 to offer free WiFi zones in a 
number of major US city malls and airports. The service is still 
available, and looks set to grow.
l Google has also started a number of its Google Free Zones – most 
recently in the Philippines – where mobile users on feature phones can 
use Google+, Google Search and Gmail without incurring data charges 
(it is not optimised for smartphones).
l Facebook launched Facebook Zero in 45 countries in May 2010, 
where 0.facebook.com brings phone users to a mobile Facebook site 
optimised for speed, and has no data charges. 

From a business perspective, having preferential access can sound 
fair: after all, these are private companies that should be allowed to 
differentiate services between customers – airlines do it all the time 
with their passengers. But the implications go beyond simple WiFi 
access at airports and public places; with Google building pockets of 
fibre-connected cities in the US, and rolling out wireless broadband 
through TV white spaces technology in Africa, a range of further issues 
emerge, from who will ensure infrastructure access to the poor and 
marginalised, to who will ensure an interoperable internet rather than 
islands of preferential access. 

FROM NETWORKS TO CLOUDS
In many cases the question of access will not be about simple business 
choices. It will be about a country’s industrial policy. As noted above, in 
June 2012 the Korean Communications Commission (KCC) approved 
the right for mobile operators to charge customers extra for accessing 
the over-the-top voice services of Apple, Google, Skype and other similar 
services. Korea is one of the most connected countries in the world with 
some of the most advanced network and cloud service offerings. The 
motivation for the decision, of course, had far more to do with 
providing a preferential position to Korea’s ‘national champions’. 

ASIAN CLOUD RATINGS 
The Asia Cloud Computing Association’s (ACCA) Cloud 
Readiness Index 2014 finds Asia Pacific divided into 
three development groups, offering insight into where 
the growth opportunities in the region lie. The index, 
now in its third iteration, assesses 14 countries against 
ten indicators which contribute to the infrastructural 
and regulatory preparedness for cloud computing 
adoption in the region. While Japan maintained its lead 
at the top of the index for the third time running, the 
big improvers are New Zealand, Australia, Thailand and 
the Philippines.

Says the ACCA: “Common to all of the improvers 
seems to be the presence of an overarching ICT and 
cloud policy plan. New Zealand is particularly 
noteworthy for its all-of-government ‘cloud first’ policy 
– a position the ACCA strongly champions and calls on 
other regional governments to study, adapt and adopt.”

The index includes ratings for each country’s 
regulatory environment, privacy, freedom of 
information, broadband quality and international 
connectivity. Most South-East Asian countries in the 
index appear in the lower half of the rankings, which 
the ACCA considers to be an obstacle for the success of 
the ASEAN (Association of South-east Asian Nations) 
Economic Community (AEC), an ambitious blueprint 
which will launch next year and which aims to 
transform the region into a single marketplace. 

“A major factor for the AEC’s success is information 
connectivity. In recent years, progress has been made 
to connect the region better through projects such as 
the ASEAN ICT Masterplan 2015, which works to 
improve internet connectivity, but ASEAN will have to 
step up its game if it is to compete within the 
Asia-Pacific and globally”, says the ACCA. Countries that 
have their own ICT masterplans, such as Singapore 
with a new Infocomm Media Masterplan, and Malaysia 
which continues to work on its Digital Malaysia 
initiative, are ahead in the region.
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Where these choices become particularly 
problematic is when they become combined with 
overt content controls, and information – or data – 
becomes anything but open and accessible. 

The Asia Cloud Computing Association’s Cloud 
Readiness Index (see box) recognises the importance 
of free access to information in creating an even 
playing field for cloud deployment. While Asia has 
done remarkably well recently in promoting 
cloud-accessibility programmes, we believe that 
policies on so-called ‘soft’ infrastructure are going 
to be ever more important in creating the space for 
Asian innovations to emerge – and succeed on the 
global stage.
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