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Cloud Data Regulations

A contribution on how to reduce the compliancy costs of
CrossBorder Data Transfers

“States have made relatively little progress to identify an accepahlgon to cros$order
transactions involving personal data. It is, admittedly a very difficult issue that has not
become easier to address over time but is rather becoming more acute in light of the growing
importance of data processing in the globalremmy” (Cross Border Data Flows and the
Protection of Privagydague Conference d?rivatelnternational Law, 201(10.7)1

A:INTRODUCTION

The purpose dahis paperisto contribute tq and help drive the formation gbolicies concerning

cloud computing in Asi@dhepaper addresses the increasing complexities surrounding the transfer of
data between jurisdictiongnd the problems this poses foperators, such as carriers, remittance
service providers, social networlksternet and ecommerce companies, offerihggitimate cross

border data transfer serviceas the opening citation suggestspgress towards a harmonized

solution has been slgwut the urgency to find one has increaged

Thispaper, commissioned by the APCC, builds on original research developed by the ACCA as part of a
broader and ongoing study on D&avereigntyhroughoutthe Asia Pacifidt argues that law makers

and regulators should balance their efforts to proj@etsonaldata privacy andata inkey sectors,

such as banking drhealth services, with solutions that facilitate éimereforelower the cost of data
transfers under all reasonable circumstances.

Finding the righbalance between data safety and data accegsires, almost by definition, a multi
stakeholder approachrindinga balances importantif the full benefits of international trade in
goods, services andammmerceare to be realised by reducingnecessary costs of doing business.
While the frequencyf crossborder data transfers are increasing with the proliferation of cloud
computing usagehe costs of compliance are significant and growkiag example, an increasing
number of jurisdictions require a company to appoint a data protection offeeilable 1 below)
Bvery jurisdiction has its own approach awithin each jurisdictiorthere may begeneral laws,
sectorspecific laws, different sets of regulators, different ways to apply the lawmawne
instancesdifferent case law decisiom$ the courts that interpret those laws.

The paper is divided into the following sections.

1 The link between crodsorder data transfers and the growth of international trade in goods,
services and-eommerce.
1 The growing use of cloud computing and theliogtions for crosorder data transfers.

! Hague Conference on Private International Law, March 2010;Buter Data Flows and Protection of Privacy.
http://www.hcch.net/upload/wop/genaff2010pd13e.pdf

2« As early as 1981, the Explanatory Memorandum to the @ECD Guidel.

basednor e on private international |l aw would be very difficult.?”
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1 The growing complexity of laws and regulations governing-boodgr data transfers and
the needs of compliance.

1 Ways forward to harmonize and fastick crossorder data transfer regulations: striking the
balarce
9 Conclusions and Recommendations

B:OROSBORDERATATRANSFERS ANNTERNATIONARADE

Qossborder trade in goodservicesand ecommerce and the data flows that underpin themre
fundamental to modern and developing economésthe following graphs from McKinsey &
Company illustrate, the global growth of total bandwidth for communications1980 to 2011 was
X7 to support trade growth ithe value ofgyoods (x10), ithe value ohonfinancial services (x3) and
in the value éfinancial services (x 1.5).

Graphics 1-4: Growth of World Trade in Gog&ervicesFinancial Flows, amaternational
Bandwidthin Data and Communication Flows
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SourceMcKinseyApril 2014, Global Flows a Digital Aghttp://www.mckinsey.com/insights/globalization/global flows in_a digital age

The figures in Graphics4lshow the global value of all goods, both physical and digital. Graphic 5
(below) selects only digital trade ccemmerceDrawing a diregbroportionallink between data

flows and trade is not advised as thare methodologidassues when selecting the relevant metrics.
First, rot all data traffic is directly, or evenindirectlye | at ed t o t r ad ehatahdr
file-sharing on social mediamay notben deed whil e “fil e sharing”
component of private business and commees®la method of collaborative working that boosts
productivity, in terms of volume it relates primarily to P2P v&lering of movies and music videos
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which generates substantial traffic uploading as well as downpaespecially in Astaherefore
attempts tocorrelate data flowgxactlyto e-commercewill be frustrated, skewed, by tlggowing
“wei ght’
2013 Globalnternet Phenomena Repadvering the regions of AsRacific, Europe, Latin America

and North America, show the overwhelming proportions of traffic over fixed lines and mobile that is

of video

iborderttraffe*> Graphies!5 and 6 fromithe Saadvitéc r 0 s s

accounted for by “entertainment” and “file
Graphic 5 Graphic 6
Peak Period Traffic Composition Peak Period Traffic Composition
(Asia-Pacific, Fixed Access) (Asia-Pacific, Mobile Access)
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SourceSandvine2013, Global Internet Phenomena Repbittps://www.sandvine.com/downloads/general/globaternet
phenomena/2013/sandvinglobatinternet-phenomenareport-1h-2013.pdf

Second, e dataavailable for consumer use of the Intertigtough audits of ISPs and social

networks,ismore immediately available thamthe enterprise and state sectors where a high
proportion of the traffic passes through private networks or over networks managed by carriers and
other service providers.

Despite these and other concernfor examplethere is a substantial proportion of international
dark fibre which, if included in the bandwidth data, would exaggerate capacity linked te trade
use of thegrowth in bandwidth capacity canbe us e f ul
relationshipbetween data flows and the growthtiade in goods and services in ftttigital global
economy.

% See Sandvine (2013) Global Internet Phenomena Retost//www.sandvine.com/downloads/general/global

phenomena/2013/sandvine

approximate il

-internet -

-global -internet -phenomena -report -1h-2013.pdf

‘To

clarify

this point,

will matbe cegisteretl as-aothmerag, but the derpaind fa P2 downloadlsd e o

register as a demand for bandwidth which is sold by telecom companies. So the growth in bandwidth will reflect the datanitaffic,

albeit not in a 1:1 ratio, but not, in this case, in the same ratio as it reflects the growth in trade in sedvisesramerce. The issue is also
discussed in Box 4http://www.usitc.gov/publications/332/pub4415.pdf
® Although currently most P2P video sharing is unpaid, for the future enterptisitgss may well find a way to monetize this market, just

as
°For

others. It is therefore important to know the methodology before comparing forecasts.

companies
this re
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Graphic 7

The digital component of global flows is growing quickly 2005

Share of selected cross-border flows that are digital W 2013
Category

Flow Digital component

Goods 3.0
Goods E-commerce share of
total goods trade! - 12.1

Calls
Data and Skype share of

3.0
communication 5

Services

51.0
Services Digitally enabled share

1 Based on China data

2 Excludes other VOIP minutes.

3 Based on US data_

NOTE: 2005 values for services are calculated by interpolating from prior and subsequent years based on constant growth
rates.

SOURCE: iResearch; Telegeography; OECD; US Bureau of Economic Analysis; McKinsey Global Institute analysis

Source: McKinseppril2014,Global Flows in a Digital Agtép://www.mckinsey.com/insights/globalization/global flows in_a digital age

From the above it is clear that law makers and regulators need to viewboroes data flowss an
essential component and facilitator of trade in goods, services-anthmerce.

C:QLouCOMPUTINGDATACENTREANDDATATRANSFERS

Amodern trend in IT is towards cloud computing. Although there are many competing definitions of
the term,” there are threemportant elements. First, technically it means the ability to store, process
and retrieve data and software in the Internet cloudrge enterprise corporations and governments
started to build their own private cloud networkgpplied bycompanies such as Cisco, EMC, IBM,
Microsoft Email fromHotmailin the late 1990%andfrom Gmailin 2004 vere the firstpublic

applications.

Second, from a business perspective, it offers a way tsoftware, data storage, computing power
at adistance rather than buy or leaseftware and memory capacity on the hard disk of a personal
computer. This has given rise to public cloud services in parallehdose private clouds and to
hybrids. Hybrids arise when some of the less mission chitisaless operations and data are-out
sourced to a public cloud service providenvbien capacity in the public cloud is used to supplement
computing power in the private cloufbr example, at times of peak demaAdnazon Web Peices
(AWS) are a good axple of offering such a service.

Third, from a communications perspectiglmud computing offersraefficientway to transfer data
from one location to another to facilitate global collaborative working, 4voster supply chain

"TOECD (2009) “In 2008 the term ‘cloud computing’ b e c aeahrolojdya s hi onab |l
trends. There are aumber of competing interpretations of what cloud computing is about, but in its simplest formulation the expression

refers to the provision of ¢ ompuiCCRTechnobgydaresightri@otd Campdtingg Thance, ov e
Next Computing Paradigrhhttp://www.oecd.org/internet/ieconomy/iccptechnologyforesightforum

cloudcomputingthenextcomputingparadigm.htm

& Hotmail began in 1996. Microsoft acquired it in 1997.
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management and to support@mmerce, and trade in goods asetviceslin this sense, cloud
computing is a technology that adapts perfectly to the growth of a globally interconnected economy.

Al t hough the early adopt ermtoraleconpanies dond contpatingwo r | d

offers an opportunity for business of all sizes in developing economies to enter world markets at
lower cost andvith greater reachThis is because of savings in the IT budget for equipment, software
and skilled persoral, and because the cloud offers close to z&rst to connect with partners,

suppliers and customers overseas.

DATACENTRES

Data centreswhich have long been available for data storage and retraealpw an essentiglart

of the supporting infrastreture for cloud computingalong withbroadband connectivity. Early data
centres were little more that containers fitting with a racks of servers and air conditioning units.
Today data centres can be server farms on a massiveAsa&2013Amazorhad around 450,000
serversconcentrated ir¥ data centres located in different parts of the world. Gobgle an

estimated 900,000 servers located in 15 data cetetm c ebook’s new PriBscevi

€

62,000 square feet, but as early as 1989 Microso

Microsoft is estimated to have spentll over USD20 billion on data centi8g2013, Facebook was
processing around 750TB of data per dde scale of da centres and their processing power,
together with theirelectricity consumptioﬂl0 istruly staggering and growing all the tirheCisco
forecasts that cloud data centric workloads will overtake those of traditional data centres within the
next 2 yeargGraphic 8)

Graphic 8lraditional vs. Cloud Data Centre
workload distributior20112017 Forecast

Cisco’s Global Cloud -Ind_ex 2013

Data Center Traffic Workload Transition
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Source: Cisco Global Cloud Index 20i8;//www.cisco.com/c/en/us/solutions/collateral/servigeovider/globalcloudindex
gci/Cloud _Index White Paper.html
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° Google added data centres in Singapore and Taiwan in 2014 to its 13 data xtattés 2013,

19 A large data centre consumes as much electricity as a small town. The largest data centre in the USA has 53 geneeat8s and us
million gallons of cooling fluid a year. Modern server farms try to make use of solar andlegtiio paver andeven Artic ice conditions.
! Seehttp://storageservers.wordpress.com/2013/07/17/fagtad-statsof-worldslargestdata-centers/
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DATAANDDATACENTREOCALIZATION

Data centrélocalization i ssues arise when governments stipul
Internetrelated services, such asemmerce or social networks or cloud computing services, not
only keepcertaincategr i es of data ‘|l ocal’ by not transferri

to invest in a local data centre where the dedmbe stored and could be available for local
inspection

The economic argumefdr localizationis to encourage the growth of domestic cloud service

providers, possibly as majority partners in joint ventures with foreign service providers. This is an
entirely separate argument from the view that keeping data local will keep it more secure, a view tha
relies heavily upon the unlikely assumption that local defenses againsheytd@rg are more

stringent than in other jurisdictionghat power supplies are plentiful and uninterrupted and
environmental such as earthquakes are unlikely.

The economic gumentagainstlocalizationof data is determineg@rimarilyby the scale of

localization. For exampline EuropearCentrefor InternationalPoliticalEconomyECIPEModelled

the impact of acrosthe-board, as opposed to sectepecific, localization ofath and compared the

projected GDP growth rates with those forecast by the IMF for 2014. Geegdtoavs the outcome of
thehypot heti cal case. In the short run it is detr
GDP growth rate would come dowwn 0.7 per cent and in Vietham by 1.8 per cent.

Graphic 9IMF Projected GDP growth (2014) adjusted for Adhesboardlocalization , changes in %

IMF projections Scenario 2 adjusted
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2.5
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Brazil China Eurc-area India Indonesia Korea Vietnam

SourceEuropean Centre for International Political Economy (ECIPE), April 2014, The Costs of Data Localisation: FriendhoRire on Eco
Recovennttp://www.ecipe.org/media/publication_pdfs/OP08.pdf

Mostinternationalcompanieawill find problems witlsuch arequirement and given that companies
based in theAsiaPacifiaegiontend to be smaller than their multinational cousiegenmore so The
challengesnclude the cost of building and operating a data centre, downtime when energy supplies
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or other inputs are disrupteso the service falls far short of theF i v e 12 akiwallasetuyity

which may be difficult to guarantee in locations where sgcissues ar@ more general problerjrfi

Even building aomparativelysmall data centréo meet the demands of localizatisrould entail
upfrontinvestmentcostswhicheasily reaclupwards oflUSD50 milliodepending upon whether it is a

Tier 1, 11, 111, or IV facilityAnd while the cost of equipment is falling, energy costs are less predictable
and more crucially, energy supplies maybe less predictable. In the US, estimates suggest data centres
consume mee than 2% of total energy supplieénd the proportion is risinjgr’.A big question mark

for developing economies in Asiadan their energy infrastructures support a big increase in demand
without denying other local uséts

Graphic 10llustrates estimates of Graphic 10
monthly data centreosts as Monthly Costs
modelled by James Hamilton. He
amortizes the costs of the
infrastructure over a 10 year period

W Servers

m Networking

and the cost of servers over 3 years Equipment
. . - » Power Distribution
to normalize (annualize) the cost 18% & Cooling
statistics. While the statip costs
m Power

are primarily infrastructure, over
time sewer costs followed by the
costs of power, power distribution

m Other Infrastructure

equipment and cooling equipment 3yrserver & 10 yr infrastructure amortization

costs eat up most of the annual Source:Source: Perspectives: James Hamilton's Blog, 18 Sep 2010, Overall Date

budget Costshttp://perspectives.mvdirona.com/2010/09/18/OverallDataCenterCosts.asp:
udget.

Although the costs of land and labanay be lower in most Asian developing economies than in the

US or Europe or Japan, the qualitative issues are paramount where international business is
concerned. The level of performance of cloud computing and the accessibility and security of the data
stored in the data centre will make or break the reputation of a cloud service provider in what is an
intensely competitive global market.

Graphic 1illustrates a typical data centre architecture. There is a difference between running a
traditional data entre and running a cloud data centre. Traditional data centres often cater for a
greater proportion of higlend and more expensive applications that use their facilities. When these
move onto the cloud they will often move into private cloudaditiond data centres also have

1299.999% uptime as service level agreement (SLA) performance target.

BT he AQddReadiness Index 20t the three economies that are imposing localization of data centres, namely China, Indonesia
and Vietnam, 10and jointly 1Y out of 14 economies for the Summary Report see
http://www.asiacloudcomputing.org/images/research/ACCA CRI2014 ExecSummary.pdf

“Tier 1 aims at 99.67% availability, Tier Il at 99.749%, Tier Il at 99.982% and Tier IV at 99.995% as documentedéjnttiutiptifor

a useful summary, sdwtp://abrconsulting.com/UgimeDoc.htm

!5 Estimates of the Energy Information Administration, see referertitpatwww.treehugger.com/gadgets/designinrgdicallyefficient-
and-profitable-data-centers.html
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legacy costs to cover, such as maintaining aging applications and infrastructure. Some estimates show
80 percent of spending on maintenarice.

Graphic 11

South DC: Production section
(136.5 KW

Northeast DC: Research section
(89.3 KW

WVent tiles

Northwest DC: High-density section Server racks
(144 KW

Sourcehttp://www.hpl.hp.com/techreports/2005/HRPR005107R 1. pdf

An important distinction is that cloud data centres are not remodelled traditional data centres, but
purposebuilt, running amore limited range of applicatiorthat imply a differentoften alighter
workloadpattern, and whichoperateacrossstandardand therefore interoperablequipment,

networks, OS, etd@.heir scale can range from the massive Amazon datesdrostingon average

over 60000 servers each, to small scale 10,000 server centres, but dthwethunit coss than
traditional centre<? 2

REGIONAC_OUDSERVICEROVIDERS

Given these costs, unless the cloud service provider has sufficient local business to scale up to a data
centre investment, the decision to invest is a difficult one. Megastments of this kind are less of a
problem for the global giants who have a glomarket in viewbut for essentially regional data

centre service providers the commercial decision is difficult.

This implies problems for service providers from developing Asian economies. The globalegiants
competingmore and more at the servidevelthrough SLAs, argecausedhe cloud can provide the

guarantees that if the service is not available in one world location it can be made available from

another, they are in a strong position to win crdssder data transfer businesehey are alsmia

strong position to store a whbeeshe cusimnerageesiddat a onl y

¥ Theaverage cost per year to operate a large data centre in the US is usually between USD10 million to USD25 millionam many Asi
economies the cost would be leSgehttp://www.dummies.com/howto/content/comparingtraditionatdata-centerand-cloud-data

c.html

% Costzcan be measured in different ways as can charges to the customer. The cloud data centres are trending towards ankanergy per
usagemodel. By contrast, for a peack space model of costs see the Uptime Institute (2@&inple Model for Determining True Total

Cost of Ownership for Data Centers
http://www.missioncriticalmagazine.com/ext/resources/MC/Home/Files/PDFs/%28TUI3011B%29SimpleModelDetermingTrue TCO.pdf

# According to one sources@mputing costs as a percentage of total costs tend to be around 40% for traditional data centres and upwards
of 50% for cloud data centress nondirectly related computing costall in cloud centres. Ségtp://www.dummies.com/how
to/content/comparingtraditionatdata-centerand-clouddata-c.html
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avoid jurisdictions where data privacy laws are weadt Mleanssome crosdorder trade for

developing economianay be impeded, so developing econosrsbould have a selfiterestin

aimingfor a balance between strong data protection laws and very openloooder data transfer

policies that streamline compliance to necessary safegua@rdsemerging idea, discussed further

below, is for data centrds quarantine certain categories of data, such as personal data, sensitive

data, data coming under local sector regulations, government data, and so on. Different rules may

apply to different categories and where data transfers are restricted the dataean* war ehoused”

Such policies would benefégionalAsianplayersbecause then they too could offSt. Asising their

cloud data centres in other locations in the Azgific to provide 99.999% uptime and full scale
disaster recovery service@therwisewith restrictions and expensive compliance conditions in place,
data centre backup from the U8AdEurope will always out trump a purely Asased servicdt is
important therefore for law makers and regulators to come to a good understpoflthe intricacies

of the emerging data centre markets in order to achieve the right balance between data accessibility,
privacy and protection.

D:DATAPRIVACY ANBROTECTIOMWS ANBREGULATIONS

The core problems facing cloud service providers dmer®twho need to transfer data across

borders are how to ensure compliance with an alphabet soup of general andsmatdic laws and
regulations and codes of practice and legal judgments and legal and procedural uncertainties that
differ in their detds across so many jurisdictions.

For example, in some cases laws exist on the statute book but are not being implefRecterse

cloud computing is a relatively new development in the world of data processing and data transfer,
especially in Asia Pacjfibere is enormous uncertainty. The uncertainty exists at all levels, from

policy makers and regul ators to “data controller
collecting, storing and processing data, to persons and entities to whom theeldaes T This is not

a surprising situation, but for the efficiency and effectiveness of data protection and of data

processing for commercial and roammercial purposes, a levelalignment of terminologies,

standardization and common practice is needed

2 According to the OECD! data controller” means a party who, according to domestic law, ipetemt to decide about the contents and
use of personal data regardless of whether or not such data are collected, stored, processed or disseminated by tHat paragent on
its behal f;’
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm#part3
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The Cost of Compliance?
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Inevitably, bringing common practice into the situation, and possiblréakting some of the
procedures, can only come about after some trial and practice, through the discovery of where real
problemsdo exist as opposed to where hypothetical problemsld exist.Keeping a watchful eye on

the lessons from other jurisdictions is one way to move towards some means of harmonization to
reduce the costs of doing business across the regaries 1 and 2 summarithee status of personal
data protection lawsind regulations regarding crelserder data transfers.

Table 1: Summary of Dd®aivacy Lawand Data Transfer Provisions

Country General law | Separate Register of | Sector “Wi t e || Individual Contract Companies
onpersonal | regulator data specific countries or consent obligations | required to
data controller regulation requirement required for | accepted as | appoint
privacy on data data reason for ‘Dat a
protection controllersto | transfers data Protection

ensure transfers Office ’
protection on
data transfers

Australia Y Y Y Y Y Y Y N

New Zealand Y Y N Y Y Y Y Y

India N N N Y Y Y Y Y

Indonesia Proposed N N Y N Proposed N N

Hong Kong Y Y YIN Y YIN Y Y N

Japan Y N N Y Y Y Y N

Malaysia Y Y Y Y Y Y Y N

Philippines YIN YIN N Y Y Y Y Y

Singapore Y Y N Y Y Y Y Y

South Korea Y N N Y Y Y Y Y

Taiwan Y N N Y Y Y Y N

Thailand Y N N Y Y Y Y N

EU Y Y Y Y Y Y Y Proposed

UK Y Y Y Y Y Y Y Y

USA N FTC N Y N By sector Y Varies

Note: (i) Y/N means it is on the stature book but not yet implemented

Of the jurisdictions listed, and apart from the USA which has a series ofsgastific laws and
regulationsas of 2014 only India and Indonesia do not have a general law protecting personal data,
while the law passed in the Philippines has not yet ieplemented. Besides the USA, seven
jurisdictions do not have a separate regulator or commission for data pBesigies the UK and EU
which has provision for it, onfjustralia and Malaysia have introduceeg@ister of data controllers
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Hong Kong hasot implemented it. All have some secipecific regulation governing data
protection in areas such as telecoms, banking, health, etc., and in this regard the devil is in the details
as they differ across jurisdictions and each data controller must eecabbmply in each case.

Besides the USA, all have laws and regulations governingpordss data transfers. The Ehbdel is

“l ochased”, requiring the external territory to
APEC appr oatability-biass e“da’c cwohuer eby t he data controll er
the decision as to how far the external territory has an acceptable level of data protection. In reality,
because each jurisdiction (with the current exception of Indonesisysatirossborder data transfers

under certain conditions, such as the individual giving their consent, a contractual obligation involved,

it being in the best interests of the data owner, dtre, distinction between these approaches is

often moreapparen t han real . I n the UlSaAszé’aMinoadh pldcesshe been ¢
onus on each separate data controller to comply with sespecific regulations.

DATAPROTECTIONFFICER

The last columpof Table 1 listfive Asianjurisdictions where tlre is a requirement for the data
controller to appoint a data protection offic€DPO) to ensure compliandéhis is in addition tan
obligationin most jurisdiction$o ensure the security @dhe datacollected and stored, and in some
cases a requiremerno publish a data privacy policy.

There is some uncertainty surrounding a requirement for a B&®Gxample, the European Union is
proposing all companiesmploying more than 250 stappoint a DP@ne issue is how far the DPO
may be personblliable for any breach in the law as opposed todbepanyitself. There is debate
within the private sector whether a DPO should have a legal and regulatory background or an IT or a
business systems backgnaligiven the complexity of data
transfer issues. And even within the EU different countries ~ Box 1 Australia Sensitive Personal Data
h diff t hes t d itori d I Racial or ethnic origin
ave different approaches towards monitoring an I elifes] e
enforcement. For example, in Germany the DPO is more «  1ll.  Membership of a political
watchman than an advisor and is open to prosecution in association i

) IV.  Religious beliefs or affiliation
cases of serious data breaches. In the UK the regulator dc v, Pphilosophical beliefs

not proscribe the duties of the DPO, but does require ther VI.  Membership of a profession or a
trade association

o 24
to register VIl.  Membership of a trade union

VIIl.  Sexual preferences or practices
Some jurisdictions make a distinction between personald  IX.  Criminal record

and sensitive personal data. Personal data refers to

information such as bank account and credit card numbers, medical records, personal identification
and national insurance numbers, etc. Thedeusually be safeguarded in law, and any unauthorized
attempt to circulate or sell this information would be a criminal offence. ®s®er data transfers

will legitimately include such information in encrypted filepfoposes of online bookings aad
commerce payments (credit card details), medical treatment abroad, etc., but only with consent of
the individual.

2 US International Trade Commission (2@igjtal Tade in the US and Global Economies, Par6b
http://www.usitc.gov/publications/332/pub4415.pdf
*SeeComputing 13 Nov 2013) * Ri se ditp/iwweompuiigao.uRlatodfdatere/2306028/ris@-thé-date-e r

protectionofficer
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Sensitive persondlata is a further category of data that some jurisdictionstadgtdmay be restricted
from crossborder transfer,although it may consisif informationwhich is neverthelegsublic
knowledgeAs with personal data, sensitive data requires individual consent before being
communicated to third parties. The assumption of law makers is that sharing sensitive information
maynot be in the best interests of the individual.

AsTable2 showshelow, half of the Asian economies lisi@drestrict nsitive personal data.

Table 2: Personal Data and Sensitive Personal Data

Countly Personal data defined Sensitive data defined (generall
(transfer with consent only) not for transfer)

Australia Y Y

New Zealand Y N

India Y Y

Indonesia Y N

Hong Kong Y N

Japan Y N/Y

Malaysia Y Y

Philippines Y Y

Singapore Y N

South Korea Y Y

Taiwan Y Y

Thailand Y N
Not e: N/Y in the case of Japan means sensitive datrmlinfosmatbref i ned by
Protection in the Financial Field”
Running aside the issue of datatectionis the issue of datsovereigntyThe key issue here i
‘“owns’ . tFerda&txampl e, does the patient or the doc
jurisdictions the law interprets the patient as the owner and the doctor keeps the records on behalf of
the patient and with the pat haeimoftherecomanBoent . Thi s

example, when a doctor shares the data with another doctor it will be assumed that it is in the
interests of the patient, but not necessarily so if the sharing is with a pharmaceutical coAnmany.
doesitappl vy t o twneersdnalmotessaboutsa cage? In the case of data transfer out of the
country to another jurisdiction the question of ownership will have implications for which set of laws
and regulations apply.lhe normal assumption is that the laws in the jurisdidgtiomhich the subject
resides and/or in which the data was collected will apply, but that often has to be tésed.

subject lives abroad, if the data controller is from a third country, if the A DPO?

data was distributed by a third party without authorizatithe situation g
can become legally complex.

Can a DPO really be on topatifof this,all the time foreverycountry and
everysituation? The answer is clearly in the negative. Once again, the
larger international Internet companies are more able tordfthe
services of specialist legal advisors across the region, and it is to their
competitive advantage they do. For major business customers, as they _
engage innternational commerce, having a greatiegree of certainty

about the legal protection of #ir data and their own liabilities if there should

be any breach of data transfer regulations is part and parcel of the level of service they will pay for. If cloud
service providers can offer that level of service they will have a competitive advargagfeose who cannot.

A
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E:APECEU USANDOECEIO-OPERATION ADATA TRANSFERS

APEC’' s approach to personal dat aARECPrivamycy began t
Frameworkwvh i ¢ h  “aset df nine principles to assist APEC economies in developing data privacy
approaches that optimize privacy protection and cltossler data flows.In 2009, APEC ministers
endorsed theCrossborder Privacy Enforcement Arrangement (CREWOhcreates a framework for

regional cooperation irhe enforcement of Privacy Laws.

AnyPrivacy Enforcement Authority (PE Authority) in an

Box 2: OECD Recommendations of the Cour ..
APEC economy may participate.

Concerning Guidelines Governing the
Protection of Privacy and TraBsrder Flows of
Personal Data is the benchmark reference = On e o f i tpsovide meckanisms to promote

document. The seven governing principles fo - affective crossorder cooperapn between authorities in
protection of personal data are: ) o
the enforceme r?stThlsvvasfpowedmacy Law

1. Notice—data subjects should be given 5011 with a ministerial endorsement of2xossBorder
notice when their data is being collected;

2. Purpose—data should only be used for the Privacy Rules (CBPR) systdesigned to protect the
purpose stated and not for any other privacy of consumer data moving between APEC

purposes; . . . .
3. Consentdata should not be disclosed economies by requiringompanies to develop their own

wi t hout the dat a s internal business rules on cressrder data privacy

4. Security—collected data should be kept  5rqcedures’ 28 This is similar to the EU systemBihding
secure from any potential abuses;

5. Disclosure-data subjects shodlbe Corporate Rules (BCF%E)n May 2014, Japan joined the
informed as to who is collecting their date | SA and Mexico in agreeing to implement the CBPR system

6. Access-data subjects should be allowed . .
emaee TiaT dat; and make corrections tt Under the guidance of the APE@ctronic Commerce

any inaccurate data; and Steering Group
7. Accountability—data subjects should have
a method available to them to hold data  « &,mmerce continues to develop rapidly to meet rising
collectorsaccountable for not following the ) o
above principles. product and service demand among the Aaific
region’s 2.8 billion consumer s,
Source: OECD Guidelines on the Protection of Priy . .
and Transborder Flows of Personal Data, 2013, Commerce Steering Group @Hzaourdes Yaptinchay.
http://www.oecd.org/internet/ieconomy/oecdguideli  « ;
nesontheprotectionofprivacyandtransborderflowsof C_O mp ! e_ me nt _a ry r.e 9 U ! _a_t ory po i
ersonaldata.htm#part3 businesses while protecting data privacy is critical to
faci Iitati%‘?g this process.”

To date, Japan is the only Asian economy to have signed up to the CBAR sldwgitogressafter 3

years but these have been the years of the Great Recession in the global economighaighs of

a return to financial stability is to the advantage of business and economies across the region to
accelerate the process. Since 20fbHpwing the revelations of Edward Snowden, there has also been

an understandable wariness by all parties, with the danger that issues of national security get mixed

up with the debates about how to facilitate crdssrder traderelated data. The localiian debate

(see above) in particular has been clouded by these issues, which is why there is now some discussion

% Seehttp:/www.apec.org/Groups/Committeen-Tradeand-Investment/ElectroniCommerceSteeringGroup/Crossorder-Privacy
EnforcementArrangement.aspx

% Seehttp://www.apec.org/Press/Features/2013/0903_chpr.aspixe CBPR is a voluntary, certificaianed system that promotes a

consistent baseline set of data privacy practices for companieg bioginess in participating APEC economies. Company privacy policies

are to be audited by APE€Ecognized Accountability AgenBeehttp://www.apec.org/Press/NewReleases/2013/0306lata.aspx

“Bilateral trade between the EU and ASE A Nhird of it vatld Sinhaporeewdichtisealdo over € 2 (
the region’s data centre hub.

2 https://www.apec.org/Press/NewReleases/2014/0501 CBPR.aspx
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of partitioning off data related to national security issues in the same way special goods are isolated in
a bonded warehouse system. This rhayone way to refocus urgent attention on the need tofupe
data transfers of a nenational security character.

At the multilateral level, sincEanuary 2013, APEC, the EU and the US FTC (Federal Trade
Commission) have been workimg wayso map BCRs and CBPRs onto each dfterccessful, and if
more law makers and regulators in Asia start promoting the use of CBPRs, this could leaed to a less
stress approach to crogmrder data transfers. Cooperation at this level has lveey muchpar of

the OECD agengwith the OECD drawing particular attenttorthe still small number of cases in

which international cooperation agreements between the EU and other jurisdictions have actually
happened

“It is clear from the activities and reportsprivacy and data protection authorities that they
attachconsiderable importance to international and regionabperation arrangements. It is

also clear from the survey results that authorities do have concerns about their legal ability to
take part inthese joint activities. Where a legal framework exists permitting or requiring co
operation as in Europe, those arrangements are used in a small number of individual cases
and to facilitate wider joint regulatory action. Given the overlapping membenstupag

OECD, EU, Council of Europe, and APEC, continued information exchanger@dinetomn

of ongoing work wil!/ ,Q(E)ﬂifg[ ainly be benefici

There are basically thrdoad categories afata privacy: personal, commercial and state.

1 Personal dataa key consideration, especially on social networkghésher the data on its
own can identify an individual. deality, given the power of search engines, almost any data
can eventually be linked to an individual, so technology outstrips the intention of regﬁ?ation.
In light of this, the OECD principles are not so easy to pin down in practice. A telephone
number,for example, can be easily tetback to an individual and yet it would be
impractical to ban the sharing of telephone numbers euitithe explicit consent of the
individual . Ways to handle these probl ems
purpose is telemarketindor examplethen the solutiorcan bea DoNot-Call registerit is
important that working through these principles and finding solutions does not unduly
interfere with the communications of information as opposed to its usage.

1 Commercial datgprotection is primarily the responsibility of the compamesing the data
but thereare sectorspecific areas in which national laws and regulat@my. Thesare
sectorsconsidered strategically critical to an economy or to spdiatities, such as
telecommunications, banking, health, defence, media,fAetdoud service provider will win
business, or lose it, according to the quality of service they can provide. This is especially true
where the customers are international busiees and data transfer laws and regulations

2 OECD (200&eport on the CrosBorder Enforcement of Privacy Lap&1-22 http://www.oecd.org/internet/ieconomy/37558845.pdf

®For this reason the recent European Court ruling tthKordapisxy our of
considered by some to be outdatedfte it is enforced. It gives the right of individuals to have links on a search engine to items about
themselves to be taken down if they are out of date or irrelevant and have no public interest element to them, all itexise tiegal

questions, suchs when is something out of date or of no public interest? But the items themselves will not be taken down and search
engines outside of Europe can still link, and they can still be accessed within Europe in a variety of ways, inclirtlired jorrester

networks (VPNSs).
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that set the baat a heighthat only multinational companies can jump over will disadvantage

local and regional servipeoviders On the other hand, if law makers and regulators set out

to favour local servicproviders over foreign service providers, for example, by imposing

restrictive ownership rules on data centres and requiring localizafisnyill slow down the

growth of international trade in goods, services armbmmerce. There is an inevitabledea

off involved. To avoid the worst outcomes, hamely constraining foreign trade and investment,

a balanced solution needstobe foiffd he “bonded warehouse” a ppro
is one way forward.

1 Stateowned datadivides into ational securif dataand the rest, but some states define
national securityiv er y br oad t e ruohgdataidby definftidnisubjectte st ” s
regulation as to who can transfer it, who can receive it, using which carrier and mode of
transportation, etc.a frequent but not necessarily a commereiséumption being a
requirement to use national rather than overseas service providatgnal security data is
not the subject of thispaper but the “bonded warehouse” appr
applicable

It follows from the above thathile (1) that there are a set of comméraccepted principlesor

example, the need for individual consent, the need for private sector privacy policies, and in practical
terms that sending data abroad has to rest taghldegree upon the good judgment of the data
controllers themselves, subject as they are to litigation or to regulatory penaft@) there is a

common recognition that the facilitation of cressrder data transfers is an absolute requirement of
global trade in goods, services anndammerce nevertheless (Ffforts to coordinate a consistent

set of policies towards crot®rder data flows are impeded, despite the benchmarks available from
APEC and the OECD, by the variations that occur in iafdwegulations across jurisdiction); (

cloud service companies are coming under more and more pressure to retain the services of a host of
lawyers and compliance officers across many different jurisdictions just to keep up wifi tife

new and revied regulations for different sectors of the economy, including codes of conduct and in
some cases court rulinghis pushes up the cost of doing business asfngklating data lawanda
growinguncertaintyover their interpretation increase

UPDAMG THESUIDELINES

The OECBuidelinesefer back to a document that wasawn up in 1980 whichas benthe

benchmark reference for the principles that guide national data privacy and protection laws. But

there is now a growing argument for revisitthg Guidelinesndthe way in whiclits principles are

made operational, because so mucls bhhanged in the IT world thirty years Most people have

email addresses, increasing numbers have social networking accounts, many people sh@mdnline

in allthese cases they are leaving data trails. Big Data analytics has been evolved from its early days of
search ‘spiders’ until today | us bhectiartbtodhe Webev er y us
means that an i ndi vi duaddars prdcassed automatidally.iWhen s c oo p e d
Google vans take stretgvel images for Google Maps, passing individuals get recorded, and WiFi
connections can benintentionallyc apt ur ed. As countries make the s
sensors of all kindsepo p | e’ s daaghtantectianally dr etherwise. As the Interreft Things

% From the perspective of foreign companies and think tanks, the solution should be embodied in international free tradmtsgiesm
one such advocate, see Joshua Meltzer (20h8)Internet, Cros8order Data Flows and Internatai radeBrookings
http://www.brookings.edu/research/papers/2013/02/26ternet-data-flowsinternationattrade-meltzer
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(loT) emerges, for example, shaiistanceradio tags in clothes, in consumer durables, in
automobilesmean thatmore and morgersonal data will be captured.

It becomes impractical and not feasible in suchaworldtoobtain i ndi vi dual ' s agreer
point. There is just too much data of a personal nature being continuously monitored. For this reason,
agrowingnumber of data specialists are suggestingGldeline need updating to make them

relevant and workabla a world ofBig Data and the loThe suggestion fer a shift from a focus on

individual consent, which becomes difficult to maintain, to a focus on how that data is to be used and

who has the right taise it. Thisdoes not imply an abandonment of consent where that is a practical
proposition.Recently a team at the Oxford Internet Institute (@Upported by Microsoft, has

developed these ideas into a papBata Protection Principles for the®Xlentury®® The authos

argue

“To shift responsibility for data protection
rather than data collection, the revised principles make a significant distinction between

principles that apply to data colleati@nd those that apply to data use or other processing
activities.” (p.13)

They make the valid point that most users never read the small print of the privacy statements, they

just click YES without really knowing what they have agreed to. By shiftisgfidc usage and users
(data controllers and processors which together
responsibility falls upon those who gain advantage from the use of data and who have the

professional resources to monitor and safegudath according to law.

The implication for data controllers at first sight seems tbtadhe burdens of compliance, but if it

leads to a more comprehensive and transparent system of data ¢antalild be a blessing in

disguise. The paper itselfgirably does not give enough support to the idea of harmonization of laws

as it suggest s —tinloarty amang the laavsis notgnlymowach&vable but also
undesirabl e, given significant avildiffterindatdils, lout f f er e n
if as the authors suggest, a revised set of principles is warranted, it makes good sense to align the
treatment of, for example, crodsorder data transfers, as closely as possible. If not, the costs of

compliance will rise.

AUDITTRALS

As concerns about breaches in data security and data protection ribaninportance of audit trks

increasesand one of the concerns with cloud computing is how to ensure an audiisti

Although some jurisdictions give powers te tiegulator to conduct an audit, notably in Australia,

Indonesia, Malaysia and Thailand, in most economies there is no specific requﬁ%ﬂn&s an

OECD report noted, *“|[ topelate atéhe internationabeved iwregulgtory r e nd t
investi ¥ &aréxampls,.n” t he EU the “Article 29 Working G
crossborder data transfers. It started by identifying private health insurance data for its first round of

activity in 200%nd joint audits with Australig§anada and the US on Passenger Name Records (PNR)

% http://www.microsoft.com/ensg/download/details.aspx?id=41191
3 ACCA (20145he Impact of Data Sovereignty on Cloud Computing ircésidry chapters.
% OECD (200&eport orthe Cross3order Enforcement of Privacy Laps20 http://www.oecd.org/internet/ieconomy/37558845.pdf
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data for airline$® As referenced above, the collaboration between APEC, the US FTA and the EU
“Article 29 Working Group” is another exampl e.

However, the situation in Asia Padsiciot satisfactory flata controllers are left in limbo as to what

is expected of thenDne way audit trails are enforceable is through data retention requirements

which, in the eyes of some, stand in contradiction to the concept of personal data S?ereas

data privay laws require data controllers to destroy the records once their stated purpose has been
fulfilled, data retention laws often require telecom companies and ISPs to retain detactotonger

periods In the case of the EU Data Retention Directive of , 20@Gequirement is from 6 months up

to 2 years.Sectorspecific regulation and local authorities can also redhéi owndata retention

periods. In the US, records of when and where calls and messages were sent is regularly collected on
a global basis by the National Security Agency (NSA) because mistadath consi dered ' da
US lawDue to the fallout following thEdward Snowden revelations about the scale of NSA
surveillance, President Obama announced that telecommunications data would in future be retained
only by the carriersiith data retention periods remaiimg as they have been under Federal law. One
reports u g g e ssénmraadnadnisttation official said the phone companies would likely receive

money to cover their compliance expenses, although the details haven't been worked30t yet.

In yet another recent development to complicate the picture for ckarslice providershe

European Court of Justice in May 2@bgidedt o uphol d t he “"RmAphtSoutho be Fc
Korea has a similar poli¢ynder theruling, individuals will be able to request that search engine links

to search resultselatedto them, but which they consider out of date, irrelevant and of no public

interest, should be removed. This does not remove the original search result, just the link to other

results so the search process would become more lengthy and less revealingoApdre legal
uncertaintiegposed by the decisionf or exampl e, when somet hing may [
and of “no publ i c i thedéactthatit can anlp apptedseabcke engiresnt est e d
operating in Europeaises questions of csgborder bypass of the lawThis case raises the possibility

that someone inside the EU using a virtual private network (VPN) could access a search engine

outside the EU and download linked information about another person.

It is presumedbut as yet ntested that a cloud service provider acting as an intermediary wuaild
be liable under EU laws. Intermedidinbility is something tha8®s and other service providers have
been strenuously arguing against, yet in several Asian econ@mibsa£hina and Vietham and
maybe now also in the Philippinéscal ISPare vulnerableAny general shift toward intermediary
liability would have very serious consequences, not just for thehtoneuredprincipleof carrier and
service provider neutrality ub for the cost and practicality of doing busindssould be far
preferable if a common set of principles could be adopted to reduce the level of regulatory
uncertaintyin this areaThe Asia Cloud Computing Association warns that:

* OECD (200&eport on the CrodBorder Enforcement of Privacy Laps20 http://www.oecd.org/internet/ieconomy/37558845.pdf
¥« National data retention | aws are invasive, costly, and damage tt

https://www.eff.org/issues/mandatorgataretention. The Electronic Frontier Foundation is an advocacy group.
%" National JournaDbama Asks Congress to End NSA Mass Surveandarch 2014ttp://www.nationaljournal.com/tech/obamasks
congresdo-end-nsamasssurveillance20140327
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“The pr i ndantepriedtasy liabiyhthat is, where intermediaries such as ISPs are
held responsible for content transmitted over their networkse now being looked at as the
foundation for regulating usegenerated content on virtual or cloddo s t e d p?"i3 atfor ms.

The chilling effect this will have upon ISPs and esmrdice providers will mainly affdotalservice
providers who are dependent upon their home markets for commercial success.

F: TELECOMMUNICATIQRBOUDSERVICES ANDATATRANSFERS

The role otelecommunication carriefisas for obvious reasonbgen central tdhe international
movement of data, whether public or private data. Very few cloud service providers build and own
their own networks, although the larger multinational Internet companies are beginning to do just
that. Private networks are usually lea$eain telecom providers, often managed by them or provided
by third party vendors, for example, as virtual private networks (VPNs) who use the networks of the
telecom companies.

The Internet has changed the picture insofar as the data itself is no t@w&y a particular

network. For public cloud services, digital bits fly off in all directions for reassembly at the terminal
destination. Routing algorithms determine the leasstand/or best qualityglobalroutes.But

telecom companies, and their irstenents, remain at the very heart of the system of global networks
that make all this possible. Nevertheless they have had to reinvent themselves in the face of the
Internet, and an important part of that is to offer data warehousing, data managememeseand
co-locational facilities and services based in the cloud.

In these markets, telecom companies are not the main plaiespite owning and operating most of
the supporting network infrastructuréelecom companies have captured only around 4%efdaS
market and just 2% of the PaaS market according one global survey of 700 corapalhissiated in
Graphic 129
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SourceJoseph Waring, TelecomAsia.net, 9 April 2014, Teleas in the cloud,
http://www.telecomasia.net/content/telcoplacecloud

But telecom companies are considered data controllers. Apart from the data they collect from their
own subscribers, such as usage and billing data, as cloud service providers they also lrandle the

% ACCACloud Readiness Index 2@125

¥« Ccurrent Analysis surveyed 700 enterprises from arounte the world
next 12 months. The survey found that telecom operators have just
http://www.telecomasia.net/content/telcoplacecloud
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cust omer s’ dat a. I n some cases they may go beyon

example, by sorting according to type, destination, prioritization, etc. Therefore in economies that
require a data controller to register, a telecom companysdue

The level of detail is high and how exactly that informatio
will be used subsequently by the regulator is not yet cleal
is, for example, rather difficult to forecast for yearsaudh The following is a summary of the registratic
the exact nature of the data customers will want form all data controllers must complete to

. . . register under the Personal Data Protection
transferred abroad and to which destinatioRsesumably,  act 2010

Box 3: Malaysia: Registration Requirements

it will be the responsibility of the DPO to keeptojalate 1.Details of company, type of business, et

. , 2.Class of datasers: (i) communications, (i
with the regulator S requ insurance, (ii)health, (iv) transportation, .mp | e,
this information over timand confirming whether certain (v) educations, (vi) banking and financial

categories of data are exempt or restricted and what () el il G, (D) SEmiess, (2
real estate, (x) utilities, (xi) tourism and

circumstance must apply in each case. The Malaysia law  pospitalities
also gives the regulator powers of entry and search withc ~ 3.Purpose of collecting and defption of

- type of personal data
a court order, although it is presumed, but not yet téiste /¢ ot personsforganizations to whom th

that such powers would be exercised only in the most data may be disclosed
exceptional, serious and urgent cases and that normally ; 2-List of countries to which the data may b
) ) ) transferred, directly or indirectly, includin

court order would be required. What is clear is tivhere description of data and purpose of
registrars existelecom companies, along with all other transfer
dat troll il dtod t 6.Name and contact detail$ the

ata controllerswill need to devote even more resources compliance officer under the Pnal
to compliance issues than already exist uriderlocal Data Protection Act 2010

7 Various documents, such as the

telecommunications law. -
Memorandum of Association

The telecom companies, if they are to compete effectively

in the cloud services market, need to be on top of these issues. Evendfigmeg are primarily
responsible for authorizing the data transfers, they too may not be fully aware of the legal and
regulatory environment where the data is being transferred to. As clients they will often look to their
cloud service providers for adegiand guidance and see it as part of the quality and level of service
they are getting. The more complex the rules over doosder data transfer the more costly it
becomes for service providers to comply and the advantage shifts towards those whoaare wh
almost by definition the giant multinational Internet companies and service providers. Local carriers
and service providers will therefore be disadvantaged.

GODES OPRACTICE

The complexity of compliandecreasessthe number of sectespecific areas where data

privacy and protection regulations are introduced increa®es. means of reducing the

burden of compliance and therefore the cost of doing business is the industry code of
conduct.An example of a regulatamitiated code of practice comes with the 2014 reform of
Australia’ s Pr i vacPRartliRofttheAttds8cBompahied p gulatiors n e w
and a new written code of practice about credit reporting, the registered credit reporting

code CRcode).

Cloud Data Regulations: A contribution on how to reduce the compliancy costs of Cross -Border Data Transfers [June 2014]
A joint report by the Asia Cloud Computing Association and the Asia Pacific Carriers Coalition | Page 22



Credit Reporting

When individuals move from one country of residence to another and then seek financial services such
credit card, a property mortgage, the purchase of an annuity, the bank or financial institution will most lik
revert to a créit reporting agency to check the credit history of the applicant. Keeping the databawes up
date is essential for all the involved parties, and that is only posshecieditreporting body (CRBjable to

transfer data acrodsorders. In recogrioin of this, Malaysia for example, has exempted credit rating agenc
under the Credit Agencies Reporting Act 20006h crossborder data restrictions. Australia too. As part of th¢
reforms to Australia’s PrivacanewartlJA. credit rep

“Consumér credit

A new term ‘consumer credit' has been included in the new Part IllIA. The definition of ‘consumer credit'
expands on the definition of 'credit’ in the old Part IlIA, which limits the application of the credit reporting
provisions to credit that an individual intends to use wholly or primarily for personal, family or household
purposes. The new term extends the application of the provisions to credit that is intended to be used tg
acquire, maintain, renovate or improvesigential property for investment purposes, or to refinance such ci

(s6(1)).

The new Part IlIA permits five new types of creldted personal information to be held in the credit reporti
system:

1 the type of consumer credit

1 the day on which theamsumer credit is entered into and day on which it is terminated or otherwis

ceases to be in force

I the terms and conditions of the consumer credit that are prescribed by the regulations and that
to the repayment of the amount of credit @Nl(b) anl 6(1))
the maximum amount of credit available under the consumer credit
repayment history information (RHI), which is information about:
whether or not an individual has met an obligation to make a monthly payment that is due and g
in relation toconsumer credit
the day on which that payment is due
if an individual makes a payment after that day, the date on which that payment is n6&e (s

= =] =

f
f

Importantly, a credit provider can only disclose RHI to a CRB if they hold an Australian credinigsartbe u
National Consumer Credit Protection Act 2002 (43(3)(c)(i)). Similarly, a CRB can only disclose credit
reporting information that is, or was derived from, RHI to a credit provider that is a licensee under that A
20E(4)). Although the RHBgnrelate to payments missed since 12 December 2012, credit providers will o
able to disclose that information to CRBs fronME2ch 2014.

Sourcehttp://www.oaic.gov.au/privacy/privackaw-reform/creditreportingreform

Just how difficult it is tkhow exactly where the legal liabilities stantd end is illustrated by two

cases below. In the first caske Society for Worldwide Interbank Finang@ielecommunication

(SWIFT), acompany based in Belgjumd whi ch handl es a high proporti
transfers was found subj ect t oRersanalldiforimadioniProtgctiomand| at e d,
Electronic Documents Act (PIPEDA)

Casel: SWIFT and Canadian Law

“ [ Privacy Commissioner of Canada v. SY®iil 2, 2007), it was alleged that SWIFT, a company establ
primarily in Belgium and the United States, inappropriately disclosed to the US Treasury personal inforny
originating from or transferred to Canadian financial institutions. The Caritliacy Commissioner
determined that SWIFT was subject to the Personal Information Protection and Electronic Documents A
(PIPEDA) because the organisation operated in and was connected in a substantial way to Canada. Sh
that SWIFT operates in Gaila; collects personal information from and discloses it to Canadian banks as f
a commercial activity; and charges a fee to the banks for providing this service. Several of its sharehold

Cloud Data Regulations: A contribution on how to reduce the compliancy costs of Cross -Border Data Transfers [June 2014]
A joint report by the Asia Cloud Computing Association and the Asia Pacific Carriers Coalition | Page 23


http://www.oaic.gov.au/privacy/privacy-law-reform/credit-reporting-reform

one of its directors were Canadian. While acknowledgihgat SWI FT' s oper ati ons
small percentage of the organisation’s gl obal
significant presence in that country and was t
Sourcehttp://www.hcch.net/upload/wop/genaff2010pd13e.pdf

The secondase is of a lawyer from France caught between a rock and a hard place. Unwittingly, he
broke French law on data transfer tomplying with a court order in the USA.

Case 2French Lawyer caught between French and US Law

A French | awyer was convicted in France of
industrial, financial or technical documents or informatiwat are to constitute evidence for a
foreign proceeding”, when he sent document

without receiving the proper consent in France to do so. This action, despite being required by,
court, violated Fench law, and the French attorney was criminally prosecuted in France as a re
The resulting sanctions case went to the French Supreme Court, which upheld the conviction
€10, 000 fine. This may be t henahothergrsdiatican fore Vv
attempting to comply with a U.S. discovery order, but the example illustrates the importance of
finding an appropriate balance between the requirements of effective-basier judicial ce
operation (in this case, the takingedfidence abroad) and data protection laws.

Source http://www.hcch.net/upload/wop/genaff2010pd13e.pdf

Normally in lavthe liability will fall on the data controllerho authorizes datadallection and its
subsequent usage, but it cannot be assumed that this absolves an agent of the data coftroller
breaking a law or regulation when transferring data to another jurisdjaii@s casd shows, brings
immunity from lawsn other jurisdicions.Nor, as seen in cag does it absolve a data controller or
an agent who breaks the law by complying with court orders from another jurisdiotimsth the
cases cited, at issue was ih&erpretationof laws and regulations as in neither case was there any
evident intent to circumvent a law.

Thiscan placecloud service providers, among others transferring datay innddiougposition and a
telecom carrier may well be both a data controller anchgent As economies strengthen or

introduce new laws governing sectors such as banking and health services, while the bank or the
health service provider will be the primary data controller responsible for the protection of personal
and sensitive datander both the sectospecific laws and the general law, a carrier offering cloud
services to these organizationdl also have to examine its need for compliahc@ther words, not

only are there many, and possibly conflicting, laws and regulationthdratremains a great deal of
uncertainty and lack of clarity as to who is liable for what and to which regUihisradds

significantly to the costs of doing business.

A recent study by the Asia Cloud Computing Association created a scorecafdiahlgdconomies
according to how clear and consistent were their laws relating to data sovereignty for cloud
computing(Table 3) The scores for the cross border movement of data ranged from 87% for Japan
down to 49% for China, and those for regulatorpiitys and enforcement from 88% in Australia,
Hong Kong and Singapore to 59% in China.
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Table 3: Index of clarity and consistency of laws relating to cloud computing

Economy CrossBorder Regulatory Stability| Economy CrossBorder Regulatory Stability
Movement & Enforcement Movement & Enforcement
Japan 87% 76% Taiwan 71% 66%
New Zealand 80% 82% Thailand 71% 62%
Australia 76% 88% Hong Kong 69% 88%
India 73% 66% South Korea 67% 80%
Malaysia 73% 63% Vietnam 66% 58%
Singapore 73% 88% Indonesia 65% 67%
Philippines 71% 51% China 49% 59%

Note: Extracted from 4.4 Scorecard results, ACCA (Zé&3mpact of Data Sovereignty on Cloud Computing imp&lsia see
http://www.asiacloudcomputing.org/research/datasovereignty2013

It is apparent that even in the highest scoring economies the situation falls short of perfect.

Also, the freedom of data to transfer across borders with the least number of constraints

does not apply specifically to the more developed economies, although Japan, New Zealand

and Australia head the list. India, Malaysia, the Philippines, Taiwan and Thailand all rate
above 70%. The real concern thouatt i s the co
enf orcement ' . Nine of the fourteen economies
Regulatory uncertainty remains a problem.

G:CONCLUSIONS ARBCOMMENDATIONS

“Cloud providers and their customers are aski
data, and whose laws prevail, when it is hosted offshore. The lack of legal clarity is impeding
the growth of the regi on &budReadinedndexnd®®l cl oud 1

It is intuitively obvious, but also confirmed by numerous studies, thatlooodsr data transfers are

a vitalpart of world trade. At the same time, the risks associated with breaches of personal data and
sensitive data privacy are risingjiabecomes easier to send and receive information over the cloud.
For this reason, data protection laws and regulations are spretamngny sectors.ie upside is

that citizens and businesses should feel more secure; the downside is the cost olidiagsiis
increased, in particular the cost of compliance.

Asensible bjective is taachieve a balandeetween privacy, security and the free flow of

information Apractical way to achieve this objective {gaticyapproach that distinguishes between
different categories of data and applies different levels of security requirements to each. This will add
an importantlevel of certainty to the management of crdswder data transfers. And if all

economies can align their regulations accordingly, imauithe adoption of a common terminology

for data protection and categories of data, this will have two beneficial effects. First, it will greatly
reduce the cost of compliance as well as helping cloud service providers avoid errors which often
arise due o the complexity and obscurity of regulations. Secimwd]l assist regulators in crass

border collaboration, to resolve issues such as jurisdictional rights as well as promoting trade and
solving croskordercrime

Sometimes calledgranulated apprach it is onethat uses the principle of proportionalityne that
does not impose unnecessary costs on enterpliigee approach starts with the purpose for which
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the data is to be used and who will be accessitigaly categories that suggest themsed are from
the highest levels of regulation to sedgulation:

1 issues of national security, such as communications between embassies, military
communications, et¢

1 sensitive data thagither cannot be taken out of the country leas tofulfil specidconditions,
such ad ndn a‘rag;athge ment

9 personal private data where consent is understood to have been given or other conditions
apply, such as the fulfiiment of contract conditicersd confidence tlat the data is being sent
into a jurisdiction whiee data protection is equivalent

1 nonpersonaldata whichis subject tacontractual agreements with downstream data
controllers and third party users which conform to the requirements of regulators, such as
APEC @GBPR, especially if these can biededto include third parties;

i data that is proprietary to the data controll@nddoes not fall within any sectepecific
regulation.

This paper recognizes that developing economies in particular have good reasons for wanting to

protect the data of their tizens and have an interestagsistinghe development of their own

domestic cloud service providers and data centre operaBmsme economigsuch as China,

Indonesia and Vietnarhavealready started down th path. This paper disagrees with the view

expressed in one part of an otherwise helpful report by the U.S. Chamber of Commieraet it is
more effective to demonstrate the flawed reasoning behind the laws and persuade policymakers to

repeal them altogether, than attempt to find common groundoh e | oc al Porathei on i ssu
contrary, policymakers in these economies have their own reasons to pursue a local development

strategy and should be aware that there are costs involved in localization policies.

What those costs will be is inevitablesplative and based upon assumptions. Equhby, should
reviewhow easily it will be to realise benefits in terms of promoting local cloud service providers, and
policymakers should be opentwore flexible policieél. In particular, the cap on foreign direct
investment (ownership) of local data centres is something that should be reviewed on the
understanding thatoreign majority ownership is usually the jegjuisite for more overseas

investment, the introduction ahore innovation, more intellectual property, and a greater transfer of
technology and skill sets. On the contrary, whereig-Bonstrained to less than pér cent the
sustainability of the joint venture is far more difficult to achieve.

RECOMMENDATIGN

1. All economieén the regiorsign up to the APEC Cross Border Privacy Rpfesint Accountability
Agentsand support efforts to align suelirangements across regions.

2. All economies thanhtroduce the CBRRNnd who recognize the use of company contrasts
vouchsafefor the protectionof the data when it is taken out of the countsjould permit them

“°Hunton & Williams (2018usiness without Bordes. 18 U.S. Chamber of Commerce. This publication provides a good analysis of why
many of thearguments for localization are flawedee

https://www.uschamber.com/sites/default/files/documents/files/021384 BusinessWOBorders_final.pdf

“*For China and Indonesia especially, the size of the local market is an important consideration.
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to be sufficiently flexible to includrib-contractors and third partiesnd transfers to multiple
parties

“As one company representative said ‘Data tr:q
that don’t wor k we-+elg., acaostomer tigattoggroveu | t i nat i onal
subcontractors.’ ... Standard contr axgfarswfal cl aus:e

data from point A to point B. Their rigid structure is not well suited to the web of data
transfers and onward transfers between service providers and subcontractors, which
frequently occur in a fluid basis, particularly in clbaded platformé.42

3. Once a contract has been approved, similar contracts should receive automatic ajiplessl
important changes are introduced for a specific data transfer

4. Economies should make serious efforts to introduce a harmonization of terminology and
definitions in their laws, regulations and into standard contracts. This will go a long way to
reducing levels of obscurity, confusion and therefore uncertafnggandard contract with
standard terminology and wording should be made available to dateotters in each economy.
Economies should encourage industry sectors to establish their own voluntary code of conduct in
discussion with regulators.

5. Economies shoulidtroducea series of data categories that correspond to different levedatzf
protection and croskorder regulation. Although exceptions are always possible, the costs of
compliance will be lowered if some uniformity of approach can also be introduced to sector
specific regulation, using as far as possible the same categories.

6. As there are several aspects to achieving regulatory goals where business and technology
intersect, economies should look to leveraging technical solutions where possible, such as
protecting data transfers using commencryption standards. While this gnaot address all
regulatory concerns, it effectively ensures the control of, and access to, data remaining within
jurisdictionaboundaries, anis an example of a verifialdlechnicalsolution to a regulatory
objective.

7. Data privacy and protection issus® also the subject diilateral, regional and multilaterabde
agreements. Unlike many elements of such agreements which are contentious and subject to
“hor se t r-hoddermaja’transfer showddse regarded as awiimissue as part of a
trade facilitation process. Data centre localization should be regarded as a tangential yet separate
issue and disagreements over that should not retard agreement over trade facilitation issues.

8. An approach to localization that would minimize its negativeemprences for crosgorder data
flow is to treat data centres as iif they were
security data categories would Qaarantined for inspection, some to be embargoed, others
be processed until cleared for transfer, the rest to be passed through the Green Lane.

9. Economies with FDI caps on data centre ownership should give serious consideration to lifting the
restrictions, and if necessary imposing contractual obligatiosaféguard local and national
interests.

“2Hunton & Williams (2018usiness without Borders.31: U.S. Chamber of Commerce. See
https://www.uschamber.com/sites/default/files/documents/files/021384 BusinessWOBorders_final.pdf
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from themajor global and regional telecommunications carriers operating in the Asia Pacific; and our
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