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Smart Cities – Part 1: Background 

“In the early 1990s the phrase ‘smart city’ was coined to signify how urban development was 

turning towards technology, innovation and globalization.1 The World Foundation for Smart 

Communities advocated the use of information technology to meet the challenges of cities 

within a global knowledge economy.2 However, the more recent interest in smart cities can 

be attributed to the strong concern for sustainability, and to the rise of new Internet 

technologies, such as mobile devices (e.g. smart phones), the semantic web, cloud 

computing, and the Internet of Things (IoT) promoting real world user interfaces.” (Hans 

Schaffers, et al.3) 

Historically smart 

When confronted with a challenge, smart people do smart things, and have been building smart  

environments from the earliest of times. For example, Mesoamerican 

people, such as Aztecs and Maya, learned that pyramids are more stable 

than other structures in lands vulnerable to earthquakes. In ancient 

Rome, houses of the rich were built with underfloor heating systems, 

while aqueducts and viaducts served whole communities with fresh 

water supplies and easy transportation links. In Asia, the family-efficient 

longhouses of Borneo, or the space-efficient dwellings of Japan, or the 

natural cooling constructions of traditional Indonesia and Thai buildings 

are all good examples of using intelligent designs and available materials 

to maximize welfare. Smart communities have always flourished by using 

the resources available to their best advantage. In this sense smart 

simply means the optimum use of resources available.  

 
Uxmal, a Mayan pyramid  
building in Mexico 

The Living Lab 

In modern times a focus on the demos, and welfare of the common people, has moved centre stage. 

But even in a democracy there are marginalized peoples, so the term social ‘inclusion’ has become 

the accepted concept. This is partly because it evades being too specific about what democracy 

means,4 and partly because it is an elastic term that can include just about any stakeholder or 

interested party, not just the marginalised. But ways of engaging the demos in smart planning, 

especially at the community level, has become an important feature in many countries.  

“… the concept of a Smart City goes way beyond the transactional relationships between 

citizen and service provider. It is essentially enabling and encouraging the citizen to become 

a more active and participative member of the community, for example, providing feedback 

on the quality of services or the state of roads and the built environment, adopting a more 

sustainable and healthy lifestyle, volunteering for social activities or supporting minority 

                                                           
1
 Gibson, D.V., Kozmetsky, G., Smilor, R.W. (eds.): The Technopolis Phenomenon: Smart 

Cities, Fast Systems, Global Networks. Rowman & Littlefield, New York (1992) 
2
 WFSC: Smart Communities, http://www.smartcommunities.org/about.htm  

3
 Hans Schaffers, et al. (201 ) Smart Cities and the Future Internet: Towards Cooperation Frameworks for Open 

Innovation http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf            
4
 For example, in some states it means for the people rather than of the people. 

http://www.smartcommunities.org/about.htm
http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf
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groups. Furthermore, citizens need employment and ‘Smart Cities’ are often attractive 

locations to live, work and visit.” (BIS 2013)5 

Although governments, academies, research institutes, and private-sector vendors traditionally 

dominate the planning process for smart cities (see ‘stakeholders’ below), the importance of 

engagement with citizens and with all end-users, for example, with people with disabilities, has been 

recognized, if not always acted upon. The ‘Living Lab’ approach pioneered by William Mitchell of the 

MIT Media Lab in 2003 was one of the first to assert that people as users should be actively involved 

in the process of creating a smart city. Coming at the time of Web 2.0 when the principles of open-

source, open-innovation were gaining traction, the Living Labs approach has been adopted by 

numerous cities, for example in Europe by the WikiCity initiative in Rome, the Real-Time City 

initiative in Copenhagen, the Visible City initiative in Amsterdam.6 Singapore’s infocomm media 

masterplan likewise plans to include a Living Labs approach.  

The drivers of a ‘smart city’ are coming from at least two directions; from a need to improve the 

welfare of a community in light of the challenges confronting societies that are increasingly urban, 

such as pollution, sanitation, climate change, energy supplies, industrial restructuring, the 

movement of traffic, etc., and from vendors of solutions who see a business case for making cities 

smarter. But the implication of ‘smart’ and ‘smarter’ using ICTs and digitally-connected city 

administrations poses additional challenges, notably two: the need for an integrated management 

approach to administer the growing volume of data available from multiple sources, such as sensors 

and the Internet-of-Things (IoT), and the threat of cyber-attacks on a system of interconnected and 

inter-operable information, and control networks which could all too easily paralyse a city’s vital 

functions. So security is taking on a new dimension as it goes online. And in this increasingly complex 

and interconnected environment, issues such as property rights, privacy issues, and how the 

application of laws governing offline behaviour are to be applied to online behaviour pose additional 

challenges of both concept and implementation. 

Therefore the components of a contemporary smart would cover at least the following: 

The built environment – architecture, housing, 
urban and rural planning, etc. 

Security – cyber-security, first responders, public 
surveillance, early warning systems, etc. 

Technology infrastructure – IP-based HetNets, 
sensors, monitors, etc. 

Legal – data protection, IPRs, privacy, online 
behaviour, etc. 

Digitally-supported services – health, education, 
e-government, etc. 

Economic & industrial – creation of new growth 
sectors, jobs and skills, start-ups, etc. 

Digitally-controlled services – telemetry for 
traffic controls, lighting, heating, water, etc. 

Standards –interconnectivity/inter-operability of 
systems, IPv6, green standards, etc. 

Data analytics – Big data processing from IoT, 
sensors and monitors, etc. 

Social – social inclusion and participation by 
citizenry, social protection/welfare issues, etc. 

 

 

                                                           
5
 Department of Business Innovation & Skills (BIS 2013) ‘Smart Cities: Background paper’ 

https://www.gov.uk/government/publications/smart-cities-background-paper  
6
 For references, see Hans Schaffers, et al. (201 ) Smart Cities and the Future Internet: Towards Cooperation 

Frameworks for Open Innovation http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf              

https://www.gov.uk/government/publications/smart-cities-background-paper
http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf
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Definitions - what’s in a Name? 

There are as many definitions of what constitutes a ‘smart city’ as there are bodies looking into the 

subject. The ITU defines a smart city in the following manner. 

“A smart sustainable city is an innovative city that uses information and communication 

technologies (ICTs) and other means to improve quality of life, efficiency of urban operation 

and services, and competitiveness, while ensuring that it meets the needs of present and 

future generations with respect to economic, social and environmental aspects”. (ITU, 

20137) 

 

No definition is perfect. By definition the ITU sees a smart city as a city, hence no reference to rural 

or semi-rural areas, even though people move between urban, sub-urban and rural for work, for 

leisure and for domicile. In part, the delineation reflects boundaries of jurisdiction between urban 

and non-urban authorities, so at the very least there should be room for ‘smart’ cross-jurisdictional 

planning. For example, in cases where large numbers of citizens travel to the countryside for 

weekends, a sharing of energy resources between the two authorities could make good economic 

sense, thereby reducing the peak-loading problem. Similarly the sharing of public buses, shifting the 

supply out of the city during weekends. There are many possibilities.  

Insofar as smart cities are a pole of attraction to migrants, they help alleviate poverty, but by 

accepting migrants from poor rural areas they can recreate poverty by over-crowding and a greater 

competition for resources. So in the wider context, smart cities cannot ignore issues beyond their 

boundaries. The point is that the conceptualization of an issue needs to have boundaries to be 

workable, but those boundaries need to be sufficiently flexible to account for local circumstances. 

A modern smart city by universal definition is one which uses ICTs to meet the challenges of living in 

a built environment; and it is true that the human environment has for the first time in history 

become a predominantly urban one. Since 2007 globally more people are living in urban than in rural 

areas. ICTs today imply digital – in a quantum world of the future this may change radically – so the 

terms ‘digital city’ and ‘connected city’ have also been employed, and as the aims include objectives 

such as a healthy environment and an enterprising and innovative economy, smart cities are 

sometimes called ‘green cities’ and ‘innovative cities.’ If there is any significance at all in the name 

used, it would imply a particular focus. Not all innovative cities, for example, are green cities. Rio de 

Janeiro is listed as one of the top ten innovative cities by 2thinknow,8 but most of its pollution 

indicators are very poor.9  A city that has faced terminal industrial decline in parallel with aggravated 

levels of pollution is Detroit,10 now trying to re-generate itself through innovation. Reversing the 

decades-old separation of where people live, where people work and the highways that divide them 

“the external costs of car dependence” can be reduced,11 and a more habitable environment 

created. 

                                                           
7
 http://www.itu.int/en/ITU-T/studygroups/2013-2016/05/Pages/default.aspx  

8
 http://www.businessinsider.sg/the-18-most-innovative-cities-on-earth-2014-8/  

9
 http://www.numbeo.com/pollution/city_result.jsp?country=Brazil&city=Rio+De+Janeiro  

10
 http://www.dcbureau.org/201308268919/natural-resources-news-service/detroits-toxic-legacy-bankrupt-

city-faces-environmental-challenges.html  
11

 http://www.theguardian.com/sustainable-business/detroit-regneration-bankruptcy-abandonment  

http://www.itu.int/en/ITU-T/studygroups/2013-2016/05/Pages/default.aspx
http://www.businessinsider.sg/the-18-most-innovative-cities-on-earth-2014-8/
http://www.numbeo.com/pollution/city_result.jsp?country=Brazil&city=Rio+De+Janeiro
http://www.dcbureau.org/201308268919/natural-resources-news-service/detroits-toxic-legacy-bankrupt-city-faces-environmental-challenges.html
http://www.dcbureau.org/201308268919/natural-resources-news-service/detroits-toxic-legacy-bankrupt-city-faces-environmental-challenges.html
http://www.theguardian.com/sustainable-business/detroit-regneration-bankruptcy-abandonment
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By greening parts of the city, by creating a more 

enticing environment, entrepreneurs, start-ups and 

clusters of innovative business ventures can be 

attracted. Detroit has studied other cities like the 

regeneration of Manchester in the north of England 

and post-earthquake Christchurch where “[a]fter the 

loss of around 80% of the buildings in the central city 

through collapse and post-quake demolition … the 

critical catalyst has been bottom-up creativity.”12  

An architect’s impression of a greener Detroit 
13

 

 
 

The lesson for Detroit is to be smart in redesigning its urban landscape to bring people and places 

into more liveable and workable environments that can be attractive to new growth sectors which 

are either based upon, or are heavy users of, ICTs. (See also the New York Times interactive ‘Detroit 

Blight Removal Task Force Plan.’14) The built environment, of which ICTs are an essential part but by 

no means the whole, is the cornerstone of smart development. While the meaning of smart does not 

change, the way to be smart does.  

What makes a modern smart city ‘smart’? 

There are numerous ways into this discussion.15 One way is to examine the components that make 

up a smart city in terms of layers, such as infrastructure, data, applications and services, etc. The  

 
IDC index system of SSC 

http://www.slideshare.net/cibbva/idcwp38-t-print 
 

 

vertical presentation offers an easy 
cross-reference to the ICT-stack 
perspective. This example is from IDC, 
showing the cross-cutting horizontals 
as the infrastructure, the economy and 
the people as the three tiers of the 
stack, each supporting vertical sectors 
such as smart buildings and smart 
energy. However, this representation 
does not indicate what is ‘smart’ about 
any of these components. Rather what 
is implied is the use of available 
resources for each of these, which 
means ICTs today, in an optimum 
manner. 

 

The UN-Habitat City prosperity index and the Smart City Wheel developed by Boyd Cohen both 

employ a ‘cycle of progress’ to portray a smart city, the former focusing upon what might be termed 

accomplishments in social structures, the latter upon policies and attributes.  

  

                                                           
12

 http://www.theguardian.com/sustainable-business/detroit-regneration-bankruptcy-abandonment  
13

 For an architect’s impression, see http://archinect.com/people/project/6608709/the-regeneration-of-
urban-empty-space-detroit/8069780  
14

 The New York Times (27 May 2015) ‘Detroit Blight Removal Task Force Plan’ 
http://www.nytimes.com/interactive/2014/05/27/us/detroit-blight.html?_r=0  
15

 The examples here are extracted from http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  

http://www.slideshare.net/cibbva/idcwp38-t-print
http://www.theguardian.com/sustainable-business/detroit-regneration-bankruptcy-abandonment
http://archinect.com/people/project/6608709/the-regeneration-of-urban-empty-space-detroit/8069780
http://archinect.com/people/project/6608709/the-regeneration-of-urban-empty-space-detroit/8069780
http://www.nytimes.com/interactive/2014/05/27/us/detroit-blight.html?_r=0
http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
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UN Habitat City prosperity index 
http://www.unhabitat.org/pmss/listItemDetails.aspx?publicationID=3387 

 

Smart Cities Wheel16 
Boyd Cohen, http://www.boydcohen.com/smartcities.html  

 

 
 

 

The listing of issues varies in detail and in focus, but all the approaches try to capture a holistic view 

of modern living and the challenges facing increasingly urbanized societies. Here is one overview of 

what makes a smart city, smarter.  

 

One view of what makes a smart city smarter 
 
“There are five key aspects to smarter approaches, which are strongly information driven:  
 

 a modern digital infrastructure, combined with a secure but open access approach to public re-
useable data, which enables citizens to access the information they need, when they need it;  

 a recognition that service delivery is improved by being citizen centric: this involves placing the 
citizen’s needs at the forefront, sharing management information to provide a coherent service, 
rather than operating in a multiplicity of service silos (for example, sharing changes of address more 
effectively), and offering internet service delivery where possible (at a fraction of the face to face 
cost);  

 an intelligent physical infrastructure (“smart” systems or the Internet of Things), to enable 
service providers to use the full range of data both to manage service delivery on a daily basis and to 
inform strategic investment in the city/community (for example, gathering and analysing data on 
whether public transport is adequate to cope with rush hour peaks);  

 an openness to learn from others and experiment with new approaches and new business 
models; and  

 transparency of outcomes/performance, for example, city service dashboards to enable citizens 
to compare and challenge performance, establishment by establishment, and borough by borough.” 
Source: Department of Business Innovation & Skills (BIS 2013) ‘Smart Cities: Background paper’ 
https://www.gov.uk/government/publications/smart-cities-background-paper 

                                                           
16

 For a recent update see Boyd Cohen The Smartest Cities In The World 2015: Methodology 
http://www.fastcoexist.com/3038818/the-smartest-cities-in-the-world-2015-methodology 

http://www.unhabitat.org/pmss/listItemDetails.aspx?publicationID=3387
http://www.boydcohen.com/smartcities.html
https://www.gov.uk/government/publications/smart-cities-background-paper
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The Brookings Institute is more economical in its summation. What makes a city smart consists of 

three components: productivity to ensure economic growth, inclusivity to avoid privileged access, for 

example to data, and resilience to ensure the built environment is sustainable.17  

Stakeholders 

In many senses these portrayals are a technologist’s dream, but embedded within them is the need 

to have a fully engaged community. Such engagement however functions at two distinction levels.  

The Living Lab (see above) approach is to engage citizens directly 

in the trials and development of smart things, applications and 

ways of running a city, and the rise of social media has added a 

new dimension on how to do this. A recent example, in Singapore, 

of one way to encourage citizens to be proactive is the 

government’s OneService mobile app. By pressing the appropriate 

icon citizens can immediately take a photo of an incident, add a 

text of explanation, and press send to register the message with 

the appropriate government department. A GPS function 

automatically adds the location, and a retrieval function allows the 

user to check at any time on the progress of their report. This is a 

highly sophisticated and well-designed app with an incredibly 

simple user interface. Technology at its best.  

While this app represents a technology designed to encourage citizens to respond proactively to 

their environment, public consultation is a much wider issue. But the point here is that proactivity 

can ideally become a daily involvement.  It is about a sense of citizens owning their environment and 

taking responsibility for it.18  

The other level of engagement is with ‘stakeholders’. Citizens are stakeholders, but so are any other 

interested parties. The ITU, for example, suggests the following list.19 

1. Municipalities and city administrations 2. Industry associations 
3. National and regional governments 4. Urban planners 
5. City services companies and utility 

providers 
6. Scientific community and research 

organizations  
7. ICT companies 8. Academia  
9. NGOs 10. Citizens and citizen organizations 
11. Multilateral organizations 12. Standardization bodies 

 

Going through this list, there are several stakeholders who can drive ideas for a smart city, but there 

is no doubt that the “[l]arge companies in the IT sector, such as IBM and Cisco, Microsoft, are 

                                                           
17

 Brookings institute (2014) Getting Smarter About Smart Cities 
http://www.brookings.edu/research/papers/2014/04/23-smart-cities-puentes-tomer  
18

 Notwithstanding that the distinction between a private and a public space is often a very cultural one.  
19

 ITU-T Focus Group on Smart Sustainable Cities (03/2015): Setting the stage for stakeholders’ engagement in 
smart sustainable cities http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  

http://www.brookings.edu/research/papers/2014/04/23-smart-cities-puentes-tomer
http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
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strongly involved in and are contributing to the research agenda.”20  This for good reason. Arup, 

another big vendor, in 2013 estimated the global commercial value of the smart city markets by 

2020 would reach USD400 billion.21  

The interesting question is how the process of building a smart city environment unfolds. At the city 

planning level clearly governments are in the driver’s seat, but a smart city is a jigsaw of many 

different components; some are cross-cutting, such as data analytics for managing the city, a 

broadband Internet infrastructure, e-government services, but many are not, such as those tethered 

to industrial verticals like commercial and residential buildings, shopping malls, health services, 

education, etc. The management of these public and privately-run utilities have their own strategic 

considerations, their own network architectures, operating systems, standards, cyber-security 

safeguards, customer applications, etc., and they progress technologically with a dynamic of their 

own. In all these cases, vendors are at the heart of the process of design, building, and installation 

and, in many cases, the operations. Each sector of the economy has its own discrete pace of 

technological development.  

There will be convergence at some levels, for example the adoption of standards such as IPv6, and 

ideally of operating systems and platform standards that ensure the inter-operability of services, 

such as that of financial networks and of healthcare networks. But in many other areas each vertical 

is driven by its own internal development. This raises the question, to what extent is the 

development towards a city becoming smart the de facto outcome of relatively autonomous trends 

in each sector? The more this is true, the greater the challenge of making sure all the pieces of the 

jigsaw fit together, but maybe equally true is the greater likelihood of the success of each project, of 

each piece of the jigsaw. Far too often large, all-embracing, all-encompassing IT projects simply over-

reach, take far too long to complete, encounter cost over-runs, run into problems of coordination 

between a multitude of vendors and of lack of management over-sight because the project is simply 

too massive, and then get by-passed by new technologies that do things differently, faster, cheaper, 

better.22 By contrast, often small smart city projects are more successful.23 

Yet another way of viewing making cities smarter is to see progress as more of a political invention, 

the apparent outcome of a political process by which governments claim achievements that are, in 

reality, independent and autonomous. A less cynical view might acknowledge the important role of 

public policy in promoting and facilitating such developments by creating an environment in which 

the incentive to innovate is strong. Competition is one route, but there are others, including 

matching finances, support for R&D, and of course the Living Lab approach. 

 

                                                           
20

 Hans Schaffers, et al. (201 ) Smart Cities and the Future Internet: Towards Cooperation Frameworks for Open 
Innovation http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf , p.437           
21

 Arup (2013) Report reveals $400 billion smart city opportunities globally 
http://www.arup.com/news/2013_10_october/09_october_report_reveals_$40billion_smart_cities_opportun
ity_globally.aspx  
22

 A classic example was the UK’s ill-fated National Health Service National Programme for IT (NPfIT) launched 
in 2002 and abandoned in 2011 at an enormous cost of over £10 billion ($15 billion in 2015 money) BBC News 
18 September 2013 http://www.bbc.com/news/uk-politics-24130684  
23

 David Akka The Blog 22 July 2014, Huffington Post ‘Smart Towns, Dumb Cities’ 
http://www.huffingtonpost.co.uk/david-akka/smart-cities_b_5607065.html  

http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf
http://www.arup.com/news/2013_10_october/09_october_report_reveals_$40billion_smart_cities_opportunity_globally.aspx
http://www.arup.com/news/2013_10_october/09_october_report_reveals_$40billion_smart_cities_opportunity_globally.aspx
http://www.bbc.com/news/uk-politics-24130684
http://www.huffingtonpost.co.uk/david-akka/smart-cities_b_5607065.html
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Smart City Management and Cyber-Security  

Smart city management clearly has to be horizontal as well as vertical. 

“…the complexity and the pace of change, combined with the need for integrated and 

systemic solutions, are presenting a major challenge to local authorities who, traditionally, 

have developed responses in a ‘siloed’ fashion. This requires organisational change as well as 

deploying innovative technology…” (BIS)24 

 

A key role of city management will be cyber-security. It is a challenge that is growing daily due to the 

opportunities offered by the spread of interconnected networks and systems, the infrastructure 

upon which the next generation of smart cities is being built. A big question therefore hangs over 

smart cities: to what extent does the centralization of smart city management, everything from 

traffic lights to power grids, increase their vulnerability as cities become smarter? The most common 

concept of smart city government is of an “integrated management for smart sustainable cities … to 

realise the transformation from the online management based upon the Internet to real-time 

dynamic management on the basis of the IoT”25 Thus  

“A centralised governance body for SSC could utilise a central virtual dashboard, comprising 

the ICT operational centre, to run the services provided by SSC and provide ongoing 

assessment and timely response to varying incidents and needs.” (ITU FG on SSC 26) 

This ‘command and control’ vision of the future governance of smart cities is highly questionable. It 

even seems to run counter to the course of technologies that were born out of a need to 

decentralize to achieve resilience (the Internet) and which today, like social media and virtualization 

through multiple devices, appear to offer ever greater powers of decision-making to users. The real 

picture is, of course, neither a tendency towards centralization nor a tendency towards 

decentralization, but rather a tendency towards diversification. However, in general, it is 

commercially easier to diversify consumption rather than production. In a world of interconnected 

networks and systems, the need to diversify sources of supply would seem to be paramount; call it 

‘smart redundancy’. To some extent that might cut across the economies of scale, and if so then that 

would be the necessary interim cost to be paid for the resilience of smart cities, although 

technologies can become a countervailing force bringing down capital costs and allowing multiple 

start-ups to offer alternative sources of energy,27 community level networks using radio spectrum 

white spaces, 3D printing of machines, etc.  

                                                           
24 Department of Business Innovation & Skills (BIS 2013) ‘Smart Cities: Background paper’ 

https://www.gov.uk/government/publications/smart-cities-background-paper 
25

 ITU-T Focus Group on Smart Sustainable Cities (03/2015): Integrated management for smart sustainable 
cities p.9  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
26

 ITU-T Focus Group on Smart Sustainable Cities (03/2015): Cybersecurity, data protection, and cyber resilience 
in smart sustainable cities p.16  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
27

 Tesla, the Silicon Valley electric car company, recently launched a range of batteries for homes and offices 
designed to capture and store up to 10kWh of energy from wind or solar panel which could transform the way 
energy is distributed and stored. The Guardian (1 May 2015) ‘Tesla announces low-cost batteries for homes’  
http://www.theguardian.com/technology/2015/may/01/tesla-announces-low-cost-solar-batteries-elon-musk  

http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
http://www.theguardian.com/technology/2015/may/01/tesla-announces-low-cost-solar-batteries-elon-musk
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Diversified or not, the cyber-security risk to a smart city will forever remain its interconnectedness. 

Diversification is more about resilience, the ability to isolate compromised systems or sub-systems 

and maintain a limited level of service until recovery is achieved. From both attack and defence 

perspectives, the systems architecture of smart cities will be a starting point, and especially how any 

of these systems interoperate with the others.  

 

Figure 1: Security and ITU’s SSC Architecture  

 

What links the different parts of the jigsaw are networks and systems, but whether for malicious, 

criminal or political reasons, there is always a front-door, a back-door and a side-door into any 

network and system. The front-door is through employees wittingly (or unwittingly) giving up 

passwords, installing malware, etc. The back-door is through authorized or unauthorized access to 

operating systems, data-bases, etc., most frequently used by state security authorities. The side-

door is through interconnected systems, and the initial entry point may be through the front door of 

an interconnected network, or through interception of wireless signals, or hacking into a computer 

system, etc. Locking all the doors defeats the purpose of a smart city, so in the first instance it is 

necessary to alert all employees of the dangers and install surveillance and diagnostic software to 

detect unauthorized entry.28 The ITU seems to focus more on the latter than the former.   

“The European Network and Information Security Agency (ENISA) indicates that ‘processes’ 

are seen as the most important pillar to secure critical infrastructures and industrial control 

systems (ICSs) – much more important than technology and people. Therefore, focusing 

                                                           
28

 An alarm went off in late April at the police station near Hatton Garden, the jewelry centre of London. A 
heist of over 70 safety-deposit boxes was underway. For reasons as yet unclear the alarm was recorded as not 
requiring attention. Around USD300 million was stolen in gems. Human shortcomings can neuter the best of 
automated alarm systems. http://edition.cnn.com/2015/04/22/world/gallery/hatton-garden-heist/index.html  

http://edition.cnn.com/2015/04/22/world/gallery/hatton-garden-heist/index.html


 

11 
 

solely on IT data centres and operation control centres is not enough. As the supply chain 

and technical infrastructure domains become highly complex, a comprehensive end-to-end 

approach is necessary.” (ITU FG on SSC 29p.4) 

The emphasis on process, such as in transactions for example, is understandable, and surveillance 

software is largely focused on identifying suspicious patterns in the data. But on its own, this is 

clearly insufficient. Malware that limits itself to eavesdropping or copying files, may not generate 

anything unusual, while zero-day attacks go largely undetected until the attack takes place. A report 

by security software company FireEye, in April 2015, asserted that ASEAN and Indian computer 

systems had been hacked systematically since at least 2005, presumably without detection.30 The 

logical steps towards disaster prevention would seems to be 

 Minimize the threat of entry – this surely requires a strong emphasis upon the human factor 

as the weakest link in the chain, but also vigilance towards the technologies used. 

 Detection – surveillance software is necessary but not sufficient; the employment of ‘white 

hats’ and even ‘black hats’ is an additional option together with regular reviews, shutdowns 

and restarts. 

 Eradication – this is where high degrees of interconnectedness can be a problem; 

redundancy and disaster recovery is absolutely essential for any mission-critical system; 

isolating the introduction of new systems is a necessary practice. 

 Prevention – never entirely possible, but diversification would seem to be an important 

strategy for smart cities going forward; mandatory reporting and information sharing among 

mission-critical system operators; legal liability where commercial considerations have been 

given precedence over smart city cyber-security issues. 

Standards for Smart Sustainable Cities (SSC) 

The challenge: 

“The traditional standards related to SSC are mostly developed by technology specific 

organizations through ‘vertical’ approaches. Because of this the standards only cover the 

technical aspects of SSC, which undermines their authority and leads to questions about 

their validity. Moreover, the original models of the ‘digital city’, ‘wireless city’, ‘broadband 

city’ or ‘optical city’ had a strong technical focus on information and communication 

technologies (ICTs). These models were not following a broad and horizontal strategy, but 

sector specific vertical approaches as different stakeholders developed separate 

infrastructures, not interworking with each other while often physically overlapping. None of 

these models can satisfy the complex and comprehensive requirement of future urban 

management and sustainable development. Therefore, the original digital systems, as well 

as the traditional ICT standards, should be improved or redesigned from a broader and 
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 ITU-T Focus Group on Smart Sustainable Cities (03/2015): Cybersecurity, data protection, and cyber resilience 
in smart sustainable cities p.4  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx 
30

 Reuters (13 May 2015) ‘Chinese hackers target Southeast Asia, India, researchers say’ 
http://www.reuters.com/article/2015/04/13/us-cybersecurity-fireeye-report-idUSKBN0N40AD20150413  

http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
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higher level perspective, to achieve the transformational impact that smart sustainable cities 

ought to bring about. “(ITU-T)31 

In a series of papers from the ITU’s Focus Group on Sustainable Smart Cities, (SSC) a range of indices 

is referenced. One of the papers lists 19 examples of indices,32 and each of the papers produces its 

own list of sub-categories relevant to its theme, such as integrated management for smart cities, 

climate change, cybersecurity, etc. The paper on a standardization roadmap for SSC, for example, 

lists 28 headings where gaps remain to be filled in order to arrive at widely accepted technical 

standards. It is summarized in the matrix below as a useful checklist of issues that a smart 

sustainable city development must address. (An identification of what the gaps are is provided in a 

more detailed Appendix A.) 

Table 1: Standardization gaps need to be addressed in each of the following areas 

Smart Sustainable City Environmental protection Communication layer 
standards 

Evaluation and 
assessment 

E-government Climate change Data layer standards Building and physical 
infrastructure standards 

Transport Districts Application and support 
standards 

Urban planning 

Logistics Buildings and residential 
dwellings 

Management and 
assessment standards 

Low carbon design and 
construction 

Public safety ICT Standards Strategic planning and 
partnership building 

Intelligent building 
systems 

Healthcare SSC framework, 
architecture and 
information model 

Deployment and 
implementation 

Building information 
modelling (BIM) 

Governance of urban 
infrastructure 

Network and information 
security 

Management and 
administration 

Traffic systems 

Energy and resource 
management 

Sensing layers standards Reliance and disaster 
recovery  

Urban pipeline network 

Source: ITU-T Focus Group on Smart Sustainable Cities (03/2015): Standardization roadmap for smart 
sustainable cities  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx 

 

Climate change and disaster risk management (DRM) 

There are two separate but often linked concerns about climate change that smart cities can 

address. The first is a city’s contribution to reducing the carbon footprint. It may be that national 

governments are politically constrained, or misguidedly reluctant, in their abilities to reach 

international agreements on remedies to climate change, but the same need not apply to smart 

cities, and cities account for between 60%-80% of the world’s energy consumption.33 The 

second is the need for disaster risk management (DRM) arising from extreme events, often 

climate related, such as fires, floods, droughts, typhoons, etc. The ITU’s Focus Group report 

                                                           
31

 ITU-T Focus Group on Smart Sustainable Cities (03/2015): Standardization roadmap for smart sustainable 
cities  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
32

 ITU Focus Group on Smart Sustainable Cities ‘Key performance indicators definitions for smart sustainable 
cities – Focus Group Technical Report http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
33

 ITU-T Focus Group on Smart Sustainable Cities (03/2015):  Cybersecurity, data protection and cyber resilience 
in smart sustainable cities p. 7 http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  

http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx
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devoted to these themes claims to be  “the first on its kind to put an emphasis on ICTs for 

climate change adaptation in cities.”34  

But its emphasis is strongly on DRM, maybe because reducing the carbon footprint is assumed 

to be the outcome of all the other aspects of a smart city, such as the use of energy-saving ICTs. 

This is a lacunae. There is need for governments to address policy initiatives and incentives for 

the private and public sectors to directly measure their carbon emissions and reduce them. ICTs 

can be a means of detection and measurement and a solution, but they also need to be 

accompanied by a way to address the issue of ICT waste disposal which itself is a growing source  

of (often radioactive) pollution. 
Pollution of all sorts require much 
smarter approaches than are so far in 
evidence. Piece-meal approaches, 
such as providing free bicycles for 
inner-city journeys, are simply 
insufficient, although still to be 
welcomed as providing a genuine 
service and highlighting the issues. 
Ubike in Taipei City is one of many 
examples from world cities where 
free or cheaply rented bicycles are  

Ubike in Taipei City 
 

http://www.roc-taiwan.org/public/Data/412113575771.pdf 

available for commuting or leisure. An early example of the ‘sharing economy’ idea, and one to 

which the IoT could be easily applied to provide health data, traffic data, arrange future 

bookings, receive up-to-date locational information, etc. The importance of ideas such as these 

is they demonstrate what a bit of imagination can achieve, but they need to be scaled up to the 

community level. 

Benchmarking ‘Smartness’ 

There are a multitude of indexes developed by different international organizations, public agencies, 

and private companies, and of varying degrees of detail, often running into hundreds of categories, 

sub-categories and yet finer details, for measuring the progress towards ‘smartness’. The IESE Cities 

in Motion Index (CIMI)35 for example, uses 66 indicators across 10 dimensions in measuring 148 

world cities. Dr Boyd Cohen, a urban planner and strategist, uses up to 400 indicators, but has 

created a “bare-bones” list of 28 for cities to benchmark themselves.36 The data can be self-

referential or used for benchmarking purposes. While the latter can be used for bragging rights, the 

issues become trivial because to compare standards of living and welfare across different cultures, 

and different economies is frequently quite meaningless. On the other hand, cities are very 

conscious of the fact that they compete against each other. Singapore, for example, does not 

compete against Australia, China, Japan, Malaysia or the USA but against Sydney, Hong Kong, Tokyo, 

Kuala Lumpur and New York. 

                                                           
34

 ITU-T Focus Group on Smart Sustainable Cities (03/2015):  Information and communication technologies for 
climate change adaptation in cities  http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
35

 Center for Globalization and Strategy, IESE Business School, University of Navara (2015) 
http://www.iese.edu/research/pdfs/ST-0366-E.pdf  
36

 Boyd Cohen (2014) The Smartest Cities: Methodology http://www.fastcoexist.com/3021661/the-smartest-
cities-methodology  

http://www.roc-taiwan.org/public/Data/412113575771.pdf
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http://www.fastcoexist.com/3021661/the-smartest-cities-methodology
http://www.fastcoexist.com/3021661/the-smartest-cities-methodology


Briefing Paper: Smart Cities 

 

Where comparisons become helpful is where knowledge sharing is involved between cities facing 

like problems and in like circumstances. Climate change is a good example. National governments 

may be slow to commit their economies to carbon-reduction targets, but local governments sharing 

their experiences can get on with it when it is clearly beneficial to their citizens and where local 

communities are dedicated to greening their environment. Naturally, there are limits. The 

externalities of pollution are there for all to see. For example, the haze from the illegal burning of 

fields and forests to make way for the cultivation of cash crops in Indonesia imposes a heavy cost on 

the air quality in Malaysia and Singapore, causing allergies, breathing difficulties and skin irritations. 

Similarly, the pollution from the Pearl River Delta in Southern China sends clouds of smoking coal 

fumes from its many power stations across the island of Hong Kong. Smart city development is 

therefore bounded by the need to collaborate across borders. 

The problem can be partly addressed by granting city authorities more powers to take their own 

initiatives. This approach has been promoted in the UK where the pollution problem is seen as a 

growing threat to public welfare, but a degree of local autonomy can be used to tackle a wide range 

of issues. 

UK Approach to Smart Cities 

In the UK, the Department of Business Innovation & Skills (BIS) has recognized that a “key barrier to 

progress is that, under current financial conditions, town halls are focused on maintaining statutory 

services and the internal bar to innovation is set quite high. The actions we have proposed therefore 

relate to lowering the bar and fostering user driven innovation by:  

 providing cities with greater autonomy to achieve the outcomes which meet their own 

particular needs through City Deals;  

 helping UK cities to develop a vision for city regeneration by promoting a better understanding 

of developments in global cities at the forefront of the smart city agenda (e.g. Chicago, Boston, 

Barcelona and Stockholm);  

 helping cities, through the Future Cities Catapult, to understand the opportunities offered by 

city-integration, to test and prove the business case, to collaborate with business and academia 

to innovate solutions, and to tackle the barriers – such as procurement rules or lack of 

investment, which stop new solutions going to scale. 

   Source: Department of Business Innovation & Skills (BIS 2013) ‘Smart Cities: Background paper’ 

https://www.gov.uk/government/publications/smart-cities-background-paper 

 

Smart Cities – Part 1: Singapore 

“The goal of the Masterplan is to establish Singapore as a Smart Nation that leads the world 

in tapping the potential of ICM, and that nurtures Innovative Talent and Enterprises.” 

Singapore’s InfocommMediaMasterplan (IMM)37 

As a city-state, Singapore’s vision of a smart nation is a smart city writ large. The concept combines 

the economic (jobs, skills, innovation, international trade, etc.) with the social (the welfare of 

                                                           
37

 http://www.mci.gov.sg/~/media/data/mci/docs/imm/immmasterplanconsultationdocument.pdf?la=en  

https://www.gov.uk/government/publications/smart-cities-background-paper
http://www.mci.gov.sg/~/media/data/mci/docs/imm/immmasterplanconsultationdocument.pdf?la=en
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citizens) and the technological (an all-pervasive digital ICT + Media infrastructure). It is 

quintessentially a holistic approach, achievable in an economy which is small enough to have 

meaningful coordination of national economic, industrial and social initiatives, aided by the fact that 

the state has a direct or indirect interest in the commanding heights of the island-state, everything 

from transport to housing, from security to sports.  

Singapore already features among the top ten smart cities in most, probably all, of the international 

benchmark indices. One of the early achievements of Singapore, and one that Detroit in the USA 

(see above) is only now trying to emulate to revive its fortunes, has been to keep the city green.38 If 

smart means making the most of resources for the welfare of citizens and to attract international 

talent then Singapore has been very smart.39 

“This country can make even a drain look glorious” 

 

 

 

 

 

                                 

                                 

 

The Process 

Under the authority of the MIC, a 14-member private-sector-led IMM Steering Committee40 has the 

responsibility to produce the IMM during 2015 following a consultation process that started 2014.  

At the agency level, a Smart Nation Programme Office has been created under the Prime Minister’s 

Office, headed by the Minister for the Environment and Water Resources. The IMM is the outcome 

of the deliberations of the Steering Committee, and the supporting administrative and operational 

agencies are the IDA, the MDA and the EDB.  

Currently, the consultation paper estimates the ICM sector as contributing around 10% to 

Singapore’s GDP.41 The following box extracts from the paper a summary of its five proposed 

strategies. 

                                                           
38

 “Keep”, but development has come at the cost of the loss of most of the original rainforest habitat as the 
built environment replaces the natural one. 
39

 One of the earliest reforms of the late Lee Kuan Yew was to clean up the nation’s waterways. 
40

 http://www.mci.gov.sg/web/content/infocomm-media-masterplan/profiles-of-steering-committee-
members  
41

 MIC infocomm media 2025: Consultation Document p.5 
http://www.mci.gov.sg/~/media/data/mci/docs/imm/immmasterplanconsultationdocument.pdf?la=en  

This picture and caption 

has been lifted from an 

unscripted Facebook 

page of a TRPC colleague, 

and says it all. 
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InfocommMediaMasterplan 
 
Strategy #1 Establish agile, pervasive and trusted ICM infrastructure  
To maximise the use of our current ICM infrastructure and meet future demands for bandwidth and 
connectivity, we are looking at:  

 Creating a Heterogeneous Network to provide seamless transitions to the best available network 
in range, while maintaining a consistent quality of experience for users; 

 Deploying sensors with Above Ground Boxes (renamed Aggregation Gateway Boxes42), which will 
act as key aggregation points for fibre access and power needs, thus providing high-speed back-
end connectivity; 

 Positioning Singapore as a regional Digital Harbour to anchor, process and distribute premium 
digital content; and  

 Building a trusted Data Marketplace where private and public sector datasets are available to 
help generate new applications, products and services.  

Strategy #2 Build vibrant, strategic and enabled ICM sectors  
To grow Singapore’s ICM sectors, we are exploring ways to help new players enter the market and 
better support existing companies. Initial ideas include:  

 Creating a Self-Sustaining Start-up Ecosystem where Singapore-based ICM start-ups can tap on 
the expertise, international connections and capital of a wide network of private investors; and  

 Building local ICM players’ capabilities to provide a Media Service for Next Generation Seniors to 
enhance their social interaction.  

 
Strategy #3 Develop and retain passionate ICM human capital with relevant skills 
To excite students and attract more young people into the ICM sectors and to ensure quality jobs for 
Singaporeans, we are considering:  

 Inculcating an early interest in ICM and innovation by introducing Computational Thinking to 
young people; and  

 Facilitating Open and Accelerated Professional Development by providing an online learning 
portal where young ICM professionals can acquire new skills and find new job opportunities. This 
will create more avenues for learning through work attachments, as well as alternatives for 
professionals in Small and Medium Enterprises (“SMEs”) to pursue a degree.  

Strategy #4 Enable people and businesses to harness the power of ICM  
We are also exploring new ways for ICM to empower other sectors, such as healthcare and logistics. 
We are exploring ways of:  

 Providing convenient and easy access to healthcare through Smart Health-Assist, which uses 
sensors to monitor an individual’s health conditions and alert healthcare providers when needed;  

 Increasing productivity in the logistics sector via Urban Logistics, which coordinates delivery 
schedules and resource sharing to achieve collaborative distribution; and  

 Rekindling our “kampung spirit” through projects such as Community Time Exchange, an ICM-
enabled platform to allow people trade services.  

 
Strategy #5 Build a R&D ecosystem that supports ICM innovation and commercialisation  
To realise greater socio-economic value from ICM Research and Development (“R&D”), we are 
looking at:  

                                                           
42

 MIC (December 2014) Infocomm Media in Consultation Closing Summary Booklet, p.6 
http://www.mci.gov.sg/web/content/infocom m-media-masterplan  
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 Establishing a Fast and Affordable IP Licensing Framework to encourage a smoother flow of IPs 
into the ecosystem for government-funded R&D; and  

 Enhancing Market Demand for ICM Technologies and making it easier to translate ICM-related 
R&D.  

Source: http://www.mci.gov.sg/web/content/infocomm-media-masterplan  

 
The remainder of this Briefing Paper looks at Strategy #1 to “Establish agile, pervasive and trusted 
ICM infrastructure.” The premise of Strategy #1 is the central role of data in the economy of the 
future. Data as in: 

 Growing volumes of data traffic and how to handle it  

 Information feedback from tens of thousands of sensors, monitoring and measuring everything 
from road traffic conditions to environmental pollution levels to energy consumption that can be 
used for smart city management 

 From wearables and the IoT that can be commercialized or used to save lives 

 Data that can be analysed as Big Data to discern patterns and predictions 

 Data centres that can be a pole of attraction to multinationals to locate in Singapore 

 Data that can searched and shared as data bases on either an open or commercial basis 

Each of these figures in the vision of the future economy the IIM aims to address. The key 

components are the Heterogeneous Network (HetNet), Aggregate Gateway Boxes (AGBs), a Data 

Harbour and a Data Marketplace.  

HetNet 

The term HetNet 43 can mean several different things depending upon usage, but in this case it refers 
to broadband wireless networks consisting of macro cells, small and pico cells and WiFi networks 
interoperable with each other and with the Next Generation NGN fibre network. The aim is to 
optimize the use of bandwidth at different times and places and minimize rising operational costs, in 
other words “work creatively around our limited resources” (p22) which is quintessentially ‘smart’. 
The HetNet will make use of AGBs. 

 

Aggregate Gateway Boxes (renamed from 
Above Ground Boxes) 

These are to be located at points such as bus 
stops and MRT stations as illustrated 
below.AGBs will receive data feeds from 
nearby sensors to the fibre network and have 
their own power supplies. The R&D of AGBs, 
from design to API’s and software, is seen as a 
commercial opportunity for Singapore-based 
companies and an opportunity to set standards 
for regional and global markets. 

 

 
 

                                                           
43

 “A study from ARCchart estimates that HetNets will help drive the mobile infrastructure market to account 
for nearly $57 Billion in spending globally by 2017.” http://en.wikipedia.org/wiki/Heterogeneous_network 

http://www.mci.gov.sg/web/content/infocomm-media-masterplan
http://en.wikipedia.org/wiki/Heterogeneous_network
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Digital Harbour 

 

The digital habour is intended to attract 
international companies setting up data centres 
and/or providing content and content distribution 
services, using Singapore as a regional hub.  
Facilitating this will be a high-speed Data Centre 
Corridor between data centres and domestic and 
international networks, supported by high 
standards of data protection, IPRs and ‘green’ 
energy-efficient standards. Included is a proposal 
for an energy-efficient underground data centre in 
the vicinity of the Jurong Lake District 
International Business Park. 

The digital marketplace is designed to 
encourage the availability of datasets through 
tagging for search purposes. Making datasets 
discoverable will encourage public and private 
organizations to consider an appropriate 
licensing model for monetizing their available 
data. It will also encourage local developers to 
use the data for the development of apps and 
content. It is proposed to set up a registry of 
datasets to start the process. Promotion of 
common API standards is one possibility, but 
ways need to be found to protect de-identified 
data from the re-identification of data. 

The Digital Marketplace 

 

These four components represent the ICT horizontals supporting the verticals of the IMM. Of the 

verticals, initially three have been prioritized: healthcare, transportation and Housing Development 

Board (HDB) estates.  

 

Robot dispenser at Tan Tock Seng hospital

 

As Singapore’s population ages, healthcare for the 
elderly becomes an important welfare issue. Using a 
range of ICTs, from IoT wearables, the cloud, video 
conferencing with the family doctor, and even 
robotics, for example in the dispensing of medicines 
at Tan Tock Seng hospital, R&D agencies, private 
companies and developers will be invited to 
contribute ideas, products and services. 

Healthcare is an area that suggests itself strongly to a 
Living Lab user-driven approach. (See below) 

Transportation is a sector where the AGBs equipped with power supplies, and fibre and wireless 

connections are being trialled to support services such as WiFi and real-time information on buses 

and trains. Currently, 32 MRTs are connected by wireless and as 4G LTE is rolled out, the role of TDD 

(Time Division Duplex) to be used as backhaul for heavy loads of data will be trialled.44  

                                                           
44

 TDD is suitable because backhaul data traffic is largely uni-directional whereas Frequency or FDD devotes 
separate spectrum for traffic in both directions. 
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On HDB estates, one of the innovations to be explored is RFG or ‘Requirements for Grid’. Over 

recent years there has been a movement to decentralize energy production, with enterprises in 

particular adopting their own electricity generation units. These can both feed into and off the main 

energy grids, selling or buying accordingly. The recent announcement by Tesla, the Silicon Valley 

vendor of electric cars, of small-scale energy packs using wind power or solar energy to generate 

electricity for homes and offices (see footnote 27) is indicative of where R&D is going. Given the 

intensity of sunlight in Singapore, the opportunities for alternative sources of ‘clean and green’ 

power should be significant. 

 

The Way Forward 

 

The process by which these initiatives are brought about will conceivably happen at three distinct 

levels. First, the well-established methods of collaboration between government and industry. These 

range from the IDA’s ‘Calls for Collaboration’ to undertake specified projects, and which now include 

the IDA Labs 45 to attract partners, located at the recently founded National Design Centre, together 

with initiatives through government-sponsored research agencies such as A*STARs I2R, to the 

networks of Singaporean and Singaporean-based companies such as those represented on the 

Steering Committee. Second, each horizontal and vertical sector has its own technological dynamic, 

driven by its own business imperatives to modernize and, where competition is effective, to 

innovate. The challenge arises when interconnectivity and interoperability of networks and systems 

require compatible standards and APIs. This is a key item on the agenda of the IDA’s standards 

committee. 

 

Third, is the Living Lab approach. So far in the consultation papers, this concept has received scant 

mention. The IDA’s 2014: Building a Smart Nation makes a passing reference to 20 partnerships at 

the Jurong Lake District purposed to create a “live environment and living lab” for smart nation 

projects, 46 and the Consultation Closing Summary Booklet refers to a living lab to “capitalise on 

Singapore being an ideal testbed for innovative technologies… to grow our industries and 

competitiveness.” 47 In appearance, these references seem to be more vendor-focused than end-

user-focused. An example from the corporate sector reflects a similar focus. IT services company 

NCS announced its smart city SURF@NCS programme as part of its Solutions for Urbanised Future 

initiative. Adopting a three-pronged approach, NCS will: 

 

• Establish SURF@NCS as a living lab for public agencies and commercial enterprises to create and 

test-bed smart city innovations in the areas of Education, Healthcare, Transport and Public Safety. 

• Grow a vibrant eco-system of like-minded partners for smart city development, starting with 15 

global technology players, local start-ups, and research institutes. 

• Train up to 120 talents in delivering and implementing smart solutions this year. 

                                                           
45

 http://www.ida.gov.sg/Programmes-Partnership/Store/IDA-Labs  
46

 IDA (January 2015) 2014: Building a Smart Nation, p.2 http://www.ida.gov.sg/Tech-Scene-News/Tech-
News/Trends/2015/1/2014-Building-a-Smart-Nation  
47

 MIC (December 2014) Infocomm Media in Consultation Closing Summary Booklet, p.4 
http://www.mci.gov.sg/web/content/infocom m-media-masterplan  
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It may well be that government sees the Living Lab approach as being end-user-focused insofar as 

the private sector tests the market, but this was not the original idea unless ‘testing the market’ 

takes on a more citizen-centric approach than is commonly the case, by test-driving products and 

apps and building the feedback and ideas into a creative process. That would be a smart thing to do. 

 

Contrarian Views  

 

There are important contrarian views about what it really means to be a smart city. Measuring a 

smart city by its application of technologies is only meaningful if the quality of life is enhanced rather 

than impoverished or over-sanitized. Richard Sennett, Professor of Sociology at LSE and New York 

University, refers to the “stupefying smart city”48 citing as examples Masdar in the UAE and Songdo 

in South Korea, both built environments that leave nothing to spontaneity or citizen’s creativity. No 

hidden and unexpected corners to explore, ordered down to the fineness architectural details “in 

which technology monitors and regulates the function from a central command centre”. This is to 

conceive the city in ‘Fordist’ terms – that is, each activity has an appropriate place and time.” Both 

these cities are, of course, newly built, but how many older cities are losing their creative charm, 

their human scale and their community history, for the sake of progress and profit? From an 

economist’s perspective, this could be seen as a case of market failure, the failure of the market to 

enhance a sense of community. Hence, the need for enforceable planning controls.49 

 

To this very day, Londoners remember the destruction of the old Euston railway station, a beautiful 

Victorian edifice that was replaced in the 1960s by a “’hideous’, ‘a dingy, grey, horizontal 

nothingness’, and a reflection of ‘the tawdry glamour of its time’, entirely lacking in ‘the sense of 

occasion, of adventure, that the great Victorian termini gave to the traveller’.” 50 That was still the 

era of modernism. In today’s post-modern architecture more or less anything goes, for better or for 

worse. Sometimes exciting, sometimes just entertaining, a ‘fun city’ until the novelty – like placing a 

ship-like edifice on the top of three towers – wears off a bit. But Sennett’s point is that even within a 

super-planned post-modernism, the creativity of start-ups and innovative ideas often come from 

outside the planned built areas of a city, and instead arise in the “dead zones” on the outskirts, or in 

the side street crevices of older low-rise dwellings where people create their own environment. He 

cites Boston as an example. He notes that in Mumbai’s Dharavi slum there have been many efforts 

“to erase the anarchy that seems to reign on the streets, to push the built environment upwards, off 

the street, in order to make it more orderly. These efforts have largely failed, rejected by people 

who instead use their own street smarts for survival.” Is this really an argument about creative 

conservation versus radical reconstruction? If so, then the answer has to be about achieving an 

acceptable balance, but then the question becomes - by what process is that balance arrived at? 
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 Richard Sennett (2012) ‘The stupefying smart city’, LSECities, http://lsecities.net/media/objects/articles/the-
stupefying-smart-city/en-gb/  
49

 On the other hand, markets can respond very effectively to community needs. In New York City, 36% of 
occupants are single and only 18% a nuclear family. Space is at a premium in NYC, and now developers are 
providing pre-fabricated micro-units studio apartments for singles that can be assembled within two weeks. 
https://sg.news.yahoo.com/micro-apartments-concept-york-044138879.html  
50

 Wikipedia, Euston railway station, 
http://en.wikipedia.org/wiki/Euston_railway_station#Architectural_controversy  
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How much involved and how involved are the citizens? How far can a smart city really become a 

Living Lab?  

 

Conclusion 

 

This paper has whittled down the concept of ‘smart’ to using limited resources in optimal ways. It’s a 

way of looking at ‘smart’ that will appeal to economists and engineers. The nature of the resources 

change, with ICTs being at the forefront today. The nature of the ways to use them also change 

according to the challenges to be met. Devoting resources to wind power and solar energy would 

have been considered financially wasteful during the industrial revolution when coal and oil were 

plentiful and cheap. Today the costs of pollution are beginning to be recognized, including a loss of 

competitiveness when smog envelops a city, and the dangers of climate change are already very 

evident.  

 

The other major shift has been a concern with citizen’s welfare. This is largely a socio-political 

development, but also partly an awareness issue. As populations grow older, and with the prospect 

of humankind expanding to 9 billion, welfare and environmental issues become unavoidable 

politically and socially, ethically and morally. Economic growth remains at the forefront of thinking 

about smart cities, if only to create the resources required to tackle the problems, but how to 

reconcile growth with conservation and environmental protection. Squaring what appears to be a 

vicious circle will only be possible if ICTs can assist in achieving greener growth and major advances 

in energy-efficient modes of production. But the biggest challenge will be finding smarter ways to 

consume which are consistent with the business models that drive the economy. A society that can 

begin to solve that conundrum would be really smart. As Hans Schaffers, et al.51 point out: 

 

“The positive impact of available smart city solutions on European cities has not yet been 
demonstrated, nor have the necessary funding mechanisms and business models for their 
sustainability been developed.” 

 

There’s a challenge. 

  

                                                           
51

 Hans Schaffers, et al. (201 ) Smart Cities and the Future Internet: Towards Cooperation Frameworks for Open 
Innovation p. 437 http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf            

http://www.springerlink.com/content/h6v7x10n5w7hkj23/fulltext.pdf
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Annex A 

Summary of Gaps in Smart Sustainable City (SSC) Standards52 

Service Sectors Gaps 

1 E-government  Government affairs that benefit the city and residents (emergency 
response, decision making, etc.) 

2 Transport  Integrated service within ITS 

 Information exchanges of networked vehicles 

 Energy efficiency of transport for SSC 

3 Logistics 
 Integrated services on logistics in SSC 

 Energy efficiency of logistics for SSC 

4 Public safety  Integrated management of public safety and security 

5 Healthcare  management of public healthcare issues in SSC 

6 Governance of urban 
infrastructure 

 integrated management of SSC (high level requirements, framework, meta-
model, data fusion, management services, cooperation in creation of 
infrastructure and sharing among service providers etc.) 

7 Energy and resource 
management 

 Integrated energy and resources management of SSC (monitoring, statistic, 
analysis, etc.) 

8 Environmental 
protection 

 Integrated environmental assessment 
exposure to environment pollution 

9 Climate change  Climate change assessment (adaption and mitigation) in SSC 

 ICT use in GHG emissions. 

10 Districts  Smart districts. 

 Smart community interface to e-government, public safety, emergency 
response, healthcare, energy and resources management, etc. 

11 Buildings and 
residential dwellings 

 Smart homes with linkage to safety and security, emergency response, 
entertainment, tele-medicine, etc. 

 Smart buildings and home with linkage to resources management including 
distributed and renewable energy, etc. 

ICT Standards 

12 SSC framework, 
architecture and 
information model 

 Terms and definitions. 

 Characteristics, high-level requirements and general capabilities. 

 Spatio-temporal information model. 

 ICT infrastructure/architecture framework and technical requirements. 

 Guidelines, methodologies and best practices to help cities to deliver ICT 
services including integrated management, IoT, big data and open data. 

13 Network and 
information security 

 Overall Cyber-security in SSC 

14 Sensing layers 
standards 

 The standardization of IEEE 1451 Smart Transducer Interface is not widely 
used in all services in SSC, especially in the industrial control field. There are 
still some standards to be researched related to the interface of Smart 
Transducer Interface with related SSC services. 

 Interface standards of barcode symbols systems to provide SSC services. 

 Interface standards of RFID systems to provide SSC services 

 Interface standards of Global Positioning System. The joint standardization 
activities of Global Positioning System should take into account the 
requirements of some relevant services in SSC, such as transport, logistics, 
etc. 

 Interface standards of video surveillance systems with other ICT systems 
such as GIS, clouding computing, big data, etc. considering relevant 
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 ITU Focus Group on Smart Sustainable Cities ‘Key performance indicators definitions for smart sustainable 
cities – Focus Group Technical Report http://www.itu.int/en/ITU-T/focusgroups/ssc/Pages/default.aspx  
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applications in SSC, such as public safety, urban governance, transport, etc. 

 Interface standards for smart metering with related services in SSC, such as 
Energy and resources management, Environmental Protection, Climate 
change, etc. 

15 Communication layer 
standards 

 There are some technology requirements that should be researched and 
fulfilled for the IoT and M2M applications based on the communication 
layer standards in SSC 

16 Data layer standards  Big data providing support to various SSC services 

 Spatio-temporal framework providing geographical location and navigation 
for various SSC services 

17 Application and 
support standards 

 Virtual reality 

 City simulation 

 Web service for SSC 

Management and assessment standards 

18 Strategic planning and 
partnership building 

 Mechanism and methods for the strategic planning and partnership 
building. 

NOTE – There is a strategy report on "building SSC" in FG-SSC [b-FG-SSC 
leaders]. 

19 Deployment and 
implementation 

 Procedure for the deployment and implementation 

20 Management and 
administration 

 Code of conduct for management and administration 

21 Reliance and disaster 
recovery  

 Identification of inter-relations among the various services impacting 
resilience and disaster recovery in an SSC  

 Procedure and methods for the resilience and disaster recovery 

22 Evaluation and 
assessment 

 Methodology of evaluation 

 Metrics of evaluation. 

Building and physical infrastructure standards 

23 Urban planning  City geo-information infrastructure for urban planning 

24 Low carbon design and 
construction 

 Evaluation for low carbon design and construction 

25 Intelligent building 
systems 

 Extended application for intelligent building systems in SSC 

26 Building information 
modelling (BIM) 

 Application for the building information modelling in SSC 

 Hierarchical application for CityGML and IndoorGML in SSC 

 Combination of BIM with IoT, GIS, wireless telecommunication in SSC 

27 Traffic systems N/a 

28 Urban pipeline 
network 

 Urban pipeline informatization 

 City geo-information infrastructure  

 


