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Executive Summary 

 

PPDR services are provided by public protection and disaster risk  agencies, otherwise 

known as ‘first responders’: notably police, fire and ambulance services, civil defence, and 

auxiliary services such as military search and rescue. PP events are level 1 everyday 

incidents such as road accidents, house fires, dangerous crowd situations, street crime, etc., 

and level 2 events such as major fires, kidnappings, etc. DR level 3 events are natural and 

man-made disasters with widespread social costs scaling up to major catastrophes. Events 

like terrorist attacks can straddle between them. 

The purpose of this study is to estimate the costs and benefits of awarding broadband 

spectrum to PPDR agencies on either an exclusive or a shared basis. The cost is the 

opportunity cost of not awarding that spectrum to commercial operators of 4G LTE services 

and any consumer surplus that may arise from tariff reductions to users as a result of 

greater competition among mobile network operators (MNOs). The benefits arise from any 

reductions in losses that may result from dangers to public safety as a consequence of using 

broadband applications in PPDR services.1 

Eight economies are studied: Australia, China, Indonesia, Malaysia, New Zealand, Singapore, 

South Korea and Thailand. The results of the cost-benefit approach will differ according to 

economy due to its level of risk. The study uses a combination of top-down and bottom-up 

methodologies. Top-down data is available from several internationally-recognized sources 

(see Table 1 of the study) and relates to the DR part of PPDR, that is to catastrophic events 

such as cyclones, earthquakes, epidemics, etc. Bottom-up data is focused on the “cost of 

crime” as a subset of the PP part of PPDR and relies heavily upon the database of UNODC 

and an online toolkit, IBM’s Benefits Estimator. 

This study makes the assumption that spectrum assigned to PPDR agencies could be used 

for a range of narrowband,  wideband and broadband PPDR applications, but it notes that 

the spread of broadband access, smart devices and applications is rapidly becoming the 

norm in societies and future decisions about PPDR services will have to take this into 

account. They cannot be made in isolation. One of the conclusions of the study is that 

broadband spectrum for a dedicated PPDR network outside of emergency situations could 

be shared on a commercial basis with non-PPDR users as an incentive to the efficient use of 

spectrum. This is exactly the reverse of the proposal of the FCC in the US which would assign 

the spectrum to commercial users but encumber it for sharing with PPDR agencies in times 

of need.  

                                                           
1
 For transparency, the research for this paper was supported financially by Motorola, but the findings of this 

paper are independent of Motorola or any other vendor. The study is technology neutral and spectrum neutral. 

Its sole focus is upon the potential costs and benefits of awarding spectrum to PPDR agencies. 
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The study notes the relevance of broadband applications for both PP and DR responses, and 

towards the end of the study reproduces several examples in boxes 2-6. These support also 

the findings of a small sample questionnaire sent to first responders and some regulators. 

(see Appendix 2).  

The findings are that in all eight cases the per capita losses sustained by society greatly 

outweigh the auction revenues plus consumer surplus that would arise from assigning the 

spectrum to 4G LTE operators. In the most marginal case of Singapore, the balance of the 

outcome is still over 2:1. 

Policy Implications 

The policy implications of this study suggest the following: 

 On a social cost-benefit basis the benefits of assigning broadband spectrum to 

dedicated PPDR services on an exclusive basis far outweigh the costs as measured by 

opportunity cost.  

 There is justification on a cost-benefit basis for allocating the spectrum that is 

considered sufficient for national needs. In all cases the cost-benefit analysis seems to 

support a case for up to 20MHz and in every case except Singapore up to 30MHz if 

necessary. The decision would need to be based upon a realistic assessment in each 

country of what contribution broadband would make to reducing the risk of loss.  

 On a cost-benefit basis the opportunity cost is insufficient to justify market-based 

assignments of spectrum for PPDR purposes. This is not to argue that there should not 

be some form of spectrum pricing to encourage the most efficient use of the spectrum, 

nor to argue against the possibility of incentive pricing to encourage PPDR agencies to 

share frequencies during non-emergency periods. But this sharing arrangement could 

be based upon the assignment of the spectrum to PPDR agencies and not to 

commercial users. If PPDR agencies have unused spectrum during non-emergency 

periods there would appear to be an economic argument in favour of their right to 

manage the leasing of the spare capacity.2  

Recommendations 

The purpose of this study is to provide a basis for judgment of the opportunity costs of 

awarding 10MHz or 20MHz of radio spectrum to PPDR agencies and an assessment of the 

scale of losses to society associated with breaches of public safety. How far broadband-

enabled PPDR services would be able to go in reducing the risk of such losses itself remains 

                                                           
2
 See also APT (2012) Report on PPDR Applications Using IMT-Based Technologies and Networks for a 

discussion of other alternatives. 
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a judgment call by specialists and experts in the field, but the qualitative evidence (see Box 

2-6 as examples) strongly supports the view that  

 There are many cases in which broadband-enabled applications would greatly 

increase the effectiveness of PPDR agencies 

 The fast accelerating trend within society is towards the adoption of broadband 

access, devices and applications, not least among the more organized criminals and 

terrorist groups, the significant increase in cybercrime being evidence of this as well 

as the use of video links and the Internet for surveillance of targets by terrorists. To 

be effective in meeting these challenges PPDR agencies need to keep abreast of 

these developments.  

In light of these conclusions, the following thoughts are raised for consideration 

1. In different countries the needs and requirements will be different, but 

common to all is the desirability of strengthening public safety first 

responders. For this 

a. A minimum spectrum band of 10+10MHz for a dedicated broadband 

PPDR certainly seems justified on the basis of the opportunity cost 

argument in the eight countries studied in this report (Australia, China, 

Indonesia, Malaysia, New Zealand, Singapore, South Korea, and Thailand.) 

b. Given the scale of public safety similarities between, for example, China 

and India, Indonesia and the Philippines, Singapore and Hong Kong, it 

seems highly likely on an opportunity-cost basis that dedicating a 

minimum of 10MHz and at least up to 20MHz for broadband PPDR is 

justified for most Asian countries.  

2. It would seem common sense (although legacy assignments may make it difficult to 

achieve) to harmonize the allocation of spectrum across the region to achieve 

economies of scale and a high degree of cross-border interoperability for public 

safety issues that cut across borders, such as natural disasters, search and rescue, 

anti-terrorism, etc. 

3. There will be periods of time (hopefully many such periods) when a dedicated 

broadband PPDR network will have unused capacity. Countries should examine the 

possibilities of spectrum sharing. This is the reverse of the FCC’s recommendation 

that networks should be privately-owned by mobile service providers and capacity 

made available to PPDR agencies at times of emergency. Security firewalls and 

guard-bands may be required, but the advantage is a network that has the 

architecture appropriate to the needs of PPDR. 
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4. PPDR agencies need to have in place professional spectrum management teams who 

are familiar also with the applications, their bandwidth requirements, traffic routing, 

interoperability and interconnection capabilities, devices and their application 

interface protocols (api’s), etc., to manage the network in times of both emergency 

and non-emergency. In other words, a decision to award broadband spectrum to 

PPDR agencies should be seen at the same time as an opportunity to upgrade their 

human resources and organizational capacities.  

5. If they do not already exist, PPDR technical committees with representatives of 

network operators, equipment suppliers, software applications developers, etc., 

could be established as a resource of technical information to keep PPDR agencies 

fully aware of technological and other relevant developments within the field of 

public safety. 
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Public Protection and Disaster Relief (PPDR) Services 

and Broadband in Asia and the Pacific: 

A Study of Value and Opportunity Cost in the Assignment of Radio Spectrum 

 

Preface 

As the following map illustrates, the risk to lives, property, the economy and environment 

from catastrophic events spares no region. The small dots which are everywhere on the map 

show comparatively minor events, but nevertheless they can be fatal. The larger dots 

indicate major catastrophes involving widespread losses to society. The map comes from 

Munich Re who classify catastrophic events according to category: geophysical, hydrological, 

meteorological and climatological.  The charts below show the global trend of natural 

catastrophes is rising. 

 

The occurrence of natural catastrophes is on the rise, driven by factors such as climate 

change, increased seismic activity and exacerbated by man-made problems such as 

deforestation, illegal logging, lack of building standards enforcement, etc. Chart 1 from 

Munich Re shows the trends in occurrence. 
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Chart 1 

 

Chart 2 from Munich Re shows the economic and insured losses also on the rise. (But note, 

the trend line for overall loss is mislabeled and is in fact the higher trend line rising from 

US$50 billion in 1980 to US$150 billion in 2010). 

Chart 2 
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Introduction     

The purpose of this paper is to make an assessment of the value society may place on public 

protection and disaster risk (PPDR) reduction services. This will make more meaningful 

comparisons with the alternative use (“opportunity cost”) of a scarce resource such as radio 

spectrum.3 The issue addressed in this paper is the opportunity cost of awarding radio 

spectrum for PPDR broadband applications.4,5 

PPDR can be seen as comprising of two components as outlined by the WRC-03.6 First, 

public protection (PP) mostly concerned with the “maintenance of law and order, protection 

of life and property, and emergency situations.” Second, disaster relief (DR) concerned with 

the “serious disruption of the functioning of society, posing a significant, widespread threat 

to human life, health, property or the environment, whether caused by accident, nature or 

human activity, and whether developing suddenly or as a result of complex, long-terms 

processes.”  These latter events are sometimes referred to as natural and man-made 

disasters or “catastrophes”.7 

The use of broadband connectivity speeds is applicable to both PP and DR, and it is an 

underlying assumption of this paper that in the future faster speeds will be needed to take 

full advantage of new network technologies and applications. The most compelling 

                                                           
3
  ITU Region 3 allocations for these frequencies come in bands: 406.1-430 MHz, 440-470 MHz, 806-824/851-

869 MHz, 4.940 – 4.990 GHz, 5.850-5.925 GHz; some countries have identified 380-400 MHz and 746-806 MHz 

for PPDR applications – see ITU-R Recommendation ITU-R M.2015 (03/12)  http://www.itu.int/rec/R-REC-

M.2015-0-201203-I  
4
 For transparency, the research for this paper was supported financially by Motorola Solutions, but the 

findings of this paper are independent of Motorola Solutions or any other vendor. The systems most widely 
used for narrowband and wideband dedicated networks are Project 25 or APCO-25 in North America with 
some adoption in Australia and a recommendation from New Zealand’s PPDR Radiocomms Interoperability 
Working Group (WG1), and Tetra and Tetrapol in Europe, and parts of Middle East, most commonly over a 
dedicated 380 - 400 MHz band. In Asia Pacific, South Korea, South-East Asia, Hong Kong  have allocated 
frequencies in the 380-400 and/or 410-430 MHz bands to TETRA. China has reserved the 350 to 370 MHz 
range for national security radio networks using TETRA. (See http://www.tandcca.com/about/page/11999 ) 
LTE has also emerged as a contender.  
5
 There are various options in the ITU Region 3 (Oceania) for broadband spectrum bands that could be 

allocated to PPDR agencies, including the APT’s proposal to use the 700MHz band as part of the digital 

dividend and proposals to use frequencies above 820 MHz and coordination with IMT below 820MHz. See APT 

(2012) ‘Outcomes of the Working Group Spectrum Aspects of the APT Wireless Group (AWG) from the 12th 

Meeting of AWG, 10 – 13 April 2012, Xiamen, PR China.’ 
6
 World Radiocommunications Conference (2003) Resolution 646 (WRC 03) Public protection and disaster relief 

(Geneva) 
7
 Munich Re classifies catastrophes 1-6, from small scale loss to Great Natural Catastrophe: “In line with 

definitions used by the UN, natural catastrophes are considered great if the affected region’s ability to help 

themselves is clearly overstretched and supra-regional or international assistance is required. As a rule, this is 

the case when there are thousands of fatalities, when hundreds of thousands of people are made homeless, or 

when the overall losses – depending on the economic circumstances of the country concerned  –  and/or 

insured losses reach exceptional orders of magnitude.” Munich Re NatCatServices  

http://www.itu.int/rec/R-REC-M.2015-0-201203-I
http://www.itu.int/rec/R-REC-M.2015-0-201203-I
http://www.tandcca.com/about/page/11999
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examples of applications requiring higher speeds are those based upon real-time and high-

speed video links, high-definition imaging and fast access to ‘Big’ data analysis.8 Examples of 

real-time streamed video would be the use of cameras mounted on robots sent into 

hazardous environments to send back information to first responders in cases such as fires 

in dangerous chemical plants or oil refineries or in terrorist or hostage situations. (See Box 4) 

Another example would be identifying the number plate on a suspect moving vehicle or a 

suspicious face on a surveillance camera which could then be automatically referenced back  

to a database of biometric details and other identification metrics. The reference back to a 

database may be assisted by very high speed ‘Big’ data search: what could be called 

‘security analytics’ comparable to the growing use of ‘business analytics’. 

These could be called examples of evidential surveillance. There can also be incidental 

surveillance such as when a routine surveillance camera or possibly a TV broadcast camera 

or even a video or photograph taken on a mobile phone by a member of the public reveals 

some previously unseen suspicious act. A key factor here is whether or not the image and its 

transmission to the PPDR agencies concerned is of sufficiently high definition to be helpful.  

A reinforcement of the proposition that PP and DR will both make greater use of broadband 

applications in the future comes from the replies to a small study questionnaire sent to first 

responders around the Asia Pacific region. This is referenced later in this report. The 

answers have reinforced the assumption in this study of the future importance of 

broadband for effective and efficient PPDR services. But what of the value of those services? 

How much is the public willing to pay for them? What is the opportunity cost to the public? 

If the public feel the risk to public safety is minimal and the risk of a catastrophic event such 

as an earthquake or of flood is low, and the consequences of such a catastrophe happening 

are not too great, then the willingness to pay is likely to be low. In that case, support for an 

alternative use of the resources, such as radio spectrum, will be high, especially if an auction 

to commercial users holds the promise of raising significant revenues for the national 

treasury. Therefore it is helpful to examine the cost to society of threats to public safety.  

Top-Down and Bottom-Up Approaches to Value of Public Safety 

It is not easy to quantify by how much the costs to society of threats to public safety will be 

reduced or constrained by having effective and efficient PPDR services. A fire that is put out 

early rather than late clearly saves property and maybe lives. A timely evacuation of an area 

ahead of a natural disaster can save many lives. Containing and isolating a terrorist attack 

may save society untold horrors. The only obvious way to make such a calculation is to place 

a value on known loss of life, property and damage to the environment and then to make an 

educated guess at what percentage of those costs could be saved in the future.  

                                                           
8
 ‘Big’ data refers to algorithmic search of vast amounts of mostly unstructured (apparently unrelated) data to 

find patterns and correspondences. Social media, for example, generates huge amounts of such data. 
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Valuations can be approached from the top-down or the bottom-up. The top-down 

approach can make use of the overall value assessments from internationally recognized 

sources, such as EM-DAT and Munich Re (see below).9 These valuations tend to refer to DR 

losses. A bottom-up approach relies upon estimates of costs per incident, such as the loss of 

lifetime earnings through death, the insured cost of injuries or loss of property, etc. There 

are international sources for some of these incidents. Numbers for murders, assaults, rapes 

and robberies are available for selected countries from a UNODC database, and online 

toolkits do exist for placing a value on each loss in different countries (see below).10 These 

data sets tend to refer to PP losses.  

Table 1 provides references to some of the most important databases and to an online 

toolkit, IBM’s Benefits Estimator from IBM’s smarter cities/smarter government programme.  

Table 1 

Disaster databases and an online business estimator 

Institution Database URL 

ADRC GLIDE http://www.glidenumber.net/glide/public/search/search.jsp  

CRED EM-DAT http://www.emdat.be/database  

GFDRR DaLA methodology 11 https://www.gfdrr.org/Track-III-TA-Tools  

IBM Benefit Estimator https://roianalyst.alinean.com/ibm_bva/AutoLogin.do?d=8125

24897799126506  

Munich Re NatCatService http://www.munichre.com/en/reinsurance/business/non-

life/georisks/natcatservice/default.aspx  

Swiss Re Sigma http://www.swissre.com/search/?searchByLanguage=851547

&searchByDate=&searchterm=Sigma&searchByCategory=  

UNDP  Desinventar http://www.desinventar.net/  

UNODC Global Study on 

Homicide, 2011 

http://www.unodc.org/documents/data-and-

analysis/statistics/Homicide/Globa_study_on_homicide_2011_

web.pdf 

WHO Data and Statistics http://www.who.int/research/en/ 

 

                                                           
9
 Other sources would include media reports of catastrophic events and official estimates issued by 

governments and relief agencies. 
10

 Other sources include annual reports of PPDR agencies and national or central statistical office (CSO) reports. 
11

 DaLA is a Post‐Disaster Needs Assessments (PDNAs) methodology. “The Damage and Loss Assessment (DaLA) 

Methodology was initially developed by the UN Economic Commission for Latin America and the Caribbean 

(UN-ECLAC) in 1972. It has since been improved through close cooperation of WHO, PAHO, World Bank, 

InterAmerican Development Bank, UNESCO, ILO to capture the closest approximation of damage and losses 

due to disaster events. It is a flexible tool that can be adapted to specific disaster types and government 

ownership requirements. The DaLA Methodology bases its assessments on the overall economy of the affected 

country. It uses the national accounts and statistics of the country government as baseline data to assess 

damage and loss.  It also factors in the impact of disasters on individual livelihoods and incomes to fully define 

the needs for recovery and reconstruction.” https://www.gfdrr.org/Track-III-TA-Tools  

http://www.glidenumber.net/glide/public/search/search.jsp
http://www.emdat.be/database
https://www.gfdrr.org/Track-III-TA-Tools
https://roianalyst.alinean.com/ibm_bva/AutoLogin.do?d=812524897799126506
https://roianalyst.alinean.com/ibm_bva/AutoLogin.do?d=812524897799126506
http://www.munichre.com/en/reinsurance/business/non-life/georisks/natcatservice/default.aspx
http://www.munichre.com/en/reinsurance/business/non-life/georisks/natcatservice/default.aspx
http://www.swissre.com/search/?searchByLanguage=851547&searchByDate=&searchterm=Sigma&searchByCategory
http://www.swissre.com/search/?searchByLanguage=851547&searchByDate=&searchterm=Sigma&searchByCategory
http://www.desinventar.net/
http://www.unodc.org/documents/data-and-analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf
http://www.unodc.org/documents/data-and-analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf
http://www.unodc.org/documents/data-and-analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf
http://www.who.int/research/en/
https://www.gfdrr.org/Track-III-TA-Tools
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The sources of information used in these databases are varied. For example, Swiss Re states 

as follows, with a note of caution added: 

 

Generally, total (or economic) losses are estimated and communicated in very 

different ways. As a result they are not directly comparable and should be seen only 

as an indication of the general order of magnitude… Sources: Information is 

collected from newspapers, direct insurance and reinsurance periodicals, specialist 

publications (in printed or electronic form) and reports from insurers and reinsurers. 

(Sigma No.1/2011,12 p.34, p.36) 

 

The Organization and Methodology of this Paper 

This study undertakes three tasks. First, using secondary sources, it summarizes the 

economic costs or “value loss” caused by selected public safety (PP and DR) events in eight 

economies in the Asia Pacific region;13 second, it analyses the value of using broadband 

PPDR (public protection and disaster risk) service radio-communications in response to such 

disasters; thirdly, it estimates the opportunity cost of allocating broadband radio spectrum 

below 1GHz in these economies to PPDR service providers.  

 

It is important to note that by no means all PPDR services need broadband spectrum for 

radio-communications, so the purpose of the study includes an identification of PPDR 

services that are most likely to benefit from broadband. This was done partly through a 

small sample survey of first responders and regulators in March 2013. The questionnaire  

was based upon a review by ETSI with added examples of applications arising from 

interviews with first responders. The results of the survey are briefly summarized in Box 1 

and in more detail along with the questionnaire in Appendix 1.  

 

Box 1 

Questionnaire: The Need for Broadband 

There were eight respondents from six countries, five respondents were first responders, 

two were regulators and one from a research institute, but in some cases they were 

responding on behalf of several colleagues.  

The questionnaire specified 16 applications and asked for each of them whether 

narrowband was sufficient, or broadband was either desirable or required. Narrowband was 

deemed sufficient by some respondents for four of the applications with 4 votes (one vote 

for each application); broadband was deemed desirable by some respondents for all the 

                                                           
12

 http://www.swissre.com/sigma/?year=2011#anchor0  
13

 Australia, China, Indonesia, Malaysia, New Zealand, Singapore, South Korea and Thailand 

http://www.swissre.com/sigma/?year=2011#anchor0
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applications, with a total of 56 votes; and broadband was deemed a requirement by some 

respondents for 14 of the applications with a total of 42 votes. 

The results do not prove anything, for example, they do not prove the technical 

requirements or performance standards in terms of speeds, bandwidths and coverage for 

different applications, but they do reflect a view among PPDR specialists that broadband has 

to be the way to go for the future.  

 

It may be noted that there are few fixed definitions of narrowband, wideband and 

broadband. Narrowband is widely regarded as 64kbps voice channels of 25kHz or less , 

wideband as up to 384kbps or in some cases 500kbps, and broadband, which started off as 

144kbs as ISDN-B is now best regarded as having no known upper limit short of the speed of 

light. 14 From practical policy and operational points of view speeds are therefore best 

regarded in terms of what applications they can support. For example, 2.5Mbps seems to be 

the minimum current standard acceptable for commercial and for surveillance video.15  

Other Studies 

As far as the author is aware no similar study for the Asia Pacific region has been 

undertaken. The timing of the study is designed to assist policy makers and spectrum 

management regulators in their forthcoming decisions, especially with regard to the digital 

dividend arising from the freeing up of spectrum in the VHF and UHV bands as analogue TV 

gives way to digital terrestrial transmission or DTT. 

This study uses a cost-benefit approach.  An econometric study carried out in the US by the 

Phoenix Center also used a cost-benefit analysis,16 but due to the absence of similar data for 

Asia Pacific this study develops a slightly different approach. The Phoenix model set out to 

compare the costs and benefits of assigning 10MHz of contiguous broadband spectrum to 

PPDR agencies (giving them 20MHz in total) and thereby postponing assignment of 10MHz 

to 4G LTE services versus immediate assignment to 4G LTE services but with an 

encumbrance (the FCC’s approach) to share bandwidth with PPDR services in the event of an 

emergency. They concluded the balance of benefits to costs were in favour of the former 

policy.  

                                                           
14

 See APT (2009) APT Report on Possible Harmonized Use of Bands 406.1-430 MHz, 806-824/851-869 MHz and 

5,850- 5,925 MHz for PPDR Applications in Some APT Countries, Danang, Vietnam APT/WF/REP-08 at 

http://www.apt.int/AWF-RECREP  
15

 http://en.wikipedia.org/wiki/High-definition_video#HD_in_video_surveillance  
16

 George S. Ford and Lawrence J.Spiwak (2011) ‘Public Safety or Commercial Use? A Cost/Benefit Framework 

for the D Block’ Phoenix Center Policy Bulletin No.26 

http://heartland.org/sites/all/modules/custom/heartland_migration/files/pdfs/29464.pdf  

http://www.apt.int/AWF-RECREP
http://en.wikipedia.org/wiki/High-definition_video#HD_in_video_surveillance
http://heartland.org/sites/all/modules/custom/heartland_migration/files/pdfs/29464.pdf
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The model they use includes data from previous auctions of encumbered and 

unencumbered spectrum from which they derive their analysis plus the market 

concentration ratio as measured by the Hirschman-Herfindahl Index (HHI) to determine the 

likely consumer surplus in terms of reduced mobile service tariffs arising from the 

assignment of additional spectrum to mobile network operators, and by implication the 

consumer surplus that would be postponed for several years (they assume 5 years) if the 

assignment went to PPDR instead. (See below for a discussion of the findings of the Phoenix 

model.) In the absence of similar data this report compares the cost per capita of selected 

PPDR incidents over the period 2000-2011 (annualized) with the potential revenues from 

auctioning 20MHz of spectrum to 4G LTE operators plus any consumer surplus that may 

result, both on an annualized per capita basis. 

Asia Pacific Context 

The scale of public safety challenges in the Asia and the Pacific is on the rise which follows a 

global pattern. According to the World Bank17 

Natural disasters are becoming more costly: in constant dollars, disaster costs 

between 1990 and 1999 were more than fifteen times ($652 billion in material losses) 

than they were between 1950 and 1959 ($38 billion at 1998 values. (p.xix)) 

 

Placing a value on loss is not an exact science. The loss assessments are estimations made 

by various agencies and organizations coming at it from different perspectives and based 

upon a number of different factors. One factor that will influence valuation is the per capita 

GDP of the country affected. In wealthy communities personal lifetime earnings will be 

higher and property values higher, so a loss assessment based upon the insured values or 

upon loss of lifetime earnings will inevitably appear higher than in a poor community. This 

also means that over time the valuations placed upon losses of the same physical magnitude 

could rise.18 The other side of this coin, the “willing to pay” to reduce the risk of loss also 

increases which is why insurance companies can stay in business. The better the risk 

reduction and disaster relief system available the lower can be insurance premiums. This 

suggests that equipping first responders with the tools to do an efficient and effective job, 

from an economic perspective, is therefore of increasing value to the community.  

                                                           
17

 World Bank (2006) Hazards of Nature, Risks to Development: An IEG Evaluation of World Bank Assistance for 

Natural Disasters, http://www.worldbank.org/ieg/naturaldisasters/docs/natural_disasters_evaluation.pdf  
18

 The percentage of GDP lost through disasters is perhaps a better comparative measure between countries 

because automatically this normalizes values. 

http://www.worldbank.org/ieg/naturaldisasters/docs/natural_disasters_evaluation.pdf
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The peoples of Asia and the Pacific have very good reasons to be willing to pay for fast and 

effective disaster risk reduction. According to Cred Crunch 19 

 

Preliminary EM-DAT figures show that during the first semester of 2012, 143 natural 

disasters occurred, killing over 2,500 people, affecting almost 61 million others and 

causing more than US$6.9 billion of economic damages. Over the same period, 86 

countries experienced at least one natural disaster, with the most affected countries 

being Afghanistan, the United States and the Philippines. These countries were 

mainly affected by floods and storms. China and Afghanistan had the highest number 

of natural disaster fatalities, with respectively 280 and 268 persons killed. As is often 

the case, China had the highest number of people affected by natural disasters, with 

over 30 million people affected or 50% of the worldwide total. 

 

The horrendous losses suffered by people worldwide are recorded in the following charts 

from APDR which tellingly show the impact is greatest in the Asia Pacific region. 

 

Chart 3 

 
                                            Source: Asia-Pacific Disaster Report 2012 

                                                           
19

 Cred Crunch, Issue 29, September 2012 http://cred.epid.ucl.ac.be:1010/f/CredCrunch29.pdf  

http://cred.epid.ucl.ac.be:1010/f/CredCrunch29.pdf
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And the following Chart 4 shows just how devastating catastrophes can be. 

 

Chart 4 

 
                                                                  Source: Asia-Pacific Disaster Report 2012 

 

Table 2 from Swiss Re shows that Asia Pacific in 2010 in economic terms was the hardest hit.  

 

Table 2 

Catastrophes in 2010 by Region 

Region Number Victims Insured loss 
($m) 

Economic loss 
($m) 

As a % of GDP 

N. America 36 139 15,348 20,551 0.13 

S. America 
and the 
Caribbean 

39 225,784 8,977 53,378 1.10 

Oceania/ 
Australia 

7 50 8,860 13,131 0.95 

Europe 37 56,490 6,303 35,204 0.19 

Asia 139 17,955 2,240 74,840 0.28 

Africa 32 2,640 124 337 0.02 

Seas/Space 14 515 1,623 20,623 - 

World Total 304 303,573 43,475 218,064 0.31 
Source: Sigma No.1/2011 p.6 http://www.swissre.com/sigma/?year=2011#anchor0  

 

 

 

http://www.swissre.com/sigma/?year=2011#anchor0
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From the above sources it may be concluded that: 

 The annual occurrence of serious threats to public safety including catastrophic 

events seems to be on an increasing trend (Chart 1) 

 The loss of lives, property and damage to the made-man and natural environment as 

measured in economic and insured terms are increasing (Chart 2) 

 The Asia Pacific region seems to be the most vulnerable (Charts 3 & 4) 

 It is reasonable to speculate that the public’s “willingness to pay” increases as the 

perceived risks and the potential losses increase (See Andrew Webber, 2010 20) 

 The economic value of PPDR services increases if they become more capable of 

reducing the public safety risk and losses (By definition) 

 Providing PPDR agencies with broadband capabilities is likely to increase their 

capacity to reduce public safety risk and losses (By hypothesis) 

 

PPDR Services  

Public protection and disaster reduction (PPDR) services, sometimes just called public safety 

services, are those typically provided by first responders such as the police, fire and 

ambulance services, civil defence forces, border guards, armed forces search and rescue 

missions, etc., to events that threaten public safety including threats to life, property and 

the environment. The costs involved include material losses such as deaths, injuries, 

destroyed property and infrastructure, as well as the loss of output and of investment that 

may be postponed, diverted to other locations or cancelled altogether. 21 

This study looks at selected areas of PP and DR incidents that require first responder action 

and focuses exclusively upon the allocation of radio spectrum bandwidth for terrestrial 

broadband PPDR services.22 

Fast, efficient and secure communications are a basic requirement of first responders.23  

                                                           
20

 Andrew Webber (2010) Literature Review: Cost of Crime argues that a consumer surplus (CS) approach that 

takes into account the intangible costs such as distress as well as material losses best captures the public’s 

willingness-to-pay, so CS is positive if this exceeds private insurance plus tax dollars spent on PPDR. 

http://www.crimeprevention.nsw.gov.au/agdbasev7wr/_assets/cpd/m660001l2/cost%20of%20crime%20liter

ature%20review.pdf  
21

 See in Table 1 the methodology of DaLA 
22

 Military and airborne operations are excluded.  Allocations for satellites and for aircraft and helicopter 

communications have already taken place in numerous jurisdictions, for example, in the UK and Ireland 20 

MHz in the 3.5 GHz band has been set aside for such communications, but across Europe there has not been 

harmonization of air-to-ground allocation. See WIK-Consult and Aegis (2010) PPDR Spectrum Harmonisation in 

Germany, Europe and Globally: Final Full Public Report http://www.bmwi.de/English/Redaktion/Pdf/ppdr-

spectrum-harmonisation-germany-europe-globally,property=pdf,bereich=bmwi,sprache=en,rwb=true.pdf 
23

 See also APT (2012) APT Report on PPDR Applications Using IMT-Based Technologies and Networks p.6  

http://www.crimeprevention.nsw.gov.au/agdbasev7wr/_assets/cpd/m660001l2/cost%20of%20crime%20literature%20review.pdf
http://www.crimeprevention.nsw.gov.au/agdbasev7wr/_assets/cpd/m660001l2/cost%20of%20crime%20literature%20review.pdf
http://www.bmwi.de/English/Redaktion/Pdf/ppdr-spectrum-harmonisation-germany-europe-globally,property=pdf,bereich=bmwi,sprache=en,rwb=true.pdf
http://www.bmwi.de/English/Redaktion/Pdf/ppdr-spectrum-harmonisation-germany-europe-globally,property=pdf,bereich=bmwi,sprache=en,rwb=true.pdf
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 To alert them to impending or actual danger to the public: the speed of response can 

be crucial 

 To provide information in sufficient detail as to allow them to identify the nature of 

the problem and respond accordingly: information is often partial, not always 

accurate, and requires further confirmation 

 To ensure that the communications have not been intercepted, altered or blocked in 

any way: if information is blocked or altered in some way the response is 

compromised, and if criminality is involved then interceptions can alert the suspects 

 To enable first responders to communicate with complementary services to 

maximize the comprehensiveness and efficiency of the response: a relatively minor 

event may still necessitate police, fire and an ambulance service, whereas a 

catastrophic event will require a large-scale mobilization of civil defence services 

during which the scope and clarity of communications become crucial 

 To enable fast and efficient communications between command centres and field 

operations and if necessary directly between field operators: not only is timely 

information important but in the event of damage and interruption to 

communications networks there needs to be redundancy in the system and ways to 

maintain all-round field contact 

 To communicate the alert to civil authorities and to issue warnings to the public: the 

dissemination of accurate information, warnings and advice to civil authorities and 

the public is especially crucial during catastrophic events such as widespread 

flooding, earthquakes, chemical explosions, terrorist attacks, etc.  

Public networks such as 3G+ and 4G LTE systems that enable streamed video and image 

transfers, and social media networks that can spread warnings within minutes are important 

auxiliary modes of communications for first responders and absolutely helpful for the rapid 

dissemination of public information such as warnings. However, during major disaster 

situations such as catastrophes, public networks are quickly degraded with traffic overload. 

There is also little direct control over the accuracy of the information being spread over 

social networks and important, urgent and accurate information can get crowded out. An 

additional threat in the future could be the use of distributed denial-of-service (DDoS) 

attacks by terrorists against IP-networks such as 4G LTE prior to carrying out an act of terror, 

thereby depriving a PPDR network of auxiliary support. 

 

All networks are designed to meet certain busy-hour peak loading conditions, which means 

that unless there are some sharing arrangements of unused capacity during off-peak hours 

there is bounded capacity available for traffic surges. Where PPDR services are using 

dedicated networks the same issue arises, but without the same regularity of event 

frequency. Major floods or fires are not daily “busy hour” events, although for some types 

of public safety events, such as traffic accidents, there is a greater likelihood of occurrence 
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during certain times of the day or night. Provisioning for these surges or “spikes” in traffic 

inevitably adds to the cost of providing adequate PPDR coverage for a territory. It is rather 

like accident or health insurance, it is a cost that the insured person hopes they never have 

to claim back, but the potential costs should a major accident or health problem occur 

outweigh the costs-saved by not having it. The World Bank has pointed out that natural 

disasters such as floods and landslides can wipe out years of donor aid money to less 

developed countries spent on schools and hospitals and roads within a matter of days.24 

The Digital Upgrade 

To ensure the means of communications are adequate to requirements, PPDR services have 

for many years made use of wireless communications and handheld devices over 

frequencies offering narrowband. In many cases these frequencies are bands dedicated to 

PPDR, but in other cases they are frequencies shared with other users such as CB (citizen 

band radio, for example, in Thailand) and use is frequently made of capacity leased from 

commercial mobile cellular operators.25  Using commercial networks risks congestion at 

peak usage hours and is insecure, but unencrypted radio messages using walkie-talkies and 

two-way radios is also not secure.26 Security is not the major issue for most of the day-to-

day events needing a rapid response. For example,  in the case of a road accident or a house 

fire a rapid response from police, ambulance and fire services the most important mode of 

communication is narrowband voice communication. This may be followed by text 

information, such as the vital statistics (heart rate, blood pressure, temperature, etc.) of the 

victim of the accident or the fire being taken to hospital in an ambulance. Text, such as SMS, 

is only available on digital networks, and so the first important upgrade in PPDR services 

communications has been to embrace digital.  

Narrowband, Wideband and Broadband  

Narrowband is typically defined as a speed or bitrate up to 64kbps which is one voice 

channel in a radio system. Wider bandwidths that support more than one voice channel are 

referred to as wideband, typically up to around 384kbps. Anything beyond that is typically 

referred to as broadband. Under laboratory conditions, today’s 4G cellular systems have 

reached up to 1Gbps, but more typically operate at speeds well below 100Mbps. And as the 

commercial demand for streamed video and other high bandwidth-hungry applications 

grows along with the number of users the size of the bandwidth channel required to 

                                                           
24

 World Bank (2006) Hazards of Nature, Risks to Development: An IEG Evaluation of World Bank Assistance for 

Natural Disasters 
25 “In a number of European countries, it is not unusual to supplement PPDR capabilities with the use of 

commercial services, especially for functions that are relatively less critical. Indeed, it is not unusual for PPDR 

workers to treat their mobile phones as an emergency backup to normal PPDR communications.” (WIK-Consult 

and Aegis (2010) PPDR Spectrum Harmonisation in Germany, Europe and Globally: Final Full Public Report p.5) 
26

 Listening in to police radio messages on a VHF radio frequency can still be easily done in many countries.   
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support PLMN (public land mobile networks or otherwise simply PMR or public mobile radio) 

is trending upwards from 5MHz to 10Mhz and beyond.  

The APT in Bangkok has considered the possibility of 20 MHz of PPDR in the UHF band as 

part of the digital dividend.27 A report by WIK in Europe suggests 25MHz is the minimum 

required as the need for higher data speeds generally goes up.28 China has suggested it may 

require 30 MHz for its own needs.29  

The Broadband Upgrade 

The rapid spread of broadband raises the inevitable question: should PPDR services upgrade? 

PPDR is not a commercial service and the issue is how far should the claims for broadband 

spectrum devoted to PPDR services take precedence over competing claims from 

commercial services, in particular from 4HG LTE broadband wireless networks? There are 

three issues commonly debated in this regard 

 Should broadband spectrum be dedicated to PPDR services or should PPDR services 

share spectrum with other services? 30 

 How much broadband spectrum should be allocated to PPDR services, should it be in 

bands below 1GHz and need it consist of contiguous frequencies? 

 Should the spectrum be assigned by mechanisms that mimic the market to ensure 

efficient usage or should they be assigned by command and control mechanisms as an 

issue of public interest and national security? 

This study addresses these issues. The study finds that the answer to the first bullet point is 

that in most countries there is a convincing argument on a cost-benefit basis to allocate 

spectrum exclusively to the use of PPDR services. The answer to the second bullet point is 

again in most countries there is justification on a cost-benefit basis for allocating the 

spectrum that is considered sufficient for national needs. The answer to the third bullet 

point is that on a cost-benefit basis the opportunity cost is insufficient to justify market-

based assignments of spectrum for PPDR purposes. This is not to argue that there should 

not be some form of spectrum pricing to encourage the most efficient use of the spectrum, 

nor to argue against the possibility of incentive pricing to encourage PPDR agencies to share 

frequencies during non-emergency periods. But this sharing arrangement would be based 

upon the assignment of the spectrum to PPDR agencies and not to commercial users. 

                                                           
27

 APT (2009) Report on UHF Band Usage and Considerations for Realizing the UHF Digital Dividend No. 

APT/AWF/REP-11 at http://www.apt.int/AWF-RECREP  
28

 WIK-Consult and Aegis (2010) PPDR Spectrum Harmonisation in Germany, Europe and Globally: Final Full 

Public Report   
29

 APT - 14
th

 Meeting of the APT Wireless Group (AWG-14), 18 – 21 March 2013, Bangkok, Thailand 
30

 For a discussion of these options, see APT Wireless Group (2012) APT Report on PPDR Applications Using 

IMT-Based Technologies and Networks  

http://www.apt.int/AWF-RECREP
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This paper is thus exclusively focused on the case for broadband spectrum for PPDR services 

and under what circumstances it is justified from a public interest point of view. The 

technologies used are not the concern of this study, but whatever technologies and 

standards are used, for obvious reasons it makes good sense that they be interoperable and 

ideally based upon standards that are commonly available in commercial broadband 

wireless networks to achieve economies of scale in their purchase, installation and usage. 

The use of such technologies and standards also makes it more likely to achieve regional 

harmonization. The arguments for regional harmonization are secondary to the main 

concerns of this paper, but it is worth noting that harmonization may significantly impact 

upon economies of scale and therefore on the cost of building networks. It may also assist in 

cases of threats to public security and safety that cross borders such as forest fires, terror 

attacks, pestilence and disease, severe tropical storms, etc., as well as border controls with 

neighbouring territories. 31 

The issues addressed are as follows: 

 What value can society place upon PPDR services that could be enhanced by the use 

of broadband. This can be an indicator of the opportunity cost of not allocating 

broadband spectrum to PPDR services.  

 What are the opportunity costs of allocating broadband spectrum to PPDR services. 

The opportunity cost being measured in terms of the revenues foregone by not 

allocating the broadband spectrum reserved for PPDR services to commercial 

services such as 4G LTE.  

The fundamental assumption of this study is that whatever band of frequencies are 

allocated to PPDR services, whether on an exclusive, a primary or a shared basis, they 

should be able to accommodate a sequence of communications from voice to applications 

requiring either wideband or broadband.32 This means that although the allocation of 

spectrum must allow for the adoption of broadband technologies and standards, the 

bandwidths required are not allocated on the basis that all or even most of the 

communications are quintessentially broadband in nature.  

PPDR and Commercial Networks 

The decision to allocate a scarce resource to any service can be taken on a variety of 

different grounds, but they all imply an economic outcome of some sort. A decision taken 

                                                           
31

 For example, it would seem obvious that coordinating search and rescue operations across national borders 

ideally requires the teams involved to be able to communicate with each other directly.  
32

 This is not meant to preclude the continued use of narrowband and wideband frequencies at different 

bandwidths. These are not only a backup safeguard against non-availability in times of emergency, they would 

also be compatible with an incentive pricing model that allows PPDR agencies to lease out broadband 

spectrum when not in PPDR use.  
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on grounds of “public interest” is equally as legitimate as one taken on grounds of 

“commercial interests”, but whereas “public interest” is unequivocal in setting the priorities, 

“commercial interests” imply a belief that public and private interests are compatible and 

can work in harmony. In an ideal world, if and when an emergency situation arises, private 

commercial interests would give way to over-riding public interests, for example, network 

capacity for PPDR services would be prioritized. In practice this may prove difficult to 

achieve, and impossible if the network is down. In this regard, the prior decision to invest in 

network capacity, in secure locations and in the required geographical areas will prove to be 

of crucial importance, and these investments may not be the ones a commercial operator 

has any self-interest in undertaking. Nevertheless, an informed policy decision one way or 

the other can be assisted if the economic implications of the decision are fully recognized 

and understood. 

This paper therefore examines the case for broadband for PPDR services and the agencies 

that run these services in terms of the potential benefits that can be realistically evaluated, 

or, put another way, the potential opportunity cost of not investing in broadband for PPDR 

services. The word potential is emphasized because no one can know precisely when and 

where and the scale of the next public disaster; all that can be known is that unless the 

circumstances of the world change dramatically and unexpectedly so that climate change 

problems disappear, terrorism disappears, and natural as well as man-made disasters (such 

as landslides due to illegal logging) disappear, unless these things happen there will be no 

end to public disasters of one sort or another. On the contrary, we do know from the data 

(see above) that these disasters are occurring more often and at greater cost to life and 

property and the environment than at any time since records began. Although the rising 

cost may be in part due to inflated values of modern economies, such as increasing property 

prices, the rising costs in terms of lives and environmental destruction are absolute.  

With the potential costs of disasters growing this paper uses the data since 2000 to estimate 

these costs across 8 economies of the Asia Pacific region on a per capita basis. The per 

capita basis is used to normalize across economies of very different population sizes. This 

data is then compared with the per capita opportunity cost of allocating the broadband 

spectrum by auction to commercial operators.  

It should be noted that if the spectrum is encumbered in any way by regulation to be shared 

with PPDR agencies in times of emergency, this will reduce the value of the spectrum 

depending upon the scope and detail of the encumbrance.33 This implies that sharing 

arrangements will reduce auction revenues below their forecast unencumbered commercial 

                                                           
33

 Any regulation that induces operators to do things or restrain them from doing things will by definition 

reduce their potential profitability and therefore the value they will bid for spectrum. If the regulation did not 

have this effect it would not be necessary as the operators would do according to their own self-interests. The 

justification for such regulation is that it will bring greater benefits to a wider community.  
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value, weakening the economic argument against, or strengthening the economic argument 

for, an allocation to PPDR agencies.34  

This outcome might  be averted by the use of a regulatory incentive mechanism or a 

regulatory compensatory mechanism as is being proposed by the FCC, 35 but this could 

easily end up as money out of one pocket and into another unless there are significant cost 

advantages in not building a PPDR network that can meet the needs of catastrophic 

emergency situations.36 

The US Experience 

According to the US 2010 National Broadband Plan, the FCC will award 10MHz in what is 

named Block D upper 700MHz band as dedicated spectrum for broadband PPDR services.37 

A contiguous 10MHz will be auctioned for commercial cellular operators using LTE. The FCC 

has advocated the adoption of cellular architectures by PPDR agencies and the use of LTE 

technologies to increase spectral efficiency as well as to bring down costs and ensure 

interoperability with commercial networks. An FCC White Paper (p.8) notes that due to 

advances in network management using a range of efficiency-enhancing technologies and 

architectures, and in compression techniques, especially of stream video, the award of 

10MHz for broadband PPDR services is the equivalent, in an example taken from Los 

Angeles, of 160MHz using pre-LMR type of network. However, even with the addition of the 

10MHz for dedicated use by PPDR agencies an additional 10 megahertz of spectrum to 

public safety will not guarantee public safety with sufficient capacity for the worst 

emergencies. Priority access and roaming onto commercial bands can provide public safety 

with far more capacity during periods of greatest need.38  

A paper by George S. Ford and Lawrence J. Spiwak in the Phoenix Center Policy Bulletin 

No.26 (2011)39 questions the FCC’s policy to limit the broadband spectrum for PPDR 
                                                           
34

 Forecasting spectrum revenues from auctions is not an easy task at the best of times because the operating 

environment changes every time and therefore so does the estimated discounted future flow of earnings. The 

parameter shift that took place from 2G to 3G when mobile networks adopted IP and offered web access is a 

good example, because mobile network operators became vulnerable to over-the-top (OTT) web content 

applications. The shift from 3G to 4G takes place as “free” WiFi access and market saturation issues arise.  
35

 FCC (2010) The Public Safety Nationwide Interoperable Broadband Network: A New Model for Capacity, 

Performance and Cost, FCC White Paper http://transition.fcc.gov/pshs/docs/releases/DOC-298799A1.pdf  
36

 This is indeed the argument of the FCC, see FCC (2010) A Broadband Network Cost Model, OBI Technical 

Paper, No.2 
37

 FCC (2010) National Broadband Plan: Connecting America, Public Safety chapter 16 

http://download.broadband.gov/plan/national-broadband-plan-chapter-16-public-safety.pdf  
38

 FCC (2010) The Public Safety Nationwide Interoperable Broadband Network: A New Model for Capacity, 

Performance and Cost, FCC White Paper p.4 http://transition.fcc.gov/pshs/docs/releases/DOC-298799A1.pdf  
39

 George S. Ford and Lawrence J.Spiwak (2011) ‘Public Safety or Commercial Use? A Cost/Benefit Framework 

for the D Block’ Phoenix Center Policy Bulletin No.26 

http://heartland.org/sites/all/modules/custom/heartland_migration/files/pdfs/29464.pdf  

http://transition.fcc.gov/pshs/docs/releases/DOC-298799A1.pdf
http://download.broadband.gov/plan/national-broadband-plan-chapter-16-public-safety.pdf
http://transition.fcc.gov/pshs/docs/releases/DOC-298799A1.pdf
http://heartland.org/sites/all/modules/custom/heartland_migration/files/pdfs/29464.pdf
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agencies to 10MHz and rely for the rest on commercial networks as the need arises. Their 

argument is an economic one comparing the opportunity costs of dedicating an additional 

10MHz to PPDR (a total of 2x10MHz of contiguous spectrum) versus auctioning it to 

commercial LTE operators. Their model and argument is summarized below. 

The Phoenix Model 

The basic assumption of the Phoenix model is that either commercial interests are awarded 

the 10MHz in Block D today or it is awarded to PPDR (contiguous to the 10MHz the FCC has 

already awarded to PPDR) and commercial interests have to wait until tomorrow (assumed 

to be 5 years) to be awarded 10MHz as part of a 2x10MHz contiguous band at another part 

of the spectrum as and when it becomes available for auction. They assume, based upon 

past auction prices, that the future auction price of 10MHz of contiguous spectrum in 

another band for 4G LTE would be around $4 billion. 

 

For a spectrum auction today they estimate the price would be significantly reduced if the 

FCC placed an encumbrance upon the spectrum such that a commercial 4G network will 

need to make capacity available to PPDR agencies in times of emergency. From econometric 

analysis of previous FCC auctions they conclude that encumbered spectrum can reduce 

prices by around 32 per cent and from prior auctions they estimate the unencumbered 

auction price of Block D should be over $3 billion. They therefore conclude the encumbered 

price would be closer to $2 billion.  

As the final step they estimate the consumer surplus (CS) around $600 million (see below) 

that would accrue to the public from falling tariffs arising from greater competition by 

assigning additional spectrum to 4G LTE. They conclude that the net benefits of auctioning 

the 10MHz of encumbered spectrum would be the auction revenue today, the CS over 5 

years and the auction revenue foregone from unencumbered spectrum tomorrow: 

$2 billion + ($0.6 billion x 5 years) - $4 billion = $1 billion40 

(Encumbered Spectrum price for 4G) + (CS) – (Unencumbered Price for 4G) = 1 Billion 

Next they consider the value of awarding the 10MHz to PPDR today (4G LTE tomorrow) 

which consists of two components: (i) the costs saved in building out the PPDR network 

using an incremental 10MHz of contiguous as compared with non-contiguous spectrum, and 

using the estimates of an industry expert they conclude the savings to be in the order of not 

less than $4 billion; (ii) the benefits of having immediate access to a PPDR network at times 

when public safety is endangered, which they designate as Z but do not attempt to 

                                                           
40

 Note, they make a slip by calculating $0.6 x 5 as $2.6 billion instead of $3 billion. 
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estimate.41 As the net benefits of assignment to PPDR (Z + $4 billion) exceed those of 

assignment to 4G LTE ($1 billion) the value of Z becomes redundant. 

Is 10 MHz Sufficient? 

The findings of the Phoenix model fed into the passing of the Payroll Tax Extension bill 

which was signed into law by President Obama in February 2012. The bill assigned the D 

block of spectrum to Public Safety providing 20 MHz nationwide as recommended by the 

study. US Congress accepted the view that the long-term economic advantages of this 

assignment outweighed views that would limit the assignment to 10MHz and was also in 

sync with the recommendations of the 9/11 Commission Report which had called for the 

allocation of “more radio spectrum and improve connectivity for public safety 

communications, and encourage widespread adoption of newly developed standards…”42 

A central assumption in the Phoenix analysis is that 10MHz is not sufficient and that a key 

factor in the cost-benefit analysis are the savings that come from extending a standalone 

PPDR network across contiguous as opposed to non-contiguous spectrum. Numerous 

specialists in the area of PPDR applications support the need for more than 10MHz and the 

diagram below, for example, illustrates that under some circumstances even 20MHz will be 

insufficient. 

 

                                                           
41

 They ask as a rhetorical question “what is the social value of public safety?” (p.4) and later add “Perhaps the 

most daunting, yet relevant, question is (sic) regards the social benefits of ‘public safety’. Such benefits are real 

but difficult to quantify and, absent immediate crisis, prone to be undervalued.” (p.10). That is the question 

the current study tries to address in an initial way. 
42

 9/11 Commission Report (2004) p.20  http://www.9-11commission.gov/report/911Report.pdf; see also 

Alliance for Public Safety (2012) http://transformgov.org/en/Page/100278/Public_Safety_Communications  

http://www.9-11commission.gov/report/911Report.pdf
http://transformgov.org/en/Page/100278/Public_Safety_Communications
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Source: Bharat Bhatia, Motorola Solutions India ‘WRC 2015 Agenda Item 1.3’ 

43
 

 

 

The issues regarding the “values” or costs associated with spectrum allocations and 

assignments therefore boil down the opportunity cost of assigning spectrum to PPDR rather 

than to private commercial interests on the one hand, and offsetting that, the cost of 

building a PPDR network with sufficient capacity (cell sites) to withstand peak loading during 

the highest spikes versus more modest PPDR networks and greater reliance upon 

interoperability and sharing facilities with commercial networks. As the FCC White Paper 

(p.5) notes, the capacity of networks even with the same amount of spectrum will vary 

according to their architecture, cell density and management, including the frequency use 

factor.  

 

Total capacity = (# of sites) * (# of sectors per site) * (Capacity/MHz) * (# of MHz of spectrum)   

                               Frequency Reuse Factor 

 

In each country the exact circumstances, and therefore the trade-offs, will differ. The factors 

that will make a difference certainly will include: 

 

                                                           
43

 http://www.itu.int/ITU-R/study-groups/docs/workshop-wp5abc-wrc15/WP5ABC-WRC15-P1-1.pdf  

http://www.itu.int/ITU-R/study-groups/docs/workshop-wp5abc-wrc15/WP5ABC-WRC15-P1-1.pdf
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 The topology of the country: in areas that are sparsely populated, mountainous, 

flood plain, thick jungle, etc., the cost of towers, generators, and other infrastructure 

must either fall upon public safety networks or be part of a universal access 

obligation for the private sector. 

 The risk of hazard: the risk of serious disasters and types of disasters  varies widely. 

For example, Singapore records zero monetary loss from natural disasters (see below) 

whereas China and Indonesia are badly affected in terms of frequency and scale. This 

may well impact upon the priorities to be assigned to PPDR networks. 

 The level of per capita incomes: high-income countries usually have well developed 

and resilient infrastructure, but when a disaster does hit the values placed upon the 

loss of lives and property can be higher due to the loss of high earnings caused by 

death or injury and high property values. High value capital investments may also be 

affected. In lower-income countries most of these factor are reversed, but the 

proportional damage can be much greater and therefore the recovery time can be 

much longer. Again, this may well impact upon the priorities assigned to PPDR 

networks. 

 The mobile cellular teledensity: of the 8 countries dealt with in this report by 2011 

only in China did the cellular subscription rate remain below 100% of the population 

size.44 This does not mean that 100% of the population has access to a mobile phone 

due to two factors: multiple ownership of handsets and simcards, and terminated 

SIM cards not yet taken off the books of the operators. In some cases this could 

reduce the actual numbers by up to 30% or more. However, depending upon the 

area affected by a serious hazard or a catastrophic event, it would appear  prima 

facie that commercial networks should be able to add to the capacity of PPDR 

networks as and when the requirement arises. But this must be seriously tested 

because in many cases commercial network capacity is already stretched to the limit 

as a result of price competition which places the focus on subscribers rather than on 

quality of service. This would only be an argument for assigning additional spectrum 

to LTE rather than to PPDR if an encumbrance could be guaranteed to work in 

practice. 

Placing a Value on Opportunity Cost 

The opportunity cost of assigning 10MHz of broadband spectrum to PPDR agencies is the 

auction revenue and consumer surplus foregone by not assigning to 4G LTE service 

operators. Conversely, these are the benefits of assigning spectrum to 4G LTE service 

operators.  

                                                           
44

 According to ITU data for 2011, at 92.72 mobile cellular subscriptions per 100 population the US world 

ranking is 114. Of the eight countries, only China (73.18) comes lower (141) – see http://www.itu.int/en/ITU-

D/Statistics/Documents/statistics/2012/Mobile_cellular_2000-2011.xls 

http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2012/Mobile_cellular_2000-2011.xls
http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2012/Mobile_cellular_2000-2011.xls
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Consumer Surplus 

The Phoenix model (discussed above) did not attempt to estimate the social benefits of 

PPDR, but it does attempt to measure the consumer surplus arising from additional 

spectrum being assigned to 4G LTE operators, which would be part of the opportunity cost. 

It is therefore helpful to compare their estimates of CS with the Asia Pacific.  

To estimate CS they reference their own previous econometric modelling in which they 

estimate competitive prices to fall in the order of 0.6% in a market valued at $160 billion, so 

CS (the price fall) comes to around $160 million. Two factors are important in this 

calculation. The first is the view that market prices are already highly competitive, so 

additional competition is unlikely to drive them down very much further. This will also be a 

factor in how operators value spectrum in an auction. Second, they assume an evenly 

competitive market by assuming a level of industry concentration as measured by the 

Hirschman-Herfindahl Index (HHI) to be 2,500. The HHI is constructed by the sum of the 

squares of the market shares of each operator, so in an evenly competitive market of 4 

players each with 25% of the market HHI = 252 +252 +252 +252 = 2,500.  

 

Table 3 calculates the HHI for eight Asian countries for 2012 based upon reported market 

shares of mobile carriers.  In all cases HHI stands above 2500 but it is close in Malaysia, New 

Zealand and quite close in Indonesia. In each of these cases there is balanced competition 

between major mobile network operators, whereas in China, Thailand and Australia there 

are MNOs with close to or more than 60% of market share.  

 

Table 3 
HHI for 8 Asian Countries (2012) 

Country HHI Country HHI 

Australia 4354 New Zealand 2850 

China 4821 Singapore 3628 

Indonesia 2955 South Korea 3863 

Malaysia 2262 Thailand 4381 

 

Estimating consumer surplus (CS) requires a measure of the price reduction following the 

assignment of spectrum to 4G LTE. In the Phoenix model this is expressed as P = cN/N-1, 

where c is marginal cost and N is the number of firms “taken as the equivalent of the HHI 

(=1/HHI)”.45 In this equation, either c or HHI is a given and the other is a variable, but across 

eight different countries both become variables and consequently the impact on consumer 

surplus will differ markedly.  

 

                                                           
45

 George S. Ford and Lawrence J.Spiwak (2011) p.9, fn.33. Note, when the marginal cost of s service is close to 

zero companies need to charge incremental cost pricing  which includes the incremental cost of capital.  
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A way to approximate marginal cost is to regard it as the price paid for the additional 

spectrum needed to provide the additional levels of service and competition required,46 and 

as shown in Table 4 the estimates and projections for the eight countries range in total  

from $2.5 billion in China to $22 million in Singapore. By contrast the Phoenix paper 

estimates revenue in the USA from an auction of 10MHz in the ‘D Block’ of up to $3.3 billion. 

This disparity shows up in the estimates for CS in Table 5.  

 

Table 4 

Estimated value of spectrum and implied US$ value 10MHz per capita 

Country Auction revenues (actual or estimated) $/10MHz/Pop 

Australia $0.310 billion (1) $14.1 

China $2.592 billion (2) $4.2 

Indonesia $0.608 billion (3) $0.82 

Malaysia $0.066 billion (4) $2.25 

New Zealand $0.077 billion (5) $2.1 

Singapore $0.022 billion (6) $4.05 

South Korea $0.447 billion (7) $4.6 

Thailand $1.360 billion (8) $2.25 
Notes: 1. Regulator’s auction price;47 2. No auction so India used as a proxy;48 3. Auction;49 4. No 
auction so Thailand used as a proxy; 5. Auction; 50 6. Auction;51 7. Auction;52 8. Auction53 

 

CS can be estimated using data from Tables 3 and 4 in Table 5. As in the Phoenix model, it is 

assumed that the price reductions last up to 5 years and the marginal cost of spectrum is 

therefore spread over a 5 year period. On a per capita basis CS is quite minimal for these 

eight economies. In explanation, one of the driving factors in Asia Pacific countries has been 

the intense price competition from new entrant mobile cellular operators. For example, in 

Indonesia HHI is higher than for the USA because one company has over 40% market share, 

but there are six companies competing aggressively on price to gain market share. In 

                                                           
46

 This will be an under-estimate to the extent that additional network costs are involved in expanding services, 

but these additional costs will serve to place a floor under any resulting price reductions. 
47

 http://www.crn.com.au/News/326534,govt-sets-700-mhz-spectrum-reserve-price.aspx  
48

 http://articles.timesofindia.indiatimes.com/2012-08-04/telecom/33035259_1_spectrum-base-price-excess-

spectrum-gsm-operators  
49

 http://www.mediacom.keio.ac.jp/publication/pdf2011/11SRINUAN.pdf  
50

 http://nztelco.com/?p=75  
51

 http://www.ida.gov.sg/Policies-and-Regulations/Industry-and-Licensees/Spectrum-Management/Spectrum-

Rights-Auctions-and-Assignment/1800-MHz-Spectrum-Right-2011-Auction.aspx  
52

 http://www.analysysmason.com/About-Us/News/Newsletter/Did-SK-Telecom-pay-too-much-in-the-South-

Korean-Spectrum-Auction/  
53

 http://ovum.com/2012/11/22/thailand-is-playing-catch-up-in-auctioning-spectrum-for-mobile-broadband/  

http://www.crn.com.au/News/326534,govt-sets-700-mhz-spectrum-reserve-price.aspx
http://articles.timesofindia.indiatimes.com/2012-08-04/telecom/33035259_1_spectrum-base-price-excess-spectrum-gsm-operators
http://articles.timesofindia.indiatimes.com/2012-08-04/telecom/33035259_1_spectrum-base-price-excess-spectrum-gsm-operators
http://www.mediacom.keio.ac.jp/publication/pdf2011/11SRINUAN.pdf
http://nztelco.com/?p=75
http://www.ida.gov.sg/Policies-and-Regulations/Industry-and-Licensees/Spectrum-Management/Spectrum-Rights-Auctions-and-Assignment/1800-MHz-Spectrum-Right-2011-Auction.aspx
http://www.ida.gov.sg/Policies-and-Regulations/Industry-and-Licensees/Spectrum-Management/Spectrum-Rights-Auctions-and-Assignment/1800-MHz-Spectrum-Right-2011-Auction.aspx
http://www.analysysmason.com/About-Us/News/Newsletter/Did-SK-Telecom-pay-too-much-in-the-South-Korean-Spectrum-Auction/
http://www.analysysmason.com/About-Us/News/Newsletter/Did-SK-Telecom-pay-too-much-in-the-South-Korean-Spectrum-Auction/
http://ovum.com/2012/11/22/thailand-is-playing-catch-up-in-auctioning-spectrum-for-mobile-broadband/
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Thailand the story is similar where six companies compete.54 The scope for price reductions 

as a result of assigning additional spectrum to mobile operators is therefore likely to be 

significantly less in Asia Pacific than in the USA. 

Table 5 
Estimates Potential Consumer Surplus for 8 Asian Countries  

Country CS over 5 years $ millions CS per capita over 5 years $ 

Australia $144.371 million $5.19 

China $335.505 million $0.25 

Indonesia $44.365 million $0.18 

Malaysia $29.926 million $1.03 

New Zealand $67.045 million $15.49 

Singapore $60.725 million $11.34 

South Korea $198.466 million $4.06 

Thailand $147.876 million $2.20 

 
 

Overall, and despite the nominally higher HHI ratios, mobile markets in Asia Pacific countries 

tend to be more competitive than in the USA with much higher mobile penetration rates. Of 

the eight countries in this study, only China has a lower mobile penetration rate than the 

USA.55 In light of this the elasticity of demand is also likely to be higher and the potential for 

price reductions more likely to be passed onto users despite the fact that the room for price 

reductions will in general be lower than in the US. Table 5 assumes the full potential for 

price reductions will be passed onto subscribers.  

Pulling together the findings from Tables 4 and 5, Table 6 provides estimates on a per capita 

basis of the opportunity cost of, or alternatively the benefits arising from, assigning 

spectrum to 4G LTE mobile service operators. To reflect the possibility of assigning up to 

20MHz of spectrum the estimated per capita auctions revenues for 10MHz have been 

doubled.  

 

 

 

 

 

 

 

                                                           
54

 As Duvall and Ford (2001) note about US regulatory policy: “modern competition policy in the 

communications industry is more about changing industry structure than it is about price competition.” 

Changing industry Structure: The Economics of Entry and price Competition p.5 Phoenix Center Policy Paper 

No.10 http://www.phoenix-center.org/pcpp/PCPP10Final.pdf  
55

 See fn 46 

http://www.phoenix-center.org/pcpp/PCPP10Final.pdf
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Table 6 

Opportunity Cost (CS + Spectrum Revenues) of $ per 20MHz per capita 

Country $/CS per capita $/20MHz per capita Total per capita $  

Australia $5.19 $28.20 $33.39 

China $0.25 $8.40 $8.65 

Indonesia $0.18 $1.64 $1.82 

Malaysia $1.03 $4.50 $5.53 

New Zealand $15.49 $4.20 $19.69 

Singapore $11.34 $8.10 $19.44 

South Korea $4.06 $9.20 $13.26 

Thailand $2.20 $4.50 $6.70 

 

 

Placing a Value on Public Safety: Top-Down and Bottom-Up Approaches 

Placing a value on loss due to PPDR events can be approached top-down or bottom-up and 

the choice will depend largely upon the source and availability of data. Although level 1 and 

level 2 events, such as traffic accidents, robberies and assaults, murders and serious fires, do 

not cause widespread damage and potential loss of life on the same scale as level 3 

catastrophes, they nevertheless add up to serious costs. The following section examines the 

data for just four categories of crime (murder, assault, rape and robbery) that would mostly 

come under levels 1 and 2 of PPDR work.  

The Cost of Crime  

The following analysis focuses upon just one aspect of PP events, the cost of crime, and 

upon four categories of crime for which reasonably good data is available: murder, assault, 

rape and robbery.56 The principle source of data is the United Nations Office on Drugs and 

Crime (UNODC) 57 which collects crime statistics from a variety of sources such as national 

statistical offices, national police offices, national criminal system data. Additional sources 

come from the China Statistical Yearbook, UN CEDAW,58 and Internet searches. But there 

are important caveats in dealing with crime statistics. First, they may be very incomplete; 

for example, cases such as rape may be grossly under-reported. Second, crimes can be 

classified in different ways in different jurisdictions, and third, crime data may refer to 
                                                           
56

 The EU’s Mainstreaming Methodology for Estimating Costs of Crime suggest as the main headings: Unlawful 

Homicide, Assault, Assault without Injury, Offences against Personal liberty, Sexual Offences, Theft, Burglary, 

Robbery, Criminal Damage to Property. Data on 4 of these is reasonably comprehensive, which does not mean 

complete. See http://www.costsofcrime.org/MakingYourOwnEstimates/TypesOfCrime/ClassSugg.php  
57

 UNODC Global Study on Homicide, 2011  http://www.unodc.org/documents/data-and-

analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf  
58

 CEDAW of UNOHCHR http://www2.ohchr.org/english/bodies/cedaw/cedaws49.htm  

http://www.costsofcrime.org/MakingYourOwnEstimates/TypesOfCrime/ClassSugg.php
http://www.unodc.org/documents/data-and-analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf
http://www.unodc.org/documents/data-and-analysis/statistics/Homicide/Globa_study_on_homicide_2011_web.pdf
http://www2.ohchr.org/english/bodies/cedaw/cedaws49.htm
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police-reported crimes or to criminal prosecutions,59 and in the latter case may refer to the 

victims or to the accused so if there are several victims to a single criminal, or several 

criminals to a single victim, the number of times the crime is recorded can vary.  

In light of these difficulties the data presented in Table 7, which relate mostly to the years 

2010 and 2011, can be assumed as highly conservative. In some cases, where the data is 

incomplete other sources have been used and are indicated in footnotes in Appendix 3 

which also provides the raw data. The IBM online toolkit, Benefits Estimator has been used 

to calculate the estimated cost in each case but the “criminal justice system costs” have 

been deducted to take into account that not all the reported crimes are brought to justice.60  

 
Table 7 

Cost of Crime 2010: murders, rapes, assaults and robberies  

Country Cost of Crime Country Cost of Crime 

Australia $6.1 billion New Zealand $1.1 billion 

China $42.8 billion Singapore $0.2 billion 

Indonesia $68.1 billion South Korea $8.3 billion 

Malaysia $1.9 billion Thailand $20.0 billion 

 

The Cost of Catastrophe 

Using the EM-DAT database61 and the WHO Causes of Death dataset,62 it is possible to 

construct Table 8 showing the loss due to natural disasters for the period 2000-2011 

including deaths from the SARS epidemic.63 Man-made disasters including terrorism are not 

included in the data. Since EM-DAT data does not place a value on deaths, the death loss 

estimates using the IBM online Benefits Estimator for “crime victim cost” + “pain-and-

suffering cost” (but excluding “criminal justice system cost”) can sometimes exceed the EM-

                                                           
59

 The differences can be substantial. In Australia in 2010 there were officially recorded 15,620 rape cases, but 

only 1,585 successful prosecutions - see http://www.unodc.org/pdf/crime/eighthsurvey/8sc.pdf  
60

 Across the eight countries criminal justice system costs average $215,303 per murder. It should be noted 

that estimates vary between Cost of Crime calculators. For example, whereas the IBM calculator puts the cost 

of a murder in the US at $9,571,869, the RAND calculator estimate is $8,649,216 – see 

http://www.rand.org/jie/centers/quality-policing/cost-of-crime.html  
61

 EM-DAT International Disaster Database, Centre for Research  on the Epidemiology of Disasters  (CRED) 

http://www.emdat.be/advanced-search  
62

 WHO data and statistics at http://www.who.int/research/en/  
63

 China (349), Malaysia (2), Singapore (33) and Thailand (2) see -

http://www.who.int/csr/sars/country/table2004_04_21/en/index.html  

http://www.unodc.org/pdf/crime/eighthsurvey/8sc.pdf
http://www.rand.org/jie/centers/quality-policing/cost-of-crime.html
http://www.emdat.be/advanced-search
http://www.who.int/research/en/
http://www.who.int/csr/sars/country/table2004_04_21/en/index.html
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DAT loss estimates. 64 It could also be said to represent a logical minimum “willingness to 

pay” to avoid such costs. 

Table 8 

Estimated economic losses due to disasters 

 (using EM-DAT and IBM Benefits Estimator)  2000-2011 

 EM-DAT loss 
estimate  

Death loss 
estimate 

 EM-DAT loss 
estimate 

Death loss 
estimate 

Australia $0.023 billion $4.9 billion New Zealand $0.025 billion $1.74 billion 

China $0.223 billion $333.5 billion Singapore - $0.19 billion 

Indonesia $0.013 billion $632.4 billion South Korea $0.021 billion $6.35 billion 

Malaysia $0.002 billion $0.74 billion Thailand $0.043 billion $34.30 billion 
Note: No property or infrastructure loss recorded in Singapore from natural disasters 

 
 
Cost of Losses from PPDR Incidents 
 

Table 9 combines the estimated losses due to PP (‘cost of crime’) and deaths from DR 

events.65 The former are for 2010 and the latter are annualized.  

Table 9 
Annual Costs of Selected PPDR Losses, 2000-2011  

Country Losses from PPDR Annual losses per capita 
Australia $6.583 billion $299.04 
China $73.161 billion $54.47 
Indonesia $125.569 billion $505.01 
Malaysia $2.012 billion $268.94 
New Zealand $1.211 billion $279.78 
Singapore $0.193 billion $36.06 
South Korea $8.869 billion $181.52 
Thailand $23.157billion $345.16 
Note: PP losses from crime 2010 (Table 7) + DR losses from deaths (annualized from Table 8) 

 

Table 10 presents comparison of the per capita opportunity cost (CS + spectrum revenues) 

of $ per 20MHz from Table 6 with the per capita losses from PPDR events from Table 9. 

                                                           
64

 EM-DAT includes all disasters from 1900 until present, which fit at least one of the following criteria: (1) 10 
or more people killed; (2) 100 or more people affected; (3) declaration of a state of emergency; (4) call for 
international assistance. “The economic impact of a disaster usually consists of direct (e.g. damage to 
infrastructure, crops, housing) and indirect (e.g. loss of revenues, unemployment, market destabilisation) 
consequences on the local economy. In EM-DAT estimated damage are) given in US$ (‘000). For each disaster, 
the registered figure corresponds to the damage value at the moment of the event, i.e. the figures are shown 
true to the year of the event.” (EM-DAT) http://www.emdat.be/database  
65

 Although property losses and lost investment and output due to disasters recorded in EM-DAT data runs into 

millions of dollars, the value society places upon deaths due to loss of earning and pain-and-suffering runs in 

billions of dollars and therefore the analysis is focus upon deaths due to disasters. 

http://www.emdat.be/database
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Table 10 

Opportunity costs versus PPDR losses on a per capita basis 

Country Opportunity cost of 20MHz Annual losses per capita 
Australia $33.39 $299.04 
China $8.65 $54.47 
Indonesia $1.82 $505.01 
Malaysia $5.53 $268.94 
New Zealand $19.69 $279.78 
Singapore $19.44 $36.06 
South Korea $13.26 $181.52 
Thailand $6.70 $345.16 

 

What Table 10 shows very clearly is that the losses sustained from selected PPDR events on 

an annual per capita basis between the years 2000-2011 far outweigh the potential annual 

benefits (opportunity costs) on a per capita basis arising from the assignment by auction of 

20MHz to 4G LTE service. By expressing these values on an annual per capita basis the 

timeframes are normalized. In fact the losses from PPDR incidents continue for every 

subsequent year, whereas the gains from CS last for several years only and auction revenues 

arise in just one year, so the presentation of the data is already skewed in a highly 

conservative manner. 

What Role Broadband? 

In terms of orders of magnitude, the ratio of selected PPDR losses: opportunity cost varies 

from a whopping 277:1 (Indonesia) to just under 2:1 (Singapore). 66 Memories of the 2004 

tsunami and floods in the Aceh region of Indonesia in which 170,000 or more people died 

and over 500,000 were made homeless underscore why PPDR losses are so great in that 

country. On the contrary, Singapore’s relatively protected geographical location and small 

size easily explain why PPDR losses are so much lower. Nevertheless, from the data 

presented in Table 10 it would seem that even doubling the opportunity cost of assigning 

spectrum to 4G LTE services, for example by awarding 20Hz of contiguous spectrum in the 

case of Singapore or 30MHz in the case of China, would not swing the balance against a 

PPDR assignment. 

 

The question then arises what role could the assignment of 10MHz or 20MHz or even 

30MHz to PPDR agencies play in the reduction of the risk of PPDR losses? It is not necessary 

to make an exact estimate (an impossible task) because it can be noted that it is sufficient 

for broadband-enhanced services to reduce the potential risk of loss in each case by the 
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 Had prices fallen by 0.6% as in the Phoenix model, the per capita consumer surplus would have risen to 

$24.62 in the marginal case of Singapore, still significantly below the $36.06 per capita public safety loss.  
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difference in per capita values estimated for each country. For example, in the most 

marginal case of Singapore it is sufficient that broadband-enhanced services reduce 

potential losses by anything up to $16.62. Paradoxically, beyond this point the per capita 

benefits from an auction would begin to kick in. This would be a win-win situation as 

broadband-enhanced PPDR services would reduce losses and a subsequent auction would 

boost revenues and consumer surplus.67 In cases such as Indonesia, the benefits from 

broadband-enhanced PPDR services would take longer to reach the switching point and it 

would make sense on a cost-benefit basis to assign spectrum more than the minimum 

spectrum to PPDR agencies for the long-term.   

It is impossible to know in advance by how much public safety losses can be reduced, but a 

more realistic approach is to consider ways in which that could come about. For the sake of 

the argument, this paper will consider this question under two headings: by trends and by 

design.  

Broadband by Trends 

Within the ICT sector the rather awkward term “consumerization” has become common. It 

refers to the shift within IT and telecommunications markets towards mass consumer 

products and services which in turn are influencing the enterprise market. The “mass” is the 

important element because it means economies of scale, lower costs and inter-operability 

of networks and devices. For example, the spread of smart devices of all kinds that 

download applications according to user choice, the growing use of cloud computing 

services such as email and software programmes that were previously stored within the 

devices themselves, the spread of over-the-top (OTT) services that ride on networks 

operated by utility telecom companies, and of course the rise of social media and social 

networking that opens up entirely new “communities of interest” to user-generated content 

and to sharing. Underpinning all these and similar developments are broadband access 

networks. 

The case in Box 2 from the NYPD in April 2013 highlights the relevance of fast access to 

remote databases for crime prevention. The network is a commercial mobile cellular one. 

Box 2: NYPD smartphones and apps 

Comment: This media feature article draws attention to the strategic importance of timely location-

specific information for police patrol work. It is equally applicable to first responder work by fire or 

ambulance services. 
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 Quite separately, a decision to build a dedicated PPDR broadband network would also take into account the 

expected return on the investment in terms of improved productivity and KPIs.  
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The New York City Police Department (NYPD) has issued a new smartphone app to officers that 

offers a new twist to good old fashioned detective work.  It taps into public databases -- gun 

registration records, traffic accident records, crime victim notes, and various criminal records 

databases, to be precise -- to instantly determine if a person of interest owns a gun or has 

committed past crimes.  It even can display parolee photos. 

Best of all the app is location aware -- so if officers are in a specific neighborhood, all the nearby 

registered gun owners, at-large suspects known to frequent/live in the area, and parolees all pop up.  

The app also offers up a list of known cameras in the region to allow police to more quickly work 

with property owners to obtain video footage for use as evidence in criminal cases. 

Source:  Daily Tech ‘NYPD Puts Android Smartphone App to Use Fighting Crime’ 14 April 2013 

http://www.dailytech.com/NYPD+Puts+Android+Smartphone+App+to+Use+Fighting+Crime/article3

0342.htm  

 

Broadband by Design 

The pace worldwide at which broadband access and applications over broadband are 

growing constitutes something of a broadband revolution, especially over wireless networks. 

As a result there are opportunities to design public safety systems and applications that 

extend the capacity of PPDR agencies to gather, store, process and analyse, and to 

distribute information that is vital to the success of first responders. The account in Box 3 of 

the hunt for and arrest of the Boston Marathon bombing suspect in April 2013 illustrates 

the use of high tech equipment and especially of the role of video, search and analysis as 

well as the role of a specialist video laboratory. 

 

Box 3: Boston Marathon Bomb Arrest 

 

Comment:  These news reports highlight the technological next steps in crime-fighting surveillance, 

intelligence gathering and forensic analysis. One key factor will be the fast accessibility of first 

responders through their connected devices to this crucial information. 

 

"We used a robot to pull the tarp off the boat," David Procopio of the Massachusetts State Police 

said. "We were also watching him with a thermal imaging camera in our helicopter. He was 

weakened by blood loss -- injured last night most likely," 

Source: CNN 'CAPTURED!!!' Boston police announce Marathon bombing suspect in custody’ 20 April 

2013 http://edition.cnn.com/2013/04/19/us/boston-area-violence/index.html  

 

“You can guarantee that whoever planted the bombs would have been caught on video, probably 

hundreds of videos,” Grant Fredericks, an expert in video forensics, told RTV6 in Indianapolis… US 

intelligence agencies are trying to develop software to scan video images automatically. At present, 

the investigation requires agents to laboriously sift through all the video footage. The objective will 

http://www.dailytech.com/NYPD+Puts+Android+Smartphone+App+to+Use+Fighting+Crime/article30342.htm
http://www.dailytech.com/NYPD+Puts+Android+Smartphone+App+to+Use+Fighting+Crime/article30342.htm
http://edition.cnn.com/2013/04/19/us/boston-area-violence/index.html
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be to construct a photographic record of the bomb sites before and after the explosions… Police can 

make use of programmes that can merge images and videos from devices and in different formats, 

as well as video-editing software that allows technicians to place tags on specific features, such as 

backpacks, which makes it easier to check between sources. At the same time, they will have access 

to the facial recognition software that was used to identify those involved in the 2010 assassination 

of a Hamas official in Dubai from surveillance camera images. The FBI has its video forensics lab, 

while it could also request help from a facility operated at the University of Indianapolis which is run 

by a group of law enforcement agencies. 

Source: Financial Times ‘Hunt for Boston bomber in iPhone era’ 18 April 2013 

http://www.ft.com/intl/cms/s/0/48adc938-a781-11e2-bfcd-00144feabdc0.html  

 

The Specific Threat of Terrorism 

The World Bank has made the point (cited above) that a natural or a man-made disaster can 

wipe out years of a country’s development programmes,68 but what is the impact of 

terrorism? According to anecdotal evidence, the tourist industry in Indonesia which 

accounts for about 3% of GDP took around two years to return to pre-2002 levels after the 

Bali bombing that killed over 200 people.69 Tourism, business travel and possibly the 

postponement of some investment decisions seem to be the most immediately sensitive 

economic areas to terrorist attacks. An assessment of the impact of the Mumbai bombing of 

2008 certainly supports this view.70 The Insurance Regulatory and Development Authority 

(IRDA) of India put the loss at Rs 500 crore ($100 million) and the two hotels involved claims 

property damage of nearly Rs 170 crore ($3.4 million).71 See Box 4 for one assessment. 

But while all accounts naturally stress the loss of life and damage to property, they also 

stress the ability of an economy to rebound. The rebound however is highly dependent upon 

the capacity of PPDR agencies to prevent further attacks, as the success of anti-terrorism 

policies in Indonesia have demonstrated. Boxes 4 and 5 examine these two aspects. Box 4 

looks at the costs but also the resilient in India following the Mumbai bombing of 2008.  
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 World Bank (2006) Hazards of Nature, Risks to Development: An IEG Evaluation of World Bank Assistance for 

Natural Disasters  
69

 http://www.theage.com.au/news/business/bali-bombs-hit-economy/2005/10/03/1128191658363.html  
70

 Terrorist Attacks in Mumbai: Picking Up the Pieces International Centre for Political Violence and Terrorism 

Research, S.Rajaratnam School for International Studies, Nanyang Technological University, Singapore 

http://www.pvtr.org/pdf/GlobalAnalysis/Analysis%20of%20the%20November%202008%20Mumbai%20Terror

%20Attacks.pdf  
71

The Indian Express 7 January 2010  http://www.indianexpress.com/news/2611-attacks-may-cost-insurers-rs-

500-crore/564630  

http://www.ft.com/intl/cms/s/0/48adc938-a781-11e2-bfcd-00144feabdc0.html
http://www.theage.com.au/news/business/bali-bombs-hit-economy/2005/10/03/1128191658363.html
http://www.pvtr.org/pdf/GlobalAnalysis/Analysis%20of%20the%20November%202008%20Mumbai%20Terror%20Attacks.pdf
http://www.pvtr.org/pdf/GlobalAnalysis/Analysis%20of%20the%20November%202008%20Mumbai%20Terror%20Attacks.pdf
http://www.indianexpress.com/news/2611-attacks-may-cost-insurers-rs-500-crore/564630
http://www.indianexpress.com/news/2611-attacks-may-cost-insurers-rs-500-crore/564630
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Box 4: The Mumbai Bombing, 2008 

The Cost - Comment: This extract from an article in The Times of India cites one estimate of the daily 

cost from loss of local business 

 

“The 60-hour terror ordeal that struck Mumbai on Wednesday night caused a blow of nearly Rs 

4,000 crore to the financial capital of the country, industry experts said on Saturday. 

"It is an overall loss of the economy as hotels, shops and all businesses were closed. A minimum of 

Rs 1,000 crore per day is lost when such a shut-down takes place," Assocham Secretary D S Rawat 

said. “If you take the impact for four days due to the siege, then the overall loss could be over Rs 

4,000 crore," he added. 

Source: ‘Over Rs 4,000cr loss incurred during Mumbai terror attacks’ The Times of India 29 

November 2009 http://articles.timesofindia.indiatimes.com/2008-11-29/india-

business/27921761_1_mumbai-terror-attacks-commodity-exchanges-financial-capital  

 

The Rebound - Comment: The Guardian newspaper of London cites the fears of loss of investor 

confidence following the attack on the Indian city of Mumbai, and notes the impact on tourism, but 

in effect notes that one attack does not imply a hopeless vulnerability to further attacks.  

The burnt-out Taj Mahal and Trident-Oberoi hotels will provide a daily reminder of the devastation 

for those who walk by on their way to work in the nearby financial district, where multinational 

giants Merrill Lynch, Morgan Stanley and HSBC all have offices. Analysts are worried that the 

constant reminder of the attacks will heighten investors' concerns at a time when the Indian 

economy is slowing and foreign capital is being repatriated. The UK is one of the top three investors 

in India but in 2008 international funds have been flowing the other way as overseas investors have 

pulled a record $13.5bn out of Indian stocks, contributing to the 56 per cent fall in the main Bombay 

Stock Exchange index. 'The security landscape has changed overnight,' said Jake Stratton of 

investment risk consultancy Control Risks. 'This will have a serious effect on how foreign companies 

perceive India as a business destination.' 

Raj Nambisan, business editor of Mumbai newspaper DNA, said … ‘I don't think this incident will 

affect business sentiment in the long-term. Mumbai is the financial centre, it is not India…' Mohan 

Kaul, director-general of the Commonwealth Business Council agrees: 'Fear will not drive business 

away from India, if anything it will create a bond between the big financial cities who have all had 

their confidence shaken. The tube in London and the Twin Towers in New York are just as iconic as 

the Taj hotel. The bond between British and Indian business leaders will be stronger as they sit down 

to discuss deals.' However, the timing of the attack, just as the holiday season gets under way, is 

expected to hurt India's important tourism economy as countries tighten travel policies. 

Source: The Guardian ‘India counts the cost of global terrorism’ 30 November 2008 

http://www.guardian.co.uk/business/2008/nov/30/india-mumbai-terrorist-recovery-economics  

http://articles.timesofindia.indiatimes.com/2008-11-29/india-business/27921761_1_mumbai-terror-attacks-commodity-exchanges-financial-capital
http://articles.timesofindia.indiatimes.com/2008-11-29/india-business/27921761_1_mumbai-terror-attacks-commodity-exchanges-financial-capital
http://www.guardian.co.uk/business/2008/nov/30/india-mumbai-terrorist-recovery-economics
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An important aspect of terrorism and counter-terrorism is surveillance. Serious terrorists 

survey their target areas for months and as the report from a US team of police visiting 

Mumbai explains in Box 5, surveillance of targets by terrorists and of terrorists by police 

increasingly depend upon Internet-connected surveillance cameras.  

 
 

Box 5 Internet Surveillance 
 

Comment: Like other technologies, Internet-enabled video cameras can be used by the bad guys and 
the good guys alike, so to keep up the good guys need observation, detection and response systems 
that make full use of broadband applications.72 
 
The need for extensive preoperational planning by terrorists provides state and local law 
enforcement with a rare opportunity to detect them each time they engage in surveillance or 
reconnaissance. This way, they are exposed to observation and detection by observant citizens or 
police officers on the beat. If this information is reported to those who can analyze patterns of 
suspicious behavior, prevention and interdiction activities can result. 
 
In the twenty-first century, Internet video streaming and live camera feeds eliminate the need to 
have operatives on-site to conduct surveillance and reconnaissance. Faisal Shahzad, the Pakistani 
American who attempted the May 1, 2010, Times Square car bombing in New York City, claimed to 
have conducted surveillance of Times Square over the Internet from his home in Connecticut. Areas 
in any jurisdiction could be exposed to viewers, including would-be terrorists via the Internet. 
 
Lessons: To effectively learn from the lessons of Mumbai, police leaders must ask themselves these 
questions: 
 How effectively can your agency’s personnel observe, record, collect, process, interpret, and 

share suspicious preoperational terrorist activity? 
 How efficiently could your communications (9-1-1) center process the volume of phone calls, 

and what is the realistic communication and interaction between police, fire, and emergency 
medical services (EMS) under these circumstances? 

 How does your communications center relay real-time tactical information to your 
intelligence/fusion center? 

 How will your intelligence/fusion center relay actionable intelligence to the field commanders 
from police, fire, and EMS? 

 What response capability do you have from a regional perspective? Does your current response 
protocol involve only SWAT/tactical teams? Does your multiagency response protocol involve 
multiple venues in a coordinated attack? 

 How will the fire and emergency medical services react when facing an armed threat as well as 
active fires and wounded victims? 

Source: ‘Learning from the Lessons of the 2008 Mumbai Terrorist Attacks’ by Tom Monahan, 
Lieutenant, Las Vegas, Nevada, Metropolitan Police Department; and Mark Stainbrook, Lieutenant, 
Los Angeles, California, Police Department 
http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction=display_arch&article_id=2309
&issue_id=22011  

                                                           
72

 The report also stresses the need for operational flexibility in the combat of terrorism 

http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction=display_arch&article_id=2309&issue_id=22011
http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction=display_arch&article_id=2309&issue_id=22011
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Box 6 summarizes the findings of an academic study into the impact of terrorism on 

economic growth. This is important because the impact of terrorism can be both over-rated 

and under-rated. The principal lesson of the evidence seems to be that where PPDR capacity 

is enhanced, for example, by the use of broadband technologies and applications, and the 

risk to public safety can be reduced, for example by minimizing the risk from recurrent 

terrorist attacks, when terrorist attacks do take place (100% prevention is never possible) 

their economic and social impact is short-lived. 

 

Box 6: Impact of Terrorism on Economic Growth 

 

Comment: There is much speculation but less serious research on the effects of terrorism on 

investment and economic growth. This 2006 report from the Milken Institute provides a basis for 

believing that while one-off terror attacks may not do lasting harm, this becomes less true as the 

frequency of attacks increases. This underscores the need for greater investment in PPDR services 

where terrorism is considered a recurrent threat. A greater “willingness to pay” on the part of the 

public is all the more likely under such circumstances. 

 

Real GDP per Capita Growth  

• The greater the number of terrorist incidents per million population, the lower the real GDP per 

capita growth.  

• The higher the number of terrorist incidents per $U.S. billion GDP, the lower the real GDP per 

capita growth.  

Capital Formation to GDP  

• The higher the number of terrorist incidents per million population, the lower the capital 

formation as a percentage of GDP.  

• The higher the number of terrorist incidents per $U.S. billion GDP, the lower the capital formation 

as a percentage of GDP.  

• The higher the fatalities and injuries per $U.S. billion GDP, the lower the capital formation as a 

percentage of GDP.  

Number of Incidents by Target  

• More terrorist attacks at private citizens and property per million population is related to lower 

capital formation/GDP.  

• More terrorist attacks at airlines, airports, transportation, utilities and telecommunication targets 

is related to both lower real GDP per capita growth and capital formation to GDP.  

Summary: as way of illustration for 2001…. “Israel had 47 terrorist incidents per million people. In 

[2001] the high level of incidents is associated with a 4% drop in real GDP per capita growth… 

Similarly, in 2003, Russia had 0.97 terrorist incidents per million population. 

This is associated with a 0.08% decline in real GDP per capita growth. These illustrations and 

others … show the potential types of adverse economic effects associated with terrorism.”(p. 21) 
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Source: J.Barth, Tong Li, D.McCarthy, T. Phumiwasana, and Glenn Yago Research Report, October 

2006, Milken Institute http://www.milkeninstitute.org/pdf/econ_impact_terrorism.pdf  

Conclusion 

The real value of a broadband PPDR system should be measured, on the one hand, in terms 

of how far can the risk of losses to society be diminished, and on the other how does this 

compare with the opportunity costs of assignment of the radio spectrum involved. This 

study has made a qualitative assessment of the former and a quantitative assessment of the 

latter using both top-down and bottom-up methodologies. 

The study notes that any decision to move towards a broadband-enhanced PPDR service will 

not be a standalone one but rather will take place within the context of a more general shift 

across the information and communications technology (ICT) markets towards ubiquitous 

broadband network access and broadband-dependent applications. Indeed, the very 

definition of what constitutes broadband is now only meaningful in terms of what 

applications it can support. Applications take the modern era of tele-communications (by 

phone, by computer, by any other device) to a new level, and PPDR agencies will 

increasingly choose to make use of these applications as first responders.  

The study has made reference to many of these applications. High-definition video is one of 

them, and fast online access to searchable remote databases with the results being made 

available to first responders and their command centres via interoperable wireless devices is 

another. Several real world examples have been cited in Boxes 2-6. These are not, 

unfortunately, isolated examples. PPDR agencies are more and more involved in combatting 

serious crimes such as kidnappings and terrorism and cyber-crimes as criminals themselves 

make full use of the world of the Internet. Also, the study cites numerous sources recording 

the increased frequency of natural disasters with Asia as the most affected region. 

The study has placed a value on selected categories of PPDR incidents using internationally 

recognized databases and a variety of other sources such as CSO reports and, where 

necessary, media reports. The study has also placed a value on the opportunity cost of 

assigning 20MHz of spectrum to a broadband PPDR  agency network using extrapolations 

from previous spectrum auctions, using benchmarking where no previous auctions have 

taken place, and drawing upon company annual reports to estimate market size and market 

shares in the eight countries covered by this study. A similar cost-benefit analysis by the 

Phoenix Center in Arizona for the USA was reviewed and it was noted that the ‘givens’ in 

their analysis (the marginal cost of mobile operators and the number of competing carriers 

and their respective market shares) become variables when examining eight different 

countries, the key difference being in the estimation of consumer surplus that might follow 

an assignment of spectrum to 4G LTE operators. The results of this study indicate that 

whichever set of assumptions are used, the losses from PPDR incidents are far more costly 

http://www.milkeninstitute.org/pdf/econ_impact_terrorism.pdf
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to the societies of the eight countries than the revenues foregone (opportunity costs) by not 

assigning the spectrum to 4G LTE.  

That is not the end of the matter, because it is still necessary to assess to what extent 

independent broadband-enhanced PPDR networks would contribute to the reduction of the 

risk of loss. This could be viewed as the public’s “willingness to pay” which in turn will hinge 

upon the public’s perception of the scale of the risk and the costs incurred when public 

safety is breached. Although it is not possible to say definitively what reduction in losses 

would follow a broadband-enhanced PPDR service, it is sufficient to recognize that the gap 

between opportunity cost and total losses on an annualized and per capita basis (both 

necessary for meaningful comparisons to be made) justifies, on a cost-benefit basis, such 

public investment. The comparable data is summarized in Table 10. 

Public Safety Losses: What is included and what is not 

 The average public safety annual losses to society on a per capita basis across the 

eight countries range from $505.01 (Indonesia) to $36.06 (Singapore). These 

compare with annualized per capita opportunity costs ranging from $33.39 (Australia) 

to $1.82 (Indonesia). On a cost-benefit basis there is a clear case for assigning 10MHz 

or 20MHz of spectrum to PPDR agencies. 

 Public safety losses are estimated for selected PPDR incidents including the ‘cost of 

crime’ (murder, assault, rape, robbery) and death from natural disasters, including 

epidemics.  

 PP losses do not include: crimes such as thefts and burglary, child abuse, deaths and 

injuries due to road accidents and fires, etc.; nor are ‘white-collar’ crimes such as 

cyber-theft and cyber-attacks which by definition require broadband for cyber-

detection.   

 DR losses are assessed only on the cost of deaths, excluding the “criminal justice 

system cost” since these are not deaths from criminality. Table 8 includes other costs 

such as property loss as included in the EM-DAT database.  

Policy Implications 

The policy implications of this study suggest the following: 

 On a social cost-benefit basis the benefits of assigning broadband spectrum to 

dedicated PPDR services on an exclusive basis far outweigh the costs as measured by 

opportunity cost.   

 There is justification on a cost-benefit basis for allocating the spectrum that is 

considered sufficient for national needs. In all cases the cost-benefit analysis seems to 



43 

 

support a case for up to 20MHz and in every case except Singapore up to 30MHz if 

necessary. The decision would need to be based upon a realistic assessment in each 

country of what contribution broadband would make in reducing the risk of loss.  

 On a cost-benefit basis the opportunity cost is insufficient to justify market-based 

assignments of spectrum for PPDR purposes. This is not to argue that there should not 

be some form of spectrum pricing to encourage the most efficient use of the spectrum, 

nor to argue against the possibility of incentive pricing to encourage PPDR agencies to 

share frequencies during non-emergency periods. But this sharing arrangement could 

be based upon the assignment of the spectrum to PPDR agencies and not to 

commercial users. If PPDR agencies have unused spectrum during non-emergency 

periods there would appear to be an economic argument in favour of their right to 

manage the leasing of the spare capacity.73  

Recommendations 

The purpose of this study is to provide a basis for judgment of the opportunity costs of 

awarding 10MHz or 20MHz of radio spectrum to PPDR agencies and an assessment of the 

scale of losses to society associated with breaches of public safety. How far broadband-

enabled PPDR services would be able to go in reducing the risk of such losses itself remains 

a judgment call by specialists and experts in the field, but the qualitative evidence (see Box 

2-6 as examples) strongly supports the view that  

 There are many cases in which broadband-enabled applications would greatly 

increase the effectiveness of PPDR agencies. 

 

 The fast accelerating trend within society is towards the adoption of broadband 

access, devices and applications, not least among the more organized criminals and 

terrorist groups, the significant increase in cybercrime being evidence of this as well 

as the use of video links and the Internet for surveillance of targets by terrorists. To 

be effective in meeting these challenges PPDR agencies need to keep abreast of 

these developments.  

In light of these conclusions, the following concluding thoughts are raised for consideration 

1. In different countries the needs and requirements will be different, but 
common to all is the desirability of strengthening public safety first responders. 
For this 
 

                                                           
73

 See also APT (2012) Report on PPDR Applications Using IMT-Based Technologies and Networks for a 

discussion of other alternatives. 
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(a) A minimum spectrum band of 10+10MHz for a dedicated broadband 

PPDR certainly seems justified on the basis of the opportunity cost 

argument in the eight countries studied in this report (Australia, China, 

Indonesia, Malaysia, New Zealand, Singapore, South Korea, and Thailand.) 

(b) Given the scale of public safety similarities between, for example, China 

and India, Indonesia and the Philippines, Singapore and Hong Kong, it 

seems highly likely on an opportunity-cost basis that dedicating a 

minimum of 10MHz and at least up to 20MHz for broadband PPDR is 

justified for most Asian countries.  

 

2. It would seem common sense (although legacy assignments may make it difficult to 

achieve) to harmonize the allocation of spectrum across the region to achieve 

economies of scale and a high degree of cross-border interoperability for public safety 

issues that cut across borders, such as natural disasters, search and rescue, anti-

terrorism, etc. 

3. There will be periods of time (hopefully many such periods) when a dedicated 

broadband PPDR network will have unused capacity. Countries should examine the 

possibilities of spectrum sharing. This is the reverse of the FCC’s recommendation that 

networks should be privately-owned by mobile service providers and capacity made 

available to PPDR agencies at times of emergency. Security firewalls and guard-bands 

may be required, but the advantage is a network that has the architecture appropriate 

to the needs of PPDR. 

4. PPDR agencies need to have in place professional spectrum management teams who 

are familiar also with the applications, their bandwidth requirements, traffic routing, 

interoperability and interconnection capabilities, devices and their application 

interface protocols (api’s), etc., to manage the network in times of both emergency 

and non-emergency. In other words, a decision to award broadband spectrum to 

PPDR agencies should be seen at the same time as an opportunity to upgrade their 

human resources and organizational capacities.  

5. If they do not already exist, PPDR technical committees with representatives of 

network operators, equipment suppliers, software applications developers, etc., could 

be established as a resource of technical information to keep PPDR agencies fully 

aware of technological and other relevant developments within the field of public 

safety. 
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Appendix 1:  PPDR Questionnaire and Summary of Responses 

Dear respondent, 

Background to the Study 

The PPDR (Public Protection and Disaster Relief) service providers (the ‘first responders’) use 

radio communications systems typically in narrowband (64kbps) and in some cases 

wideband (anything up to 384kbps). The next generation of PPDR radiocoms equipment will 

be able to exploit the possibilities of broadband and spectrum regulators are already looking 

at which frequencies may become available. But the jury is out as to what extent broadband 

PPDR is really necessary and if it is how much spectrum should be devoted to it. 

TRPC is undertaking a study of the issue for 8 economies in the Asia Pacific. The results of 

the study will be available to policy makers and regulators and to all respondents.74 TRPC 

would be very grateful for some 10 minutes of your time to complete the following 

questionnaire and return by email. 

Questionnaire 

Respondent 

1. Please indicate which of the following categories represent you  

Table 1 

Category Please tick √ for YES 

Ambulance/ first aid and axillary services  1 

Fire services and auxiliary fire services 1 

Police and auxiliary police services 3 

Other civil defence services 2 

Military services to back up PPDR  

Law maker/ policy maker/ ministry  

Radio spectrum Regulator 2 

Private sector radio spectrum manager  

Other (please specify = Research institute) 1 

 

2. Please indicate which country you are from 

Table 2 

Country/Economy Replies from 6 countries 

 

 

                                                           
74

 For transparency, this study is being supported by Motorola, but it remains vendor and equipment agnostic. 
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3. For which of the following services (based upon an ETSI list with some services added) 

do you consider narrowband is sufficient and for which is broadband PPDR radiocoms either 

highly DESIRABLE or absolutely REQUIRED for reliable quality? (Please tick ONLY one box for 

each service) 

Table 3a 

Type of Service Narrowband 
sufficient 

Broadband 
Desirable 

Broadband 
Required 

1. Video conferencing 1 3 5 

2. Video streaming of real-time images such 
as from CCTV on scene or attached to 
patrol cars back to the control centre and 
to devices in the field 

  6 

3. Video streaming of non-real-time images 
such as from CCTV on scene or attached to 
patrol cars back to the control centre and 
to devices in the field 

 2 4 

4. 3-D video forensics  2 2 

5. Improved data transfers such as vital 
medical statistics, causality numbers, 
hazard information, etc. 

 3 4 

6. Full email 1 5  

7. High quality transfers of images such as 
facial recognition, number plate 
recognition, building diagrams, remote 
borders, etc. 

 1 5 

8. Digital mapping of locations  2 5 

9. Remote database access  5 2 

10. Sensor device network communications 
(M2M) 

 4 2 

11. Telemetry and remotely controlled 
devices, such as robots to enter hazardous 
areas, helmet cameras, air-flying drones, 
etc. 

 3 3 

12. Internet browsing 1 5 1 

13. Ability of move the back office into the 
field  

 6 1 

14. Improved OTA (over-the-air) ability to 
download software applications and 
upgrades on the spot 

 5  

15. Reception of satellite images  5 2 

16.  Locating spots - GPS 1 5  

17. Other (please specify)    

 

 



50 

 

Please add any further comments you may have in the box Table 3b below 

Table 3b 

Comments  

 

4. For the services you have identified in Table 3a as being desirable or required, for 

which types of emergency situation do you think they are needed? 

 

Table 4a 

Types of PPDR incidents Please enter any relevant numbers from Table 3a 

All incidents of PPDR  
See summary of responses below Only for major  incidents of PPDR 

Only for catastrophic events 
Note: Define serious in your own terms, but assume it involves multiple injuries or properties. Define 

catastrophic as events that have widespread consequences to life, property and/or the environment  

 

Summary of responses  

Table 4.a1 

 1 2 3 4 5 6 7 8 
All 6 5 4 2 6 3 5 7 
Major   1 1 1 1  1  
Catastrophic 1        

 9 10 11 12 13 14 15 16 
All 6 5 5 5 4 3 5 4 
Major    1  1    
Catastrophic       1  

Note: in cases of multiple entries, where “All” applications listed in Table 3a indicating that 

broadband is either “desirable” or “required” has been ticked the answer is deemed to 

include “Major only” and “Catastrophe only”; similarly where “Major only” has been ticked 

the answer is deemed to include “Catastrophe only”. So, for example, broadband for item 1 

(“Video conferencing”) is seen as desirable or required by 7 respondents, but one of them 

sees it applying only to catastrophe situations. 

 

Please add any further comments you may have in the box Table 4b below 

Table 4b 

Comments  
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5. If you have a view on what spectrum band should be devoted to broadband PPDR 

please enter it in Table 5a 
 

Table 5a 
PPDR spectrum? Your views? 

What spectrum frequencies and how much 
(bandwidth) spectrum would you like to see 
provided for broadband PPDR? 

Answers: UHF band, bandwidth 10-20MHz; 
700/800 MHz; 758-806MHz with 20MHz x 2 
for UL and DL; 1.4GHz; issue not vital; under 
study by APT and ITU-R 

Should the spectrum be exclusive to PPDR? Answers: 5 MHz for exclusive, 10 MHz for 
shared, extra for auxiliary services ; should 
be exclusive (2 respondents); primary if not 
exclusive (2 respondents); share between 
PPDR agencies; depends upon the type of 
service, e.g. telemetry for UAV needs to be 
exclusive while M2M can be shared with 
commercial operators 

Should the spectrum be primarily for PPDR? 

Should the spectrum be shared for PPDR? 

 

Please add any further comments you may have in the box Table 4b below 

Table 5b 

Comments  

 

Thank you. Please return to Johnure@trpc.biz  

mailto:Johnure@trpc.biz
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Appendix 2: Interviews face-to-face and by email 

 

Country Position Date 

Australia  No response  

China 1. Ministry of Public Security (3) 

2. Vendor 

3. USITO 

21st March (Bangkok) 

 

 

25 Feb (Email) 

Indonesia  No response  

Malaysia 1. MCMC regulator 21st March (Email) 

New Zealand 1. Regulator 

2. Three members of AGW and AVA 

(NZ) 

15h Feb (Email) 

20th March (Bangkok) 

Singapore 1. Auxiliary police  

2. 10 Members from SCDF (Singapore 

Civil Defense Force) & SPF 

(Singapore Police Force) 

3. IDA regulator (2) 

15th Jan 

6th Feb 

 

 

21st Feb 

South Korea 1. Motorola country manager 

2. Research Institute 

3. Telecommunication Technology 

Association 

21st Feb (Email) 

 

19th March (Email) 

 

Thailand 1. Police chief 

2. Motorola country manager 

19th March (Bangkok) 

 

 

United Nations 1. UNOOSA/UN-SPIDER 

2. UNESCAP PPDR specialist 

22 Feb (Email) 

23rd March (Bangkok) 

Motorola 1. Motorola team (3) Singapore 

2. Regulatory, Asia Pacific 

18th Jan 

21st March (Bangkok) 
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Appendix 3: Costs of Crime, 2010-2011 

 

 
Sources: UNODC plus China Statistical Yearbook, UN CEDWA, Internet searches 

Note: most data relates to 2010 or 2011; data for assaults, rapes and robberies in Malaysia and 

Singapore relate to 2006 and 2007; for murders in Indonesia to 2008 

 

Cost of crime 2010-2011

Numbers

Crime Australia China Indonesia Malaysia New Zealand Singapore S.Korea Thailand

Murder 262                         12,013                    18,963                      604                          65                            25                        1,374                       3,654                      

Robbery 3,952                     202,647                 39,083                      21,419                    2,492                      946                      6,379                       19,677                    

Assault 71,916                   165,098                 109,598                   5,716                      11,260                    636                      82,686                    16,375                    

Rapes 15,630                   33,336                    11,469                      3,098                      861                          202                      2,627                       4,020                      

Value Estimates

IBM$ Australia China Indonesia Malaysia New Zealand Singapore S.Korea Thailand

Murder 7,802,590             3,212,831              3,488,216                2,753,855              9,271,312              5,507,710          5,048,734              3,212,831              

Robbery 7,034                     2,897                      3,145                        2,483                      8,358                      4,965                  4,551                       2,897                      

Assault 18,815                   7,748                      8,411                        6,641                      22,357                    13,281                12,474                    7,748                      

Rapes 173,203                71,318                    77,432                      61,130                    205,805                  122,261             112,073                  71,318                    

Total Estimates

Cost Australia China Indonesia Malaysia New Zealand Singapore S.Korea Thailand

Murder 2,044,278,580    38,595,738,803   66,147,040,008     1,663,328,420      602,635,280         137,692,750     6,936,960,516      11,739,684,474   

Robbery 27,798,368          587,068,359         122,916,035           53,183,377            20,828,136            4,696,890          29,030,829            817,723,626         

Assault 1,353,099,540    1,279,179,304     921,828,778           37,959,956            251,739,820         8,446,716          1,031,425,164      3,530,579,738      

Rapes 2,707,162,890    2,377,456,848     888,067,608           189,380,740         177,198,105         24,696,722       294,415,771          3,951,215,794      

Totals 6,132,339,378    42,839,443,314   68,079,852,429     1,943,852,493      1,052,401,341      175,533,078     8,291,832,280      20,039,203,632   
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Appendix 4: Consumer Surplus 
 

 
Sources: Annual reports for market shares; previous spectrum auction prices and benchmarks. 

Assumption: unitary price elasticity of demand, so the entire price reduction is captured as 

consumer surplus as consumers pay less than they would otherwise have been willing to pay. 

Pop HHI 1/HHI (1/HH1-1) Auction Rev $ cN/N-1 Mobile Rev $ Price reduction

Australia 22,015,576 4354 0.000229674 -0.999770326 31,041,962        (0.003)       41,488,000,000      (114,370,779)          

China 1,343,239,923 4821 0.000207426 -0.999792574 2,592,686,000  (0.002)       134,761,000,000   (335,504,564)          

Indonesia 248,645,008 2955 0.000338409 -0.999661591 608,017,817     (0.004)       10,921,100,000      (44,364,658)            

Malaysia 29,179,952 2262 0.000442087 -0.999557913 6,565,489          (0.005)       5,638,542,870        (29,925,924)            

New Zealand 4,327,944 2850 0.000350877 -0.999649123 77,000,000        (0.004)       15,917,597,696      (67,044,989)            

Singapore 5,353,494 3628 0.000275634 -0.999724366 21,690,000        (0.003)       18,354,003,904      (60,724,579)            

S.Korea 48,860,500 3863 0.000258866 -0.999741134 447,300,000     (0.003)       63,873,000,000      (198,466,080)          

Thailand 67,091,089 4381 0.000228258 -0.999771742 1,360,000,000  (0.003)       53,974,577,495      (147,875,555)          
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Appendix 5: Other studies: GMES and Munich Re 

 

There are few other studies to compare these figures with. The European Space Agency 

(ESA) commissioned a report from PriceWaterhouseCoopers (PWC) published in 2006 to 

estimate the potential economic and social benefits of the Global Monitoring for 

Environment and Security (GMES) programme launched in 2008.75 Having concluded there 

was no direct way to make such a measurement, PWC focused upon interviews and focus 

groups of experts to review three possible scenarios: no implementation, partial 

implementation and full implementation. Among the impacts included were  

 Reducing loss of life and property from natural and human-induced disasters 

 Understand, assessing, predicting, mitigating and adapting to climate variability and 
change 

 Improving the management and protection of terrestrial, coastal and marine 
ecosystems 

These are more monitoring, forecasting and preparedness issues than responder issues, but 

they clearly fall within the domain of public safety. The Table summarizes the estimates of 

PWC assuming the full implementation of GMES from 2008 to 2012 and to 2020.76 

Table A5.1 

Summary of projected economic benefits of GMES ‘Full Service’ Scenario (US$ millions)1 

Projected benefit areas2 2008-2012 2008-2020 

Flooding 176.2 296.4 

Seismic applications 28.7 57.4 

Forest fires 11.8 27.4 

‘Other’ (landslips, infrastructure stability, industrial risk, etc.) 7.8 23.5 

Forest ecosystems (EU only) 7.8 7.8 

Total of above areas of benefit 232.3 412.5 
Note: 1. Original €m, 2005 in nominal currency terms converted to $m, 17 March 2013; 2. The 
potential impact of other benefit areas such as deforestation and desertification only appear from 
2025 onwards. The projects extend to 2030.  

 

Noticeable about these figures is the total, $412.5 million projected over 14 years compared 

with a total $348.9 billion over an 11 year period for losses in the 8 countries of Asia Pacific, 

or 7 countries if Singapore is excluded. This suggests that a system like GMES, however 

welcome it may be, will contribute less than 0.1% to reducing the costs of disasters in the 

region. The savings for first responders will not be much affected. To emphasize the 

significance of the losses, Munich RE publishes annually losses associated with the world’s 

worst natural catastrophes versus the losses covered by insurance. Of the world’s 10 worst 

                                                           
75

 GMES is also Europe’s main contribution to the Global Earth Observation System of Systems (GEOSS), an 

international effort to monitor and manage the global environment. 
76

 The PWC report covers a range of other issues, such as conflict resolution and humanitarian aid. 
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catastrophes In 2011, excluding Japan’s earthquake and tsunami, only 44.5% of the losses 

were covered by insurance payouts. Including Japan only 27.8%. The figure for 2012 was 

42.5%.77  

 

For example, if the data from Singapore is examined, in 2011 according to Ambulance 

Service figures there were 751 public fatalities. Not all of these will be from ‘public safety’ 

events such as road accidents, violent assaults, murder, etc., but given that the anticipated 

revenue from an auction plus the estimated CS in the event of an auction comes to $3.748 

billion, this is the equivalent 742 deaths spread over 5 years or 149 deaths due to a public 

safety event every year. The 35 deaths recorded in Table 6 refer to the SARS epidemic. In 

2011 there were 16 cases of murder,78 four fatalities from fire incidents, 165 persons injured, 

and 246,000 emergency ambulance calls during the year of which 16,000 were road 

accidents. 79 If all data from public safety events such as loss of property from crime and fire, 

road accidents, etc. were included, a bottom-up estimation would at the very least narrow 

the cost-benefits gap.80  In other words, the costs of loss through PP alone can be 

substantial.81 

The bottom-up approach also informs the post-disaster DaLA (Damage and Loss Needs 

Assessment) methodology which guides exhaustive analyses of countries with post-disaster 

needs – see Table 1.82 These represent the underpinnings of the overall damage and loss 

estimates of EM-DAT and identify in great detail damage and loss and the cost of recovery 

by strategically important sectors within each economy. Future research into the social 

value of PPDR services should make use of this data on a country basis.  
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 Munich RE NATCATSERVICE  http://www.munichre.com/en/reinsurance/business/non-

life/georisks/natcatservice/default.aspx  
78

 Singapore Police Force Annual Report 2011 http://www.spf.gov.sg/prints/annual/2011/  
79

 SCDF Annual Report 2011/2012 

http://www.scdf.gov.sg/content/dam/scdf_inter/publications/SCDF_AR_2012.pdf  
80

 The Benefits Estimator includes in public safety losses 13 categories of loss from crime alone, such as 

robbery, rape/sexual assault, aggravated assault, arson, etc.  
81

 It would still be necessary to determine by how much these losses could be avoided by deploying broadband 

applications. 
82

 See, for example, the PDNA reports on Indonesia, Laos, the Philippines and Samoa in the Asia Pacific at 

https://www.gfdrr.org/Track-III-TA-Tools  

http://www.munichre.com/en/reinsurance/business/non-life/georisks/natcatservice/default.aspx
http://www.munichre.com/en/reinsurance/business/non-life/georisks/natcatservice/default.aspx
http://www.spf.gov.sg/prints/annual/2011/
http://www.scdf.gov.sg/content/dam/scdf_inter/publications/SCDF_AR_2012.pdf
https://www.gfdrr.org/Track-III-TA-Tools
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Appendix 6: PPDR in Singapore – Case Study 

Given the availability of well-organized international databases it is easier to assemble data 

on the costs of natural disasters (the DR part of PPDR) than it is for crime statistics (a 

component of the PP part of PPDR) for which there are few internationally agreed or 

followed standards of crime classification or of crime reporting. 83 Nevertheless, it is 

important to collect and analyse the data available to support policies that will increase the 

effectiveness of PPDR agencies in the reduction of public safety risk. 

Public Protection: The annual reports of the Singapore Civil Defence Force (SCDF) and the 

Singapore Police Force (SPF) provide data on public protection incidents. As a city-state 

Singapore is compact and with excellent communications systems. Its crime rate is low by 

international standards, comparable for example to Hong Kong. However, in the annual 

reports the PP data is does not always follow clear definitions. For example, the category 

“assaults” would seem to come under “”crimes against individuals” and rape would seem to 

come under this generic category. For valuation purposes the classifications do not precisely 

match the categories of the IBM online toolkit Benefits Estimator. Table S1 below shows the 

local crime figures for the year 2010 and the data from the UNODC in the adjacent column. 

The third column is the IBM Benefits Estimator for Singapore, including the “criminal justice 

system cost”.  

Table S1 

The Cost of Selected Crimes in Singapore, 2010 

Crime Number (SPF) Number (UNODC) (UNODC) US$ UNODC Total US$ 

Murder - 25(1) $5,5743,121 $143.6 million 

Assault 3775(2) 636(3) $18,466 $11.7 million 

Rape(4) 202 202 $138,148 $27.9 million 

Robbery 567 946(5) $13,261 $12.5 million 

Total    $195.7 million 
Notes: 1. UNODC 2010; 2. SPF Annual Report “Crimes against individuals” with rapes subtracted; 3. 2006 
UNODC http://www.unodc.org/documents/data-and-analysis/statistics/crime/CTS12_Assault.xls;  4. 2011 UN 
CEDAW Report see http://publichouse.sg/categories/focus/item/35-thesilence-of-sexual-assault-survivors;     
5. 2006 UNODC http://www.unodc.org/documents/data-and-analysis/statistics/crime/CTS12_Robbery.xls  

 
 

These selected categories of PP incidents include only the most aggravated man-made 

events and exclude other categories that can nevertheless have devastating effects, such as 

fires or the potential for terrorist attacks. For example, a major fire at the Shell oil refinery in 

2011 shut down a facility that produced 500,000 barrels a day, over one-third of Singapore’s 

                                                           
83

 For international efforts to standardize the classification of crime, see 

http://www.costsofcrime.org/MakingYourOwnEstimates/TypesOfCrime/ClassSugg.php   

http://www.unodc.org/documents/data-and-analysis/statistics/crime/CTS12_Assault.xls
http://publichouse.sg/categories/focus/item/35-thesilence-of-sexual-assault-survivors
http://www.unodc.org/documents/data-and-analysis/statistics/crime/CTS12_Robbery.xls
http://www.costsofcrime.org/MakingYourOwnEstimates/TypesOfCrime/ClassSugg.php
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total in a sector that accounts for nearly 3% of GDP.84 Over 100 fire-fighters were involved in 

the response. The danger of a terrorist attack was very real in 2002 when a plot was 

discovered to crash an aircraft into Changi Airport, with related arrests taking place in 

Indonesia in 2009.85  The consequences of such an attack would be immense, in terms of 

loss of life and property and in terms of loss of air traffic, trade and investment for a period 

of time. For comparison, an OECD report in 2002 estimated that the immediate loss to the 

economy in the US following the 9/11 attack on the World Trade Centre was $14 billion to 

the private sector and $2.2 billion to the public sector. A further $11 billion costs were 

involved in search and rescue, clean-up, etc.86  Among the items seized in 2009 was a map 

of the Singapore metro system and in response the Singapore Police Force set up a 

Transport Security Command (TransCom) which includes a working knowledge of the 

broadband communications systems used by these networks. 87  

Cost of Cybercrime 

However, the modern terrorist attack may not be physical at all, but rather a cyber-attack 

upon public infrastructure and commercial systems such as bank networks. In addition there 

is the growing issue of day-to-day cybercrime as criminals go online, and they require PPDR 

agencies to be increasingly conversant with broadband-enabled IT systems. Estimating the 

cost of cybercrime is extremely difficult, not least because commercial victims of cyber-

attacks are very often reluctant to let it be known, or, the opposite problem, they give 

inflated estimates of their losses.88 However, a study in 2012 for the UK Ministry of Defence 

delivered to the Workshop on the Economics of Information Security (WEIS) by Ross 

Anderson et al., meticulously collated estimates of different categories of cybercrime at the 

global and the UK level. Their findings are summarized in Table S2, but they warn “it is 

entirely misleading to provide totals lest they be quoted out of context, without all the 

                                                           
84

 Ministry of Trade & Industry, 20 October 2011, ‘2
nd

 Minister S.Iswaran’s reply to the impact of the Shell oil 

refinery fire and facilities shut-down at Pulau Bukom on the Singapore economy’ 

http://www.mti.gov.sg/NewsRoom/Pages/2nd%20Minister%20S%20Iswaran%27s%20reply%20to%20Parliame

nt%20Question%20on%20the%20impact%20of%20the%20Shell%20oil%20refinery%20fire%20and%20facilities

%20shut-down.aspx  
85

 http://www.sammyboy.com/showthread.php?14855-Singaporean-JI-suspect-plotted-to-attack-Singapore-

airport http://www.thejakartaglobe.com/home/singapore-airport-terror-plot-foiled-say-solo-police/320409  
86

 On September 14
th

 2001 the US Congress set aside $40 billion emergency spending package; see 

http://www.e-ir.info/2011/08/31/what-is-the-impact-of-terrorism-on-the-ipe/  
87

 See YouTube video http://www.youtube.com/watch?v=FS2nKxIVe3g  
88

 The process is very subjective. What is the value of copyright infringement for example, or the loss of 

exclusivity of customer data? A 2009 report by the security software company McAfee claiming global losses of 

up to $1 trillion http://www.mcafee.com/sg/resources/reports/rp-unsecured-economies-report.pdf was 

subsequently criticized for undue extrapolation of some very tentative data; see for example, Forbes 8 March 

2012 see http://www.forbes.com/sites/andygreenberg/2012/08/03/mcafee-explains-the-dubious-math-

behind-its-unscientific-1-trillion-data-loss-claim/  

http://www.mti.gov.sg/NewsRoom/Pages/2nd%20Minister%20S%20Iswaran%27s%20reply%20to%20Parliament%20Question%20on%20the%20impact%20of%20the%20Shell%20oil%20refinery%20fire%20and%20facilities%20shut-down.aspx
http://www.mti.gov.sg/NewsRoom/Pages/2nd%20Minister%20S%20Iswaran%27s%20reply%20to%20Parliament%20Question%20on%20the%20impact%20of%20the%20Shell%20oil%20refinery%20fire%20and%20facilities%20shut-down.aspx
http://www.mti.gov.sg/NewsRoom/Pages/2nd%20Minister%20S%20Iswaran%27s%20reply%20to%20Parliament%20Question%20on%20the%20impact%20of%20the%20Shell%20oil%20refinery%20fire%20and%20facilities%20shut-down.aspx
http://www.sammyboy.com/showthread.php?14855-Singaporean-JI-suspect-plotted-to-attack-Singapore-airport
http://www.sammyboy.com/showthread.php?14855-Singaporean-JI-suspect-plotted-to-attack-Singapore-airport
http://www.thejakartaglobe.com/home/singapore-airport-terror-plot-foiled-say-solo-police/320409
http://www.e-ir.info/2011/08/31/what-is-the-impact-of-terrorism-on-the-ipe/
http://www.youtube.com/watch?v=FS2nKxIVe3g
http://www.mcafee.com/sg/resources/reports/rp-unsecured-economies-report.pdf
http://www.forbes.com/sites/andygreenberg/2012/08/03/mcafee-explains-the-dubious-math-behind-its-unscientific-1-trillion-data-loss-claim/
http://www.forbes.com/sites/andygreenberg/2012/08/03/mcafee-explains-the-dubious-math-behind-its-unscientific-1-trillion-data-loss-claim/
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caveats and cautions that we have provided.” 89  Table S2 represents a compromise for the 

sake of brevity, providing sub-totals but also noting caveats.  

 

Table S2 

Costs of Cybercrime 

Cybercrime type Global Estimate ($ 
millions) 

Notes 

Cost of genuine cybercrime, such 
as scams, phishing, etc. 

$2,457m + $1,000m = 
$3,457m 

For the years 2007, 2008-2010, 2011; 
mostly considered under-estimates 

Cost of transitional cybercrime, 
such as online credit card fraud 

$7,360m + $39,240m 
= $46,600m 

For the years 2009-2011; some 
considered under-estimates 

Cost of cyber infrastructure, such 
as antivirus costs, etc. 

$11,000m + $13,840m 
+ $24,840m 

For the years 2010-2012; high degrees 
of uncertainty 

Cost of traditional crimes 
becoming ‘cyber’, such as tax 
fraud 

$5,200m + $145,000m 
= $150,200m 

For the years 2010-2011; some 
uncertainty 

Source: Anderson et al. (2012) ‘Measuring the Costs of Cybercrime’; Notes: figures in boldface based upon 
available data, figures in non-boldface extrapolated from UK data based upon size of GDP; costs may include 
data on criminal revenues, direct losses, indirect losses and defence costs. 

 

Given that Singapore’s GDP (2011) was around 0.34% of global GDP, cybercrime on this 

basis could reach up to $700-800 million a year. As a paper from Brown University points 

out, one of the challenges of cybercrime is that too often the short-term incentives to 

minimize operating costs by connecting to the Internet bring pecuniary benefits to private 

companies, whereas the long-term consequences of a cyber-attacks on, for example, a 

utility or financial network, are borne by society-at-large.90 This mismatch of public costs 

and private benefits raises a number of policy and regulatory issues to readdress this 

imbalance, but another implication is that that cyber-protection and risk reduction will 

become increasingly necessary and access to, and skills in the use of, broadband networks 

will become a necessary feature of PPDR work. Partly with this in mind, in 2012 the 

Economic Development Board of government issued a ‘Call-for-Collaboration’ proposals for 

a Safe City Testbed project to create a decentralized information-sharing model between 

different government agencies to enable them to respond “to a wide spectrum of safety and 

security and urban management concerns”.91 Broadband connectivity is bound to play a 

crucial role in any such project and a matching PPDR network could well be an outcome. 
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 Anderson et al. (2012) ‘Measuring the Costs of Cybercrime’ p.25 

http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf  
90

 Tyler Moore (2010) Introducing the Economics of Cybersecurity: Principles and Policy Options 

http://cs.brown.edu/courses/csci1800/sources/lec27/Moore.pdf  
91

 http://www.edb.gov.sg/content/edb/en/news-and-events/news/2013-news/the-safety-and-security-

industry-programme-office-safe-city-test-bed-call-for-collaboration.html  

http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf
http://cs.brown.edu/courses/csci1800/sources/lec27/Moore.pdf
http://www.edb.gov.sg/content/edb/en/news-and-events/news/2013-news/the-safety-and-security-industry-programme-office-safe-city-test-bed-call-for-collaboration.html
http://www.edb.gov.sg/content/edb/en/news-and-events/news/2013-news/the-safety-and-security-industry-programme-office-safe-city-test-bed-call-for-collaboration.html
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Disaster Risk: Singapore is fortunate in its geographical location, protected from volcanic 

eruptions and the earthquake-prone “ring of fire” that stretches across the Pacific, from 

tsunamis and from the worst of tropical storms. The only “natural disaster” deaths in the 

city-state in recent decades have been from the SARS epidemic, and occasional deaths from 

the local mosquito-borne diseases dengue and chikungunya fever. Since 1999 thirty-six 

deaths due to epidemics have been recorded, thirty-three of them in 2003.92 Combatting an 

epidemic like SARS requires a wide range of preventive, monitoring and remedial measures. 

Among them are first responder actions that require efficient communications, such as 

border control checkpoints, cross-references to databases to track the movements and 

contacts of suspected victims of the epidemic, remote monitoring of ventilation systems 

that can spread infectious diseases, and good field communications between inspectors and 

their HQ among others. Prevention is always better than cure, while containment is the first 

response to an outbreak. The costs to society can be considerable. First, the cost 

attributable to the death of victims, their loss of earnings and the pain and distress of their 

families which, using the IBM evaluator comes to US198 million 

 Second, the cost to the economy from loss of output and of earnings. In the case of 

Singapore, the losses arose most harshly in the tourism, hospitality and travel sectors as 

overseas visitors cancelled their trips, airlines saw a fall in passenger numbers, hotels and 

restaurants lost business and in some cases laid off staff, put staff on part-time employment 

or closed down completely. Receipts from tourism alone accounted for around 5% of 

Singapore’s GDP and as part compensation the Government introduced a relief package for 

businesses of S$230 million (US$186 million). See Table S3 for a partial assessment of the 

loss in business of the tourism and selected related sectors. 

Table S3 

The estimated cost to selected tourism and related sectors in April 2003 

 No. of establishments Employment Fall in sales from SARS (%) 

Retail 18,372 85,589 10 to50% 

Catering  3,356 48,202 Up to 50% 

Hotels 196 26,096 Up to 70% 

Taxi   34,000 30 to 40% 

Tour Operators 648 7,405 70 to 80% 
Source: The Impact of SARS on the Singapore Economy and Action Taken in Response 
http://www.asiabiotech.com/publication/apbn/08/english/preserved-docs/0812/0672_0679.pdf  

 

These costs are confined to just one sector, and the business relief package was clearly 

designed  to mitigate but not fully compensate for the losses. In Box 4 of the main report 

one estimate of the daily loss of business due to the bomb attacks in Mumbai in 2008 was 

over $200 million a day. Without taking into account any such loss, the cost of SARS for 

Singapore was at least $0.4 billion.  
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 See EM-DAT 

http://www.asiabiotech.com/publication/apbn/08/english/preserved-docs/0812/0672_0679.pdf
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Conclusion 

Singapore is a good case study because of the eight countries covered by the report the per 

capita losses from PPDR are the lowest (Table 10) and yet the cost-benefit still works 

strongly in favour of devoting spectrum to PPDR agencies for broadband applications. What 

the case study highlights are two factors. First, the recurrent risk of a major public safety 

disaster, such as a terrorist attack (averted) or a catastrophic fire (contained) or an epidemic 

(36 deaths and loss of economic activity). Second, the growth of cyber-terrorism as a new 

era problem that could shut down vital infrastructure such as utilities, financial and 

commercial networks, and cyber-crimes of all kinds. Cyber-crime calls for cyber-policing. 

There are many aspects of PPDR work from street observations by on-duty police to 

surveillance operations to painstaking deductive analysis of crime data, but at each step 

broadband applications are coming to play a vital role in enhancing the effectiveness and 

efficiency of such work. The Singapore police and defence forces do make use of 

commercial 3G networks and are planning to use smartphones and their applications. The 

lesson of this report is that in the era of broadband applications, Big Data analytics, rapid 

access to remote databases, real-time high definition video links, etc., a dedicated network 

would seem more of a necessity than a luxury and would meet the public’s willingness to 

pay for the peace of mind. 

 


