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“…evidence suggests that innovation and investment both at the network core and edge have led 

to a change in the nature of competition and market structure. In particular, technological, 

service, and business innovations both at the core and at the edge of the network are 

significantly affecting competitors, investors, and consumers” – OECD, 20161 

 

1. OTT Regulation and Business Models 

The regulation of OTT services and service providers is controversial from three points of view: (i) on 

what ground is it to be justified, (ii) whether it will deter new entrants and choke off innovation, and 

(iii) whether it is practical and enforceable given (a) the speed with which new technologies and 

business models evolve, and (b) OTTs cut cross many different jurisdictions. Policies that are difficult 

to sustain in the long-run need to be thought through very carefully because they may cause a loss 

of momentum in the growth of new services and technologies.  

A key consideration of regulators is to determine the nature of the markets in which OTT service 

providers operate, and to understand how their business models work in those markets and how 

they differ from those of traditional service providers. Furthermore, how the traditional operators 

and service providers are responding and changing their own business and delivery models in 

response. There is a real danger, not to be under-estimated, that regulation of OTTs will slow down 

the response times of traditional services providers to the changing environment.  

1.1 Markets and Business Models 
Service categories overlap, but they can be distilled down to:  

(i) those that compete with traditional telecom services 

(ii) those that compete with traditional broadcast services, and  

(iii) downloads and apps that offer new categories of service, ranging from downloads of 

music, games, maps, timetables, etc., to sharing-apps, informational apps, e-commerce 

apps, etc.  

In the case of categories (i) and (ii), the issues for regulators revolve principally around questions of 

equal treatment, for example, in terms of conditions of service, content regulation, definitions of 

markets, etc. In the case of category (iii), the range of possible markets and services is vast, and the 

types of regulation can vary from data protection issues, to the blocking of harmful apps, to 

questions of localization for the purposes of taxation. In only some cases, for example blocking, will 

telecoms and broadcasting regulators be directly involved in these issues. 

                                                           
1 OECD (2016) ‘Digital Convergence and Beyond: Innovation, Investment, and Competition in Communication 
Policy and Regulation in the 21st Century’ 
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&doc
Language=En  

http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&docLanguage=En
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&docLanguage=En
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Table 1 – OTTs, Technologies and Business Models 

Classification of OTT service Basic Business Model 

1. Alternative (substitute) 
telecom/Internet service 
provider (ISP) services, 
such as VoIP, texting, video 
conferencing. 

(a) Free texting and video services to users, which can be funded by (i) 
selling customer data to advertisers, (ii) consolidating users into a 
critical mass of social media users, (iii) adverts in the service, such 
as pop-ups; e.g. Line, Facebook Messenger, Google Hangout and 
Google Voice, Microsoft Skype, Viber, WhatsApp, WeChat, etc.     

(b) Subscription services, e.g. Skype for Business. 
 

2. Alternative (substitute) 
broadcasting services. 
Different services have 
different names in different 
jurisdictions. The FCC uses 
the terms (i) multichannel 
video programming 
distributors (MVPDs), (ii) 
broadcast television 
stations, (iii) online video 
distributors (OVDs). The 
OVDs, such as HOOQ, Hulu, 
Netflix and Viu, use Content 
Distribution Networks 
(CDNs)2 to deliver services 
to localities. For overseas 
viewing this may involve 
caching video within-
country to improve 
reception. Partnerships 
with local telcos also 
happen because an OTT 
channel adds value to the 
telco’s own online TV and 
video services. 

(a) Advertising-driven ‘free’ video-on-demand (AVOD), where the 
adverts appear in the video, e.g. Fox Crime channel, or wrapped 
around it, e.g. YouTube. Many of the advertising-supported OVDs 
are owned by studios, broadcast networks, or cable networks. 

(b) Subscription video-on-demand (SVOD) paid directly to an OTT 
OVD operator, who may be overseas, e.g. Netflix, PCCW’s Viu 
(Cantonese, Korean drama), Singtel’s HooQ (Hollywood 
blockbusters from Sony, Warner). Subscriptions usually auto-
renewed and fees are paid in fixed intervals (e.g. per month/year). 

(c) Transactional Video on Demand (TVOD) are one-off payments, 
also paid directly to an OTT OVD operator. 

(i) Electronic Sell Through (EST) enables content to be 
downloaded and stored on a hard drive or in the cloud for 
viewing at any time. 

(ii) Rental is a form of EST in which the download is only available 
for a period, and further viewing requires further payments. 

(iii) Pay-per-view (PPV) is a model generally used for special events 
including sports, which are streamed to paying customers. 

(d) Promotional partnerships/bundled services between an OVD and 
a telco – local telco offers bundled OTT channels to market its own 
broadband services, e.g. Netflix & Singtel; PCCW Viu & Singtel 

 

3. Apps and content. Anyone 
with technical skills can 
create an app using an 
online toolkit. A standalone 
app, such as some games, 
serves its own purpose, but 
apps are usually linked to 
services, free, such as a 
camera scanner, or paid, 
such as an OVD (see above)  

(a) Free downloads. Apple Store lists 29 categories ranging from 
business to food/drink to games available in Singapore (Aug 2017). 

(b) Free max allows free usage up to a ceiling, and payments 
thereafter, or payments for enhancements, such as purchasing 
items used in a game. 

(c) Data monetization whereby online operators sell users’ data to 
advertisers and others. 

(d) Apps to access paid or semi-free services, such as online payment 
apps for e-commerce sites, subscription-based access to 
newspapers, entertainment sites, etc.  

(e) Subscriptions to online services, such as newspapers. 
(f) Purchased apps, such as a photography app or games. 
(g) Crowdsourcing and donations to start-ups and to websites such as 

Wikipedia online encyclopaedia. 
(h) Peer-to-Peer (P2P) lending for personal commercial loans. 

 

                                                           
2 CDNs cache content on servers at Internet Exchanges (IXPs) at the edge of networks close to customers to 
ensure high quality transmission of video with low latency. CDNs can be third party or in-house. 
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1.2 The Reasons for Licensing  
The question of whether to licence OTT services arises because Internet and web technologies have 

been used to change the operating environment of traditional licensed operators and service 

providers. Traditional operators express concerns that OTT service providers are not subject to the 

same regulations and policy restrictions as they are, for example, in terms of the collection and use 

of customer data, or content restrictions, and because they are unlicensed they pay no licence fees 

despite competing in many of the same markets.  

To judge the force of these arguments, it is important to examine the role played by changes in 

digital technology and Internet technology. Emerging technologies are often used to enhance 

existing services and introduce new ones, but equally can be adopted by new entrants to challenge 

the business models and markets of incumbents. Using the categories outlined in Table 1, each 

market can be examined in turn. 

1. Alternative (substitute) telecom/ISP services 

Apps for texting and audio-visual communications, increasingly embedded in social media apps, 

reduce the traditional voice revenues of telecom companies, as shown in Chart 1.  

Chart 1 – Falling Telecom Revenue 2006-20163 

 

According to Strategy&, messaging apps such as “WhatsApp, Viber, and Apple’s iMessage already 

represent more than 80 percent of all messaging traffic, and Skype alone accounts for more than a 

third of all international voice traffic minutes.” This is competition from outside the traditional 

telecoms market. Previously, the major changes came from growing competition within the 

traditional telecoms market. The key issue here is competition, not its source, and the recent round 

of disruption comes some years after the economics of telephony itself was transformed or 

disrupted by digital technologies. The impacts were twofold:  

                                                           
3 Strategy& (2017) ‘2017 Telecommunications Trends’ https://www.strategyand.pwc.com/trend/2017-
telecommunications-industry-trends 

https://www.strategyand.pwc.com/trend/2017-telecommunications-industry-trends
https://www.strategyand.pwc.com/trend/2017-telecommunications-industry-trends
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1. The marginal costs of providing a voice call or a text or data, fell close to zero. However, 

marginal cost pricing would result in an operating loss given the way the telcos ran their 

operations, so a mark-up to cover fixed costs was required. Where there was little 

competition, telcos could use a variant of Ramsey Pricing so prices would reflect the inverse 

elasticity of demand. For example, because business calls are usually seen to be essential, 

the elasticity of demand is low (calls are made whatever the cost) and telcos could allocate 

more of the fixed costs to them. This was good for residential users because it implied a 

form of subsidy. Similarly, between international and long-distance calling, and local calls. 

With growing competition, however, new entrants attacked the high-margin and more 

profitable markets, the international, long-distance and business markets, forcing a tariff 

rebalancing. The role of the regulator in this environment was (i) to keep a close eye on the 

pricing mechanisms to prevent anti-competitive behaviour, and (ii) to ensure that the 

efficiency gains from digital technology were being used to offset local tariff increases to 

allay the concerns of residential customers. For the first time, regulators had to take a close 

interest in, and understanding of, network costs, the impacts of technology and the cost 

accounting mechanisms to be used for regulations.4 

2. Digital technologies brought about a convergence between telecoms and broadcasting. 

This took time because technological convergence is not the same thing as business synergy, 

and in the 1990s there were many failed trials and experiments owing to immature 

technology and untested business models. Video-on-Demand (VOD) for example, and early 

Internet Protocol TV (IPTV) struggled to find audiences for their programmes, and the 

methods of payments and service delivery deployed were often problematic. Resizing video 

frames to fit onto mobile handphones was another later challenge. As is often the case, it 

took two or three cycles in technology development and business modelling before the 

“triple play” of telephony, Internet and video became a widely and successfully marketed 

bundle. This came about because telcos knew they had to invest and innovate, or lose out to 

nimbler new entrants. Competition was the key. For example, offering broadband TV and 

OTT IPTV has become the way to increase market demand for fixed-line broadband 

connectivity, and mobile data plans. Today, with the coming to market of connected TV sets 

and high-speed broadband smartphones, this trend has only accelerated.  

It would be self-defeating if regulators recognised that competition from OTT services helps drive 

the telcos to invest in innovative broadband services and data plans, but then restricted the use of 

the technology to the incumbents. The regulations specified in the licences that govern networks do 

not apply to OTT providers because they do not operate the access networks. On the services side, 

there are areas requiring service obligations, one of which is the provision of an emergency service, 

and another concerns the terms and conditions of the service, such as the quality of the service – 

always available, no dropped calls, etc. – and the price. The issue of emergency call identification 

was resolved by many regulators, for example, in Hong Kong, when Voice over Internet Protocol 

(VoIP) was still a fixed line network service. VoIP service providers would only be allocated public call 

numbers if they provided an emergency call identification register, which of course needed to be 

updated whenever a customer relocated. The choice of operator was left up to the customer. With 

mobile phones replacing the use of fixed lines for many users, location is determined by the 

                                                           
4 When telcos were monopolies, even they had little detailed knowledge of the costs of the different lines of 
service. They simply applied fully allocated or distributed cost accounting methods, knowing there were no 
new entrants to undercut their prices.  
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surrounding cell sites. In some jurisdictions, competitive VoIP services are forbidden, and yet all 

incumbents will sooner or later be adopting the technology (if they have not already done so) and 

VoIP is already available online. The Internet, unless blocked, is global, and because OTT providers 

are operating in a competitive global market, the issue of service terms and conditions, like the issue 

of VoIP, is left to the user to make the choice of what to use.  

There are other areas of regulation, such as data protection issues, which may come under licensing 

or may be subject to more general laws and administered by other agencies (see below), but 

licensing for imposing service conditions and customer protection, does not seem to have 

application to OTT services that are competitive with traditional telecom services. There are 

several reasons for this:  

(i) the markets are highly competitive due to global Internet technologies, which the incumbents 

are also adopting;  

(ii) most of these services are provided from outside the jurisdiction where the users are located, 

which renders regulations difficult to enforce; and  

(iii) these services are mostly charged at zero, close to zero, or very low rates, which is precisely the 

reason why traditional operators and service providers are diversifying their services, innovating 

and changing their business models.  

Subscriptions for basic services are becoming part of a utility model, covering fixed costs, and usage 

charges are morphing into tiered download speeds (Mbps, Gbps) for fixed line networks and data 

packages (GB per month) for mobile networks. As percentages of average revenues per user (ARPU) 

these revenues are generally falling, but the composition of total revenues is shifting to value-added 

services based upon OTT services such as OVDs. In other words, telcos are entering the OTT market, 

sometimes as partners, sometimes as competitors. To be effective competitors, they need to learn 

how to innovate. Regulations should encourage and facilitate such changes, rather than removing 

or blunting the market incentives to do so. 

2. Alternative (substitute) broadcasting services:  

The “triple play” strategy (telephony, Internet, video) telcos adopted to combat declining revenues 

from basic services, in part due to competition from OTTs (see above), has matured in several cases 

from localised VOD to regional OVD services. PCCW’s Viu (Hong Kong) and Singtel’s HOOQ 

(Singapore) are good examples. Being growth markets, this is where competition is fiercest from 

non-telco OTTs. Netflix is a standout case in the Asia-Pacific region for movies, but social media such 

as YouTube and Facebook are also important players.  

By 2020, all ASEAN countries are scheduled to have made the transition to digital terrestrial 

television (DTT), meaning that all viewers of over-the-air (OTA) TV programmes will need to have 

digital receivers. The digital and Internet revolution for broadcasting and OVD services will be 

complete. Technologically, there will be an even playing field. The issue of licensing then comes 

down to several issues: 

• License the right to broadcast either live TV or video: where the source of the broadcast is 

in-country, licenses are frequently required to regulate the nature of the content, such as (i) 

illegal or unacceptable content, (ii) pirated content or content violating IPRs, (iii) minimum 
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local content requirements, (iv) scheduling of content for adults and children, but this can 

only apply to linear broadcasting, not streamed video.  

• Radio spectrum licence fees: only apply to OTA DTT and mobile operators offering access to 

OTTs. The fees are usually revenue-generating for governments and regulators if assigned 

through auctions, but the licenses have a wider purpose, empowering regulators to monitor 

emission levels, and cases of radio interference, as well as anti-competitive behaviour and 

customer protection. 

• Licenses issued to raise revenues that do not relate to scarce local resources are 

problematic: as OTT broadcasters can simply move out of the country, and use the Internet 

to provide services. A localisation requirement would be difficult to enforce, and could signal 

a retreat from World Trade Organisation (WTO) commitments to an open economy. But, as 

OTT services add value to the mobile, OTA DTT and fixed line broadband networks that 

provide local access, this should be captured in the corporate tax revenues collected by the 

government. However, OTT subscription services that by-pass the payment gateways of 

these networks and reach out directly to users are difficult to regulate. (See 2 (b), (c) and (d) 

in Table 1).  

If OTT OVD broadcasting originates in-country then the issuing of a right-to-broadcast licence is easy 

to apply, but with one proviso: if the terms of the license are onerous, the OTT operator can relocate 

outside the jurisdiction. This is exactly what occurred in the UK when in 1964 Radio Caroline (named 

after the daughter of US President Kennedy) began broadcasting popular music 24 hours a day from 

an offshore converted ferry boat. Radio Caroline thereby avoided regulations that restricted the 

broadcast of popular music to the state-owned BBC, partly to avoid the broadcast of what was then 

deemed risqué lyrics.  

This highlights the purpose of licensing when it is not about revenue generation. It is about the 

monitoring and control of content, and the wider the potential audience the more likely the 

requirement for licensing. Herein lies the growing dilemma for regulators, especially as social media 

and other OTT services become more than niche markets. Singapore, for example, has taken a 

strong action to contain international commentary on domestic events. In 2013, the then Media 

Development Authority (MDA) of Singapore announced it was introducing a requirement for OTT 

news websites to be individually licensed if they met two criteria: “if they report an average of at 

least one article per week on Singapore's news and current affairs over a period of two months, and 

have at least 50,000 unique visitors from Singapore each month over a period of two months. The 

individual licenses have to be renewed every year.”5 In addition, a performance bond of SGD50,000 

(USD37,000) was required. Other news websites were required to observe the MDA’s Class Licence 

Conditions and the Internet Code of Practice.  

1.3 The Reasons for Regulation 
Licensing allows governments to attach conditions to the license, providing an enforcement and 

accountability mechanism. Licensing is justified on several grounds, notably strategic, that a 

telecoms network is an essential part of the critical national information infrastructure (CNII), that 

                                                           
5 Straits Times (28 May 2013) http://www.straitstimes.com/singapore/mda-rolls-out-licence-scheme-for-news-
websites   

http://www.straitstimes.com/singapore/mda-rolls-out-licence-scheme-for-news-websites
http://www.straitstimes.com/singapore/mda-rolls-out-licence-scheme-for-news-websites
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scarce public resources such as radio spectrum are involved, and that the rights and interests of 

consumers are protected for such an essential economic and social service. As Table 2 suggests, 

licensing OTT services and their service providers on any of these grounds requires careful diagnosis 

of their role in the production, delivery and consumption of these services.  

Table 2 – Regulatory Issues 

Telecom/Broadcast OTT Action 

Strategically Important 

Telecom networks are a strategically-
important part of the critical national 
information infrastructure (CNII), 
providing essential public services. As 
such, they need to be managed 
securely, kept up to date with 
technological developments, and 
collectively (if there is more than one) 
investing in sufficient network 
capacity to serve the entire 
community. 

OTT services are not generally 
thought of as being strategically 
important; but this is changing as 
they become widely used, such as 
social media and streamed video 
services, and therefore their social 
impact increases, as (i) a substitute 
source of communications and 
expression, and (ii) a substitute 
source of broadcast content. 

The diversity of channels available for 
personal and business 
communications is being driven by 
advances in technology and 
experimental business models, which 
is the essence of innovation. 
Measures to limit OTTs can be both 
economically harmful and self-
defeating. However, measures to 
control content are sometimes 
accepted as necessary, but are 
culturally and politically sensitive. 

Scarce Public Resources 

Scarce public resources are involved, 
such as radio spectrum frequencies, 
rights of way across public land, and 
the right to use publicly-assigned call 
numbers. Some licensing authorities 
include the right to access privately-
owned bottleneck facilities, such as 
distribution rooms in multi-
occupancy buildings, and 
requirements to share facilities with 
competing networks. 
 

Since the scarce resources used by 
OTT services are those already 
assigned to telecom/ISP networks, 
the question becomes a network 
management rather than a 
regulatory issue, although regulators 
must be assured that network 
management is not a disguised form 
of discrimination. However, the 
growth of any network-using services 
can add to the requirement for scarce 
resources, such as bandwidth.   

As demand rises for more radio 
spectrum, or for additional 
investment in broadband networks, 
the regulatory response is to the 
networks, not to the OTT service 
providers, unless they apply to build 
networks. In the latter case, 
regulation may facilitate CDN 
development in various ways, for 
example, permitting the lease of dark 
fibre or spectrum sharing. 
 

Consumer Protection 

Consumer protection covers a 
multitude of issues: protection 
against excessive prices, low quality 
of service, irregular accounting, tie-
ins, misleading service promotions; 
promoting universal service, number 
portability, a customer’s right of 
recourse, the transfer of customers to 
new operators when their existing 
operator ceases business, etc. 

Consumer protection may apply to 
OTT services in different ways: (i) 
where OTT services are substitutes 
for the PSTN, emergency call 
identification may be required, such 
as with VoIP; (ii) content that is 
considered harmful; (iii) subscriptions 
and payments for services that fall 
within the regulator’s national 
jurisdiction; and (iv) the collection, 
transfer and use of data without the 
consent of the data owner. 

Because OTT covers a wide range of 
services, from telecom substitute 
services to broadcast substitute 
services, to social media postings, to 
apps for e-commerce, authority for 
relevant legal and industrial 
regulation is likely spread across 
agencies. A cross-cutting agency 
liaison or advisory service would be 
one way to manage these challenges, 
including the potential for new laws 
required to give legal standing to 
such an agency.  
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1.4 OTT Video Services Regulation 
OTT video services can be distributed through many mediums, such as over telecom broadband 

networks, digital broadcast networks, by CDNs, directly over the Internet. Regulatory issues include 

the challenge of licensing the channels, content controls, whether the OTT network itself, such as an 

online search engine, discriminates against content from a rival network, and whether the revenues 

generated locally can be taxed locally. Figure 1 provides a summary of the regulatory stance being 

taken across the region. In many, if not most, cases, policy is still under review, including whether to 

require a physical local presence of the OTT service provider to secure policy implementation. 

Figure 1– Regulation of OTT Video Services 

 

Source: Casbaa (2012) “Same Same but Different? Video Policies for Asian Pay-TV and OTT” 

http://www.casbaa.com/publication/same-same-but-different-video-policies-for-asian-pay-tv-and-ott/  

 

2. OTT Influence upon Investment in Infrastructure 

A prominent argument from telcos and broadcasters is that OTT service providers do not pay license 

fees and are not subject to similar regulations governing their operations or their content. The 

complaint is that there is an ‘uneven playing field’. This section looks at the details of this argument, 

but it is worth noting that a ‘level playing field’ if taken literally, would imply few substantial 

differences across markets, yet it is precisely these differences that injects a dynamic into markets 

and motivates the less competitive to try to catch up. The real issue is whether the barriers to entry 

prevent competition, and whether they are ‘natural’ or induced, for example, by anti-competitive 

http://www.casbaa.com/publication/same-same-but-different-video-policies-for-asian-pay-tv-and-ott/


 
 

Page 10  

practices or by exclusive licences. In the latter case, this may result in revenues to the state that are 

under threat from OTTs entering the market. 

2.1 Effects of OTT on Investment  
The effects of OTTs competition are twofold:  

(i) they reduce the market share and revenues of traditional telcos and broadcasters, which could 

have a negative impact upon investment in infrastructure by reducing the finances available 

and the rates of return on investment;6 but  

(ii) they add value by creating a growing consumer demand for last mile broadband capacity, and 

in some cases, add value to the channels as bundled services of broadcasters. See Table 1 for 

examples.  

The question posed therefore, is should OTT operators be required to contribute directly to 

investment in the CNII,7 for example, through a development tax on their in-country business or, 

alternatively, should network operators be allowed to charge OTT access fees. Of equal concern by 

both policy makers and regulators should be the dampening effect that such actions could have on 

not only direct national investment, but on broader ancillary investments, on innovation, and on 

overall market participation, including for R&D. This is discussed below in the chapter on Net 

Neutrality. 

Content Distribution Networks (CDNs) 

There is a third issue that should be considered:  

(iii) Networks in the era of digital and IP convergence involve data centres and servers as well as 

cables and radio and routers. CDNs, which cache content at the edge of the network in data 

centres that house IXPs to reduce latency and maximise video quality for end users, are a 

growing component of the CNII.8 Social media and other OTTs are no longer accessed by a 

minority of users. They are an integral part of the digital economy and society. Investment in 

these CDNs is sometimes by a third party, such as Akamai and Limelight, but the trend for major 

OTT players, such as Netflix, Comcast, Facebook,9 and Google is to invest in their own CDNs. By 

2016, Netflix was distributing 90% of its traffic over its Open Connect CDN to ISPs on the edge of 

the networks in countries receiving its services.10 Netflix has also moved its storage from its own 

data centres to the open cloud services of AWS – Amazon is gearing up to become a global OTT 

                                                           
6 In one scenario by McKinsey, by 2018 in terms of revenues, OTT players could account for 60% of messaging, 
50% fixed voice calls and 25% mobile voice calls, up from 9%, 11% and 2% in recent years. McKinsey (January 
2017) ‘Overwhelming OTT: Telcos’ growth strategy in a digital world’  
http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-
strategy-in-a-digital-world  
7 Note: if the CNII in a country is not defined it makes this argument by incumbents difficult to sustain.  
8 The point is made, for example, in CTO (October 2016) ‘Understanding the Dynamics of OTT Services: CTO 
Research Study’ http://www.cto.int/media/CTOOTTStudyPaperFinal_ReviewedDraft04Oct2016.pdf  
9 Bizety (23 February 2016) ‘Do It Yourself CDN: Netflix, Comcast and Facebook’ 
  https://www.bizety.com/2016/02/23/do-it-yourself-cdn-netflix-comcast-and-facebook/  
10 RapidTV News (19 March 2016) ‘Netflix moves all global traffic to Open Connect CDN’   
https://www.rapidtvnews.com/2016031942170/netflix-moves-all-global-traffic-to-open-connect-
cdn.html#axzz4pLI2vFu7  

http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-strategy-in-a-digital-world
http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-strategy-in-a-digital-world
http://www.cto.int/media/CTOOTTStudyPaperFinal_ReviewedDraft04Oct2016.pdf
https://www.bizety.com/2016/02/23/do-it-yourself-cdn-netflix-comcast-and-facebook/
https://www.rapidtvnews.com/2016031942170/netflix-moves-all-global-traffic-to-open-connect-cdn.html#axzz4pLI2vFu7
https://www.rapidtvnews.com/2016031942170/netflix-moves-all-global-traffic-to-open-connect-cdn.html#axzz4pLI2vFu7
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competitor in its own right – and leases capacity to cache its programmes in IXP data centres 

around the globe.  

These global OTT players have a commercial interest in creating their own interconnecting networks, 

by leasing dark fibre in-country from the telcos wherever this is possible, and where it is not then 

using the more expensive option of leasing live circuits from the telcos. Facebook and Google have 

also begun investing heavily in submarine optical fibre cables to guarantee fast and secure data 

traffic delivery, including the Pacific Light Cable Network with a designed capacity of 120Tbps that 

will connect the USA and Hong Kong directly from 2018, the first of its kind. The capacity 

requirements of these OTT players are now exceeding those of the largest carriers. TeleGeography 

reported in 2016 that private networks already account for around 50% of the intra-Asia and trans-

Pacific traffic.11 

By 2014 OTT providers had invested over USD7.7 billion globally in networks of data centres, 

submarine cables, domestic transport networks and delivery infrastructure, according to a study by 

Analysys Mason,12 similarly mentioned in a report from the Asia Internet Coalition (AIC) in 2015.13 

AIC also cite a 2013 study by ICM Research confirming “that consumers who use OTT services 

(such as VoIP calls and online video), who generate online content, and who are otherwise 

‘digitally mature,’ are increasingly likely to upgrade their Internet connection to get fasters speeds, 

and are more willing to pay more for that faster connection.” Referring to this as a ‘virtuous cycle’, 

an OECD report in 2016 notes its positive impact upon investment in broadband networks. 

In its 2015 Open Internet Order, the United States’ Federal Communications Commission (FCC) also 

reaffirmed policies promoting the virtuous circle “in which innovations at the edges of the network 

enhance consumer demand, leading to expanded investments in broadband infrastructure that, in 

turn, spark new innovations at the edge.” Policies promoting the virtuous circle are said to be behind 

the increased investment by broadband providers in the amount of USD212 billion between 2011 

and 2013, more than any three-year period since 2000.14 

The evidence suggests that, if not in all cases, the impact of OTT entry into telecom and broadcast 

markets is a positive one in terms of investment. That does not imply that traditional service 

providers are not financially challenged by their entry, but that their response needs to include new 

investment in extending local access to their networks, in upgrading the technology, in making their 

                                                           
11 TeleGeography (2016) ‘Global Bandwidth Research Service: Executive Summary’ 
  https://www.telegeography.com/page_attachments/products/website/research-services/global-bandwidth-
research-service/0006/7209/gb16-exec-sum.pdf  
12 Analysys Mason (2014) ‘Investment in Networks, Facilities and Equipment by Content and Application 
Providers’ http://www.analysysmason.com/Research/Content/Reports/Content-application-provider-Internet-
infrastructure-Sept2014/. 
13 AIC (2015) ‘Smart Regulation for OTT Growth’ https://www.aicasia.org/2015/10/27/aic-white-paper-on-ott-
smart-regulation-for-ott-growth/ 
14 OECD (2016) ‘Digital Convergence and Beyond: Innovation, Investment, and Competition in Communication 
Policy and Regulation in the 21st Century’ 
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&doc
Language=En  

https://www.telegeography.com/page_attachments/products/website/research-services/global-bandwidth-research-service/0006/7209/gb16-exec-sum.pdf
https://www.telegeography.com/page_attachments/products/website/research-services/global-bandwidth-research-service/0006/7209/gb16-exec-sum.pdf
http://www.analysysmason.com/Research/Content/Reports/Content-application-provider-Internet-infrastructure-Sept2014/
http://www.analysysmason.com/Research/Content/Reports/Content-application-provider-Internet-infrastructure-Sept2014/
https://www.aicasia.org/2015/10/27/aic-white-paper-on-ott-smart-regulation-for-ott-growth/
https://www.aicasia.org/2015/10/27/aic-white-paper-on-ott-smart-regulation-for-ott-growth/
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&docLanguage=En
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP(2015)2/FINAL&docLanguage=En
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core networks “super slim, cost efficient, and more agile,”15 and rejuvenating the content they make 

available over their networks. For example, between 2013 and 2015, Netflix and Amazon more than 

doubled their annual spending on programming, from USD3.6 billion to USD7.58 billion.16  

Networks are part of the CNII, and as such regulations are required to ensure their availability at 

reasonable cost. This was a more straightforward regulatory task when networks were near-

monopolies, but the results often left major gaps in geographical coverage, slow technological 

progress and little in the way of service innovation. This changed when effective competition was 

established, but regulations to ensure that competition was effective and appropriate changes in the 

way licensing and the assignment of radio spectrum took place, became a major challenge. The big 

advantage of growing domestic competition was that new sources of funding network development 

opened. OTT has introduced yet another step towards effective competition, this time global, and 

further sources of funding in international and long-distance networks and CDNs. The biggest 

challenge therefore remains investment in local access networks, but high-speed mobile broadband 

networks are now starting to fill a major part of this gap. A reform of licensing to turn the challenge 

of OTT into an opportunity is called for. A good example is India, the first country to introduce 

unified licensing in 2013, a recognition that convergence of fixed and mobile, voice, text and video, 

offered opportunities to attract new investment into the information and communications and 

media sector.17 

 

  

                                                           
15 McKinsey estimate between 30% and 70% network costs could be saved. McKinsey (January 2017) 
‘Overwhelming OTT: Telcos’ growth strategy in a digital world’  
http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-
strategy-in-a-digital-world  
16 Cleeng (27 October 2016) ‘Are Investments In OTT Services Growing Exponentially?’ 
https://cleeng.com/blog/ott-services-investments-growing-rapidly/  
17 TRAI (2013) Unified Licensing Regime – Indian Case Study https://www.itu.int/ITU-
T/worksem/conreg/presentations/conreg_0504_sapna_sharma.pdf  

http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-strategy-in-a-digital-world
http://www.mckinsey.com/industries/telecommunications/our-insights/overwhelming-ott-telcos-growth-strategy-in-a-digital-world
https://cleeng.com/blog/ott-services-investments-growing-rapidly/
https://www.itu.int/ITU-T/worksem/conreg/presentations/conreg_0504_sapna_sharma.pdf
https://www.itu.int/ITU-T/worksem/conreg/presentations/conreg_0504_sapna_sharma.pdf
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3. Net Neutrality 

The principle of net neutrality is that ISPs should enable access to all content and applications 

regardless of the source, and without favouring or blocking particular products or websites.18 This is 

important where OTT services are available, but like all definitions, this is open to interpretation.  

For example, if an ISP charges more for access to higher bandwidths and speeds than it does for 

lower bandwidths and speeds, access to applications and content will not be equal. But if every 

customer has an equal opportunity to choose their access plan, then there is equality. If there is a 

digital divide where higher bandwidths and speeds are only available in some regions and not 

others, access across regions is not equal. If all OTT service providers have a choice to charge for 

their services or not, then there is equality of opportunity for them. But there is a division of opinion 

as to whether it is equality or favouring if all OTT services are faced with a choice to pay the ISP for a 

better quality of access, or to accept a lower standard of access at a lesser charge or no charge. One 

distinction that may be relevant is whether the OTT service is a passive one, in the sense that users 

access a website, for example for the progressive download of a video, or an active one in the sense 

of streaming video to a customer. Both could involve a payment, but the active commercial sites are 

more likely to be engaged in revenue generation, and to be more concerned with the quality of 

reception.  

In the US, these are currently among the most contentious regulatory issues. In 2015, the FCC, under 

what it called the ‘Open Internet Initiative’, reclassified ISPs as common carriers under Title II of the 

Communications Act of 1934.19 The decision appeared to extend regulations to services that had 

previously been classified as unregulated information services, 20 although in reality the major ISPs 

are often subsidiary companies of the telecom companies or cable companies, and their commercial 

direction is very much driven by them. At the same time, broadband mobile services were classified 

as a “commercial mobile service” to also bring them under the Telecommunications Act of 1996.21 

The opponents of these changes claim that they extend a range of public utility regulations, covering 

areas such as broadband network construction, universal service, network interconnection – for 

example, an OTT CDN network with an ISP network – and tariff controls, to what are, in effect, 

commercial and competitive markets. 22   

With a change of President and US Congress, the FCC in 2017, under new chair Ajit Pai, announced 

its intension to reverse this decision, including revoking the classification of broadband mobile as a 

                                                           
18 Save the Internet (2017) ‘Net Neutrality: What You Need to Know Now’ 
https://www.savetheinternet.com/net-neutrality-what-you-need-know-now  
19 Fran Berkamn (20 May 2014) ‘Title II is the key to net neutrality—so what is it?’ Daily Dot 
https://www.dailydot.com/layer8/what-is-title-ii-net-neutrality-fcc/  
20 Jon Brodkin (12 July 2017) ‘If FCC gets its way, we’ll lose a lot more than net neutrality’ ArsTechnica 
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-
users-from-isps/  
21 Stuart N. Brotman (16 May 2017) ‘Net neutrality 2.0: Perspectives on FCC regulation of internet service 
providers’ Brookings https://www.brookings.edu/research/net-neutrality-2-0-perspectives-on-fcc-regulation-
of-internet-service-providers/  
22 Richard Bennet (2 May 2017) ‘Five Myths about Title II and the Internet’ High Tech Forum 
http://hightechforum.org/five-myths-title-ii-internet/  

http://transition.fcc.gov/Reports/1934new.pdf
https://www.savetheinternet.com/net-neutrality-what-you-need-know-now
https://www.dailydot.com/layer8/what-is-title-ii-net-neutrality-fcc/
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-users-from-isps/
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-users-from-isps/
https://www.brookings.edu/research/net-neutrality-2-0-perspectives-on-fcc-regulation-of-internet-service-providers/
https://www.brookings.edu/research/net-neutrality-2-0-perspectives-on-fcc-regulation-of-internet-service-providers/
http://hightechforum.org/five-myths-title-ii-internet/
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‘commercial mobile service’. 23 Its proponents see this as a victory for a commercially ‘Open 

Internet’; its opponents see this as a direct threat to net neutrality.24 Among the issues at stake is 

whether an ISP with network facilities at its disposal may charge not only subscribers, but providers 

of content to those subscribers, and whether it can charge ‘zero’ prices (or lower prices) to content 

providers who are associate companies of the ISP. However, although most of the debate is 

portrayed as one between pro and anti-net neutrality advocates, this is misleading, as the issue 

being debated in most cases is really one of effective competition, and how to ensure it. This is the 

view of, among others, Netflix CEO Reed Hastings, that net neutrality is the most likely outcome of a 

freely competitive market.25 

Despite the heated arguments in the US, it appears that the principles of net neutrality are widely 

supported, and the debate is, to a large extent, more about how far can market forces be expected 

to ensure a desirable outcome rather than, or with minimal, regulation. The issue has not aroused 

the same level of debate and intensity to date across the Asia-Pacific, possibly because the larger of 

the OTT service providers are not from the region. Further, the Asia-Pacific market has not been 

their prime revenue-generator, while some of them have already collaborated with local ISPs, 

enhancing the value of the ISP network in the process, and competition, especially from the rapid 

growth of broadband mobile networks and the spread of smartphones and other smart devices, has 

become intense.  

Within the Asia-Pacific region, and except for China where state control of the Internet is policy, the 

presumption of net neutrality is widely accepted, if not always practiced. In what might be called the 

‘first round’ of net neutrality issues, or Net Neutrality 1.0, South Korea’s regulator did allow mobile 

network operators and fixed line operators to block VoIP services that were not their own,26 a 

decision that has given rise to an unresolved debate.27 Singapore, by contrast and like Hong Kong, 

went the other way in support net neutrality rules in 2011.28 The issue of net neutrality is sometimes 

confused with the wider issue of censorship. All countries within the region have laws allowing for 

the blocking of certain websites, but not for commercial reasons. 

3.1 Network Management  
Even if net neutrality is the de facto claim in most countries of the region, the issue of network 

management remains to be monitored. Network management is essential for the smooth transit of 

                                                           
23 FCC (2017) ‘Restoring Internet Freedom’ https://www.fcc.gov/restoring-internet-freedom  
24 Jon Brodkin (12 July 2017) ‘If FCC gets its way, we’ll lose a lot more than net neutrality’ ArsTechnica 
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-
users-from-isps/  
25 Larry Downes (31 March 2017) ‘The Tangled Web of Net Neutrality and Regulation’ Harvard Business Review 
https://hbr.org/2017/03/the-tangled-web-of-net-neutrality-and-regulation  
26 Internet Society (2012) ‘Net Neutrality in Asia-Pacific’ ITU  
  http://www.itu.int/en/ITU-D/Regulatory-
Market/Documents/Events2015/Malaysia/Presentations/Ses2_Part1_1NGuzamn_netNeutrality.pdf  
27HumanRightsMonitor (2 July 2013) Net Neutrality: Who, and Why are they trying to control the Internet’   
http://www.humanrightskorea.org/2013/net-neutrality-who-and-why-are-they-trying-to-control-the-internet/  
28 IDA (2011) Decision issued by the IDA of Singapore: Net Neutrality’ SINGAPORE 
https://www.imda.gov.sg/~/media/imda/files/inner/pcdg/consultations/20101111_neteutrality/netneutrality
explanatorymemo.pdf  

https://www.fcc.gov/restoring-internet-freedom
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-users-from-isps/
https://arstechnica.com/tech-policy/2017/07/how-title-ii-goes-beyond-net-neutrality-to-protect-internet-users-from-isps/
https://hbr.org/2017/03/the-tangled-web-of-net-neutrality-and-regulation
http://www.itu.int/en/ITU-D/Regulatory-Market/Documents/Events2015/Malaysia/Presentations/Ses2_Part1_1NGuzamn_netNeutrality.pdf
http://www.itu.int/en/ITU-D/Regulatory-Market/Documents/Events2015/Malaysia/Presentations/Ses2_Part1_1NGuzamn_netNeutrality.pdf
http://www.humanrightskorea.org/2013/net-neutrality-who-and-why-are-they-trying-to-control-the-internet/
https://www.imda.gov.sg/~/media/imda/files/inner/pcdg/consultations/20101111_neteutrality/netneutralityexplanatorymemo.pdf
https://www.imda.gov.sg/~/media/imda/files/inner/pcdg/consultations/20101111_neteutrality/netneutralityexplanatorymemo.pdf
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traffic and quality control at peak hours, but it must not become a smokescreen for discriminatory 

and anti-competitive behaviour. Regulators have little direct access to the management of networks, 

so a set of metrics to help monitor and evaluate network management is useful. For example, the 

following guidelines have been suggested, where any of the following should raise red flags for 

regulators:29 

• management techniques are applied in or below the transport layer affecting transit 

between networks; 

• tools involving termination or blocking as opposed to traffic shaping and queueing; 

• if the request is a unilateral decision rather than coming from the user end or the source 

end; and  

• when a network management tool applied to (i) apps, (ii) source/destination, (iii) the service 

provider, and (iv) the payments processor – if only to traffic based on (ii) or (iii). 

3.2 OTT Media Neutrality 
As telecoms, broadcasting, and Internet-based media converge, regulatory functions are likely to 

follow. One aspect of this has arisen in the European Union (EU): in 2017 the European Commission 

issued a fine of EUR2.42 billion (USD2.9 billion) against Google for an abuse of dominance, claiming 

the search engine of “artificially and illegally promoting its own price comparison service in 

searches” which favoured entries from related companies.30 The Commission recognised Google as 

an innovative powerhouse, but claimed Google was promoting its own products rather than trying to 

attract more visitors to the site. Google is appealing the decision, noting that an investigation by the 

consumer watchdog in the US, the Federal Trade Commission (FTC), was dropped in 2013 without 

further proceedings. This illustrates the very different approaches to competition laws between the 

US and the EU, in this case applied to an OTT service provider.   

 

  

                                                           
29 Scott Jordsan and Arijit Gjosh (2009) ‘How to determine whether a traffic management practice is 
reasonable’ http://www.ics.uci.edu/~sjordan/papers/tprc09.pdf  
30 Daniel Boffey (27 June 2017) ‘Google fined record €2.4bn by EU over search engine results’ The Guardian 
https://www.theguardian.com/business/2017/jun/27/google-braces-for-record-breaking-1bn-fine-from-eu  

http://www.ics.uci.edu/~sjordan/papers/tprc09.pdf
https://www.theguardian.com/business/2017/jun/27/google-braces-for-record-breaking-1bn-fine-from-eu
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4. Consumer Protection and Competition 

4.1 Consumer Protection 
Consumer protection has long been a central feature of telecoms regulation, covering areas such as 

accessibility, pricing, quality of service, unfair and obscure contracts with tie-in clauses and other 

anti-competitive practices, undue sales pressure, transparency in billing, emergency call numbers, 

disputes resolution, etc. Trying to apply these to OTT services requires judgement on several levels.  

(i) Does the OTT service warrant a degree of regulatory oversight or intervention? Services 

that have major social impact are more likely to warrant a regulatory approach than others, 

although popular support for such measures can differ. Censorship of artistic content, for 

example, may receive only partial popular support, while blocking sites that espouse hate or 

abuse will be more acceptable to a wider audience. The question arises today because many 

OTT services have become ‘mainstream’. 

(ii) If the consumer has choice, then the only regulations required are likely to be those that 

restrict choice. For example, in some countries, online gambling is prohibited, as is using 

websites to launder money or to buy prohibited items such as illegal drugs. Otherwise, 

issues such as price, terms and conditions of sale, etc., mostly can be left up to consumer to 

choose. From a policy and regulatory point of view, intervention may be justified where it is 

important to empower the consumer with information about the safety of websites, and 

how to secure their own personal data. There are few markets more open to global 

competition than OTT markets, so from a consumer safeguard point of view, awareness is 

the key issue. For example, the consumer should check the availability of dispute resolution 

and refunds. These issues will normally come under the regulatory authority of fair trade 

bodies and consumer advisory councils, but if sanctions, such as fines or licence suspensions, 

are involved, the telecom and broadcasting regulators have a role to play.  

(iii) Besides OTT services that stream content and apps to consumers, there are websites, such 

as e-commerce sites and gaming sites, which require constant pro-active consumer 

behaviour. Some of these sites, such as social media sites, have significant social traction, 

and the regulation of content will always be an issue. This is more complicated when the 

traffic is encrypted end-to-end, as it is increasingly so on texting sites, but could equally be 

applied to audio-visual sites. Collaboration between telecom and broadcast regulators and 

cybersecurity agencies and the police will become more frequent and institutionalised. But 

in other cases, such as sites offering online commerce services, the role of regulation will 

be limited to three areas, and only the third will involve telecom and broadcast regulators 

directly. They are: (i) the sale and purchase of prohibited items, (ii) the payment of custom 

and excise duties, if applicable, and (iii) any violation of net neutrality rules, where these may 

apply. 

4.2 Competition 
There is little doubt that genuine competition is a driver of innovation and customer service. 

Regulators and policy-makers can protect and accelerate competition in a number of ways.  
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• Applying sanctions for anti-competitive behaviour; 

• Easing the way for new entrants, for example through issuing more licenses, by assigning 

new radio spectrum or by deeming certain services licence-free; also by regulating 

interconnection charges for new entrants, such as CDNs. But regulations may not apply to 

ISPs. (See the Net Neutrality debate in the US above). However, encouraging the 

development of a CDN market is a good way to foster the development of a data centre hub 

within a country. The concomitant of this is to open the borders to encourage investment in 

international submarine cables, and to cap landing charges, co-location charges for installing 

routing equipment at the landing station, and backhaul leasing charges; and 

• Sanctioning or otherwise of mergers and acquisitions. But here the changing landscape 

needs to be taken into account. A recent editorial in the Financial Times of London31 made 

three astute points: 

o Competition authorities should shift focus from the definition of markets to the 

realities of customer lock-in.  

o The interoperability of networks – which interconnect through the Internet – 

carrying OTT apps and content will become increasingly an important focus, 

especially with the spread of the Internet-of-Things and sensor-directed edge 

networking. 

o The growing use of algorithmic pricing for digital services, such as taxi-hailing apps, 

erodes consumer surplus – the difference between higher prices consumers are 

willing to pay and lower prices they are required to pay. The analytical challenge 

posed by competition is that, like collusion, it produces similar prices for similar 

products and services in the marketplace. Digitalized OTT services and the use of 

algorithms make these distinctions more difficult for regulators to judge.  

 

  

                                                           
31 Financial Times (31 July 2017) ‘Competition authorities need a digital upgrade’ 
https://www.ft.com/content/f6fe0f18-73d1-11e7-aca6-c6bd07df1a3c 

https://www.ft.com/content/f6fe0f18-73d1-11e7-aca6-c6bd07df1a3c
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5. Data Protection and Cyber-Security 

Data protection falls into two broad categories: protection of personal data privacy, and protection 

of data of any kind from cyber-attack or from transfer to unauthorized parties at home or abroad.  

5.1 Personal Data and the EU General Data Protection Regulation 
Across the Asia Pacific many countries have followed the APEC guidelines and have laws in place to 

protect personal data privacy, usually under the aegis of a Privacy Commission. The role of the 

telecoms and broadcast regulators tends to be in applying the laws that restrict the collection, use or 

transfer of data by the companies they regulate, using their licensing powers to enforce compliance. 

However, the EU is updating the General Data Protection Regulations (GDPR), due to take effect in 

2018,32 extending existing regulations to cover OTT SPs such as Microsoft’s Skype and Facebook – in 

order to enforce consent to collect and use customer data, and “to place regulated companies on an 

equal footing” in how they can farm data and monetise it. The GDPR will no longer require websites 

to show banners requesting permission to use cookies to track users surfing. Instead, users will be 

expected to adjust the settings of browsers accordingly.33 More controversial perhaps is the 

proposal to universalise the ‘right-to-be-forgotten’ which will require data controllers to search for 

and expunge, where necessary, data going back decades. 

In the first instance, user complaints may go to the Commission, but in many cases customers will 

not be aware of which is the appropriate agency to approach. For this reason, a one-stop shop is 

helpful. However, applying personal data protection laws to OTT operators is a challenge, partly 

because consumers will often give up their personal details on social media on a voluntary basis. The 

terms of usage of OTT sites should spell out if, and how, the data is being sold to third parties, such 

as advertisers, and when changes in the terms and conditions are notified to users. For example, 

when in 2016 Facebook first announced it planned to share personal data with its acquired 

messaging application, WhatsApp, it provoked a strong reaction from privacy advocates, persuading 

Facebook to seek regulatory approval in the UK.34 According to the subsequent terms and conditions 

published by WhatsApp, users had two options, to refuse permission prior to the change, or to 

refute permission within 30 days of the change. But realistically, few consumers read these 

documents, leaving the de fault door wide open.  

  

                                                           
32 EU GDPR http://www.eugdpr.org/key-changes.html  
33 Telecoms.com (13 December 2016) ‘Europe set to finally make its OTT regulation move’ 
http://telecoms.com/478216/europe-set-to-finally-make-its-ott-regulation-move/  
34 The Guardian (8 November 20916) ‘Facebook “pauses” WhatsApp data sharing after ICO 
intervention‘ https://www.theguardian.com/technology/2016/nov/08/facebook-pauses-whatsapp-data-
sharing-after-ico-intervention  

http://www.eugdpr.org/key-changes.html
http://telecoms.com/478216/europe-set-to-finally-make-its-ott-regulation-move/
https://www.theguardian.com/technology/2016/nov/08/facebook-pauses-whatsapp-data-sharing-after-ico-intervention
https://www.theguardian.com/technology/2016/nov/08/facebook-pauses-whatsapp-data-sharing-after-ico-intervention
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Box 1 – WhatsApp Options35 

Option 1 

Before you tap Agree to accept our updated Terms of Service and Privacy Policy, tap Read. You will see a 

control at the bottom of the screen. If you do not want your account information shared with Facebook to 

improve your Facebook ads and products experiences, you can uncheck the box or toggle the control. 

Option 2 

After you agree to our updated Terms of Service and Privacy Policy, you will have an additional 30 days to 

make this choice by going to Settings > Account > Share my account info in the app. If you do not want your 

account information shared with Facebook to improve your Facebook ads and products experiences, you can 

uncheck the box or toggle the control. 

This raises the question: does it matter? It matters if criminals can gain access to the data for identity 

theft, but  if the data is secure, then perhaps the issue becomes, can the customer block the 

effective use of their personal data, for example, by No Call registers and ad blockers? Once again, 

these issues are most likely dealt with first by the Privacy Commissions. Telecom and broadcast 

regulators only need to get involved at the implementation stage using their specific powers to 

suspend licences and impose fines or order the blocking of certain websites, clearly identified and 

notified.  

5.2 Data Transfers 
Restrictions on the transfer of data are separate from restrictions on the collection of data. The 

latter either require consent by the data owner, or the data is independently and legally collected 

and/or mined from social media and other public sites. But if that data is deemed ‘sensitive’, such as 

personal health data, certain financial records, or data deemed to be of national security, 

restrictions can apply. In some cases, however, countries have begun to assert “data sovereignty” 

demanding that all data, and especially data considered nationally strategic, collected in-country 

must be stored in-country (or at least replicated in-country and available for inspection).36 Different 

agencies, such as the Privacy Commissioner, the central bank or monetary authority, or the police 

may be involved – further complicating clarity around the issue.  

The networks being used to transfer the data are often subject to the same restrictions whether 

they are fully aware of the nature of the traffic or not, but prosecution is not normal if the networks 

cooperate with the regulators. For example, money laundering often involves wire transfers. In the 

first instance, it is the banks who are held liable to the laws and regulations Against-Money-

Laundering and Countering-the-Financing-of-Terrorism (AML-CFT). Telecom regulators can instruct 

networks to question or prevent such transfers while an inquiry is undertaken.  

                                                           
35 WhatsApp FAQ ‘How do I choose not to share my account information with Facebook to improve my 
Facebook ads and products experiences?’ https://faq.whatsapp.com/general/26000016  
36 A useful summary of restrictions on data transfers and data sovereignty issues is ACCA/APCC (2014) Report 
on Cloud Data Regulations: A contribution on how to reduce costs of Cross-Border Data Transfers  
http://trpc.biz/wp-content/uploads/APCC-ACCA_WhitePaper_CloudRegulations_2014_FullPaper.pdf  

https://www.whatsapp.com/legal
https://faq.whatsapp.com/general/26000016
http://trpc.biz/wp-content/uploads/APCC-ACCA_WhitePaper_CloudRegulations_2014_FullPaper.pdf
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5.3 Cyber Security 
As telecom and broadcast companies go digital, the risk of cyber-attacks becomes universal. 

Although the responsibility of cybersecurity rests primarily with the organizations or enterprises 

involved, there are two outstanding areas in which regulators have a leading role to play. First, 

protection of the CNII of which telecoms and broadcasting networks are essential components. 

Second, enforcement of regulations that require organizations that have suffered an attack, and 

possibly lost customer information, to pass that information onto regulators and users as soon as 

practical. The US, Canada and Australia all have laws making the reporting of cyber-attacks 

compulsory, and Singapore is proposing to introduce similar legislation.37 

  

                                                           
37 Straits Times (27 July 2017) ‘Singapore privacy watchdog proposes mandatory reporting of data breaches’ 
http://www.straitstimes.com/tech/singapore-privacy-watchdog-proposes-mandatory-reporting-of-data-
breaches  

http://www.straitstimes.com/tech/singapore-privacy-watchdog-proposes-mandatory-reporting-of-data-breaches
http://www.straitstimes.com/tech/singapore-privacy-watchdog-proposes-mandatory-reporting-of-data-breaches
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6. Taxation  

The issue of taxation of OTTs is not one that directly concerns regulators of telecoms, broadcasting 

and media. However, there may arise occasions when national registration policy requires an OTT 

service provider to maintain a local presence and to conduct their accounting of revenues generated 

locally according to the conditions of a license. Under such circumstances, the regulator may 

become involved. In the case of mergers and amalgamations that include an OTT there may also be a 

requirement for consultation with the regulator. 

Box 2 – Indonesia: Proposed Regulation of OTT 

Indonesia is proposing to go further than most countries in regulating OTT services. In an OTT draft 

regulation released by the Ministry of Communications and Information Technology (Kominfo), it defines an 

OTT operator as the following:  

• Application Services through the Internet is the utilisation of software that enables communication 

services in the forms of short messages, voice calls, video calls, emails, and online conversations 

(chatting), financial and commercial transactions, digital platforms, storage and retrieval of data, 

search engines, game, networking and social media, as well as its derivatives that uses Internet 

access services through telecommunication network providers.  

• Content Services over the Internet are the provision of digital information consisting of text, 

sounds, images, animations, music, videos, movies, games or a combination of parts and/or all of 

them, including in the form of streaming or download that uses Internet access services through 

telecommunication network providers. 

Under these definitions, e-commerce, FinTech, online game, social media, etc., will be deemed OTT and 

subject to the draft regulation, issued by Kominfo. OTT players must register their taxpayer ID number, 

principle license from the investment agency BKPM, types of OTT services that will be provided and contact 

information centre with Kominfo. 

Identification of foreign OTT service providers include: 

• Premises that are owned, rented or controlled by foreign OTT service providers or other parties 

who are permanently situated in Indonesia, which are used by foreign OTT service providers; 

• The presence of a representative or other parties who are permanently situated in Indonesia that 

act for and on behalf of the foreign OTT service provider; and  

• Companies that conduct business activities or derive income from: selling and marketing of OTT 

services; putting up advertisements on OTT services; gathering customer data on OTT services; 

and/or electronic transaction through OTT services. 

Under the draft regulation, OTT service providers are obliged to store data on transactions and traffic for 

three months, guarantee legal access to that data for investigation purposes, and set up a customer 

inquiries and complaints information centre and respond to requests and complaints within 48 hours. OTT 

service providers may collaborate commercially with telecom companies, in which case they should provide 

the scope of collaboration; roles and responsibilities of each party; business scheme; tariff structure; etc. 

OTTs who violate the regulations will have “bandwidth management” imposed upon them carried out by 

the telecom service providers. A National Forum on OTT services will be formed to assist Kominfo in 

determining the policies related to OTT services.  
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The aims of the proposed draft regulation of OTT are stated as:  

• Protect the public interest, telecommunication, and national interests; 

• Encourage increased community economic capabilities, ensure equitable telecommunications, and 

strengthen the competitiveness of the nation and the sovereignty of the State; 

• Promote healthy competition and to provide legal certainty; and 

• Provide protection for people, the user and / or customer service OTT, including the right to 

privacy, accuracy, and transparency of charges, as well as other rights stipulated in the legislation. 

Tax Revenues: 

Raising taxation revenues from OTT service providers who do business in Indonesia and raise revenues from 

Indonesia, has become a major concern of the Ministry of Finance. The Inland Revenue Department in April 

2017 issued a ‘Circular Letter No. SE-04/PJ/2017 on the Determination of Permanent Establishments for 

Foreign Tax Subjects Which Are Providers of Applications and/or Content Services Through the Internet 

(“Circular Letter 4/2017”).’ Under the circular, foreign Over-the-Top Services that come within the meaning 

of permanent establishment will be subject to Indonesian tax.  

Definition of a permanent establishment: 

Permanent establishment within Indonesia includes: place for management activities; branch 

office; representative office; office buildings; garage or workshop; warehouse; physical space for 

promotional and sales activities; computers, including servers and data centres; electronic apparatus (i.e. 

devices which contain computer programs that may perform activities or which may respond based on 

automatic inputs); and other automatic devices. An OTT service provider is also to be considered as a 

permanent establishment if it provides any form of services for period of 60 days or more within any given 

12-month period. 

Conclusion 

It remains unclear whether and how OTT service providers that have no physical presence in Indonesia will 

be covered or enforced by these regulations, and how the “60 days or more” rule will be calibrated. 

Nevertheless, Indonesia is proposing serious steps to include global digital business within the regulatory 

framework. 
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7. Conclusion and Recommendations 

OTT services should be regarded as the outcome of technological progression and market forces 

generating innovative and creative services and products (the devices and the networks used to 

access OTT services) that are inevitably ‘disruptive’ of business models of incumbents. There is 

absolutely nothing unusual about this, with the exception that the sectors being disrupted are those 

that traditionally have been regulated.  

Any service associated with the communications media has the potential to have a social impact, 

and for that reason cultural as well as political pressures are never far away. Nor can these pressures 

be lightly dismissed. Societies do have the need to protect themselves against harm, in media as in 

any other realm. These pressures are primarily the concern of policy makers, not regulators as such, 

but the responsibility of regulators to implement policy inevitably brings regulators into proximity to 

policy-makers as advisors with specialist expertise. Arguably, policy based upon expertise is likely to 

be better policy than policy based upon political or cultural consideration alone.  

But what is considered a better policy is vague unless criteria are spelt out. The following are some 

suggestions for policy and regulation:  

• Policies should encourage effective competition and consumer choice; regulators should 

identify commercial behaviour that is considered anti-competitive, and the means to identify 

it and deal with it.   

• Policies should encourage investment in the innovation of networks and services; 

regulators should explore opportunities for non-traditional networks, such as CDNs, meshed 

wireless networks, TV White Space networks, ultra-wideband networks, non-terrestrial 

networks, to fill the gaps in the digital economy, and authorise them to carry any type of 

legal traffic. 

• Policies should be formulated based upon clarity of services and markets; where 

traditionally regulated and non-regulated sectors are merging because of OTT services, 

regulators should show preference for regulatory-lite approaches that focus on the least 

competitive sectors.  

• Policies should be based upon objective assessments of the social and economic impacts of 

various categories of OTT services; regulators should accumulate data from regulated 

markets for policy assessments, clearly articulating both the objectives and the data sources 

so as to avoid unintended consequences of poor policy and to maximize social welfare. 

• Policies should recognise that public services offered by state-invested companies should 

be separately funded and regulated from the commercial services offered by the same; 

regulators should focus in on these separations, such as universal service obligations and 

‘must-carry’ rules.  

• Policies should, in light of the rise of smart city environments and artificial intelligence (AI), 

encourage interoperability of platforms for OTT services,; regulators should examine specific 

ways in which interoperability can be achieved. 


